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ORDERS

NSD 241 of 2022

BETWEEN: AUSTRALIAN SECURITIES AND INVESTMENTS
COMMISSION
Plaintiff

AND: MACQUARIE BANK LIMITED ACN 008 583 542
Defendant

ORDER MADE BY: WIGNEY J
DATE OF ORDER: 19 APRIL 2024

THE COURT DECLARES THAT:

1. Macquarie Bank Limited (Macquarie) contravened s 912A(1)(a) of the Corporations
Act 2001 (Cth) between 1 May 2016 and 12 March 2019, by failing to do all things
necessary to ensure that the financial services covered by its financial services licence
were provided efficiently, honestly and fairly, as a result of Macquarie not
implementing effective controls to prevent or detect transactions conducted by third
parties through Macquarie’s bulk transacting system that were outside the scope of the
authority conferred on them that only permitted them to withdraw their fees from their
clients” Cash Management Accounts, such as the fraudulent transactions made by Mr

Ross Hopkins.

2. Macquarie contravened s 912A(I)(a) and (5A) of the Corporations Act 2001 (Cth)
between 13 March 2019 and 15 January 2020, by failing to do all things necessary to
ensure that the financial services covered by the financial services licence were
provided efficiently, honestly and fairly, as a result of Macquarie not implementing
effective controls to prevent or detect transactions conducted by third parties through
Macquarie’s bulk transacting system that were outside the scope of the authority
conferred on them that only permitted them to withdraw their fees from their clients’
Cash Management Accounts, such as the fraudulent transactions made by Mr Ross

Hopkins.

THE COURT ORDERS THAT:
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1. Pursuant to s 1317G of the Corporations Act 2001 (Cth), Macquarie pay to the
Commonwealth of Australia within 28 days a pecuniary penalty in the amount of
$10,000,000.00 in respect of Macquarie's contravention s 912A(1)(a) and (5A) of the

Corporations Act referred to in declaration 2 above.

2. Macquarie pay the plaintiff’s costs of the proceeding as agreed or assessed within 28

days of such agreement or assessment.

3. The proceeding otherwise be dismissed.

Note: Entry of orders is dealt with in Rule 39.32 of the Federal Court Rules 2011.
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REASONS FOR JUDGMENT

(Revised from transcript)
WIGNEY J:

Macquarie Bank Limited is a large and well-known financial institution that, among other
things, holds a financial services licence and provides financial services to its many customers.
The Australian Securities and Investments Commission (ASIC) commenced this proceeding
against Macquarie alleging that it failed to do all things necessary to ensure that certain
specified financial services covered by its financial services licence were provided efficiently,
honestly, and fairly, and thereby contravened s 912A(1)(a) of the Corporations Act 2001 (Cth).
ASIC claimed, in short summary, that between 1 May 2016 and 15 January 2020, Macquarie
failed to implement effective controls to prevent or detect fraudulent withdrawals by third
parties from cash management accounts held by some of its clients. The account holders had
given certain financial intermediaries, including financial advisers, stockbrokers, and
accountants, limited authority to withdraw their fees from their cash management accounts via
a bulk transacting system provided by Macquarie, but the absence of any effective controls in
respect of that system permitted the intermediaries to conduct fraudulent withdrawals which
were outside the scope of their authority. ASIC sought declarations of contravention by

Macquarie and an order that Macquarie pay a pecuniary penalty in respect of its contravention.

While Macquarie initially defended the proceeding and opposed the declarations and orders
sought by ASIC, it now admits that it contravened s 912A(1)(a) of the Corporations Act. It
also consents to both the making of the declarations of contravention sought by ASIC and the
making of an order that it pay the Commonwealth a pecuniary penalty in the amount of

$10,000,000.

While Macquarie consents to the making of those declarations and orders, it is nevertheless
necessary for the Court to consider and determine whether the declarations and orders are

appropriate and should be made.

STATUTORY CONTEXT

The following references to provisions of the Corporations Act are to the text of those

provisions at the time or times relevant to Macquarie’s contravening conduct.

Section 912A(1)(a) of the Corporations Act provides:

Australian Securities and Investments Commission v Macquarie Bank Limited [2024] FCA 416 1



10

11

12

@) A financial services licensee must:

(a) do all things necessary to ensure that the financial services covered by
the licence are provided efficiently, honestly and fairly ...

A person provides ‘financial services’ if they (relevantly) deal in a financial product: ss

766A(1) and 766C of the Corporations Act.

Section 912A(1)(a) was amended by the Treasury Laws Amendment (Strengthening Corporate
and Financial Sector Penalties) Act 2019 (Cth) (the Amending Act). Schedule 1, item 76 of
the Amending Act inserted s 912A(5A), which had the effect of rendering s 912A(1)(a) a civil

penalty provision.
Section 912A(5A) provides as follows:

(5A) A person contravenes this subsection if the person contravenes paragraph

(1)(@), (aa), (ca), (d), (¢), (), (g), (h) or (j).

Note: This subsection is a civil penalty provision (see section 1317E).
The Amending Act also inserted s 1657 of the Corporations Act which provides:
Subject to this Part, the amendments made by Schedule 1 to the [AJmending Act apply

in relation to the contravention of a civil penalty provision if the conduct constituting
the contravention of the provision occurs wholly on or after the commencement day.

The commencement day of Schedule 1 of the Amending Act, which inserted s 912A(5A), was
13 March 2019. As will be seen, that date is significant. It explains why ASIC has sought
separate declarations concerning Macquarie’s conduct prior to 13 March 2019 and after that
date. It is also important to note that the pecuniary penalty sought by ASIC only relates to
Macquarie’s conduct after 13 March 2019.

There is no dispute that Macquarie was a financial services licensee. It was a financial services
licensee because it held an Australian financial services license: see the definition of financial

services licensee in s 761 A of the Corporations Act.

There is also no dispute Macquarie’s conduct which is the subject of this proceeding occurred
in the context of it providing financial services covered by that licence. That is because the
relevant cash management accounts that Macquarie offered or provided to its customers were
financial products within the meaning of's 764A(1)(i) of the Corporations Act, and by dealing
with those accounts (see s 766C(1) of the Corporations Act), Macquarie provided financial

services within the meaning of ss 766A(1)(b) of the Corporations Act. As there was no dispute

Australian Securities and Investments Commission v Macquarie Bank Limited [2024] FCA 416 2
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about those matters, it is unnecessary to set out the somewhat labyrinthine provisions of the

Corporations Act that deal with them.

Subsection 1317E(1) provides that if a Court is satisfied that a person has contravened a civil
penalty provision, it must make a declaration of contravention. Subsection 1317E(3) (in the
form it was in during the relevant period) identifies provisions in the Corporations Act which

are civil penalty provisions. Subsection 912A(5A) is identified as a civil penalty provision.

Subsection 1317G(1) of the Corporations Act provides that if the Court has made a declaration
of contravention of a civil penalty provision pursuant to s 1317E, it ‘may’ order the person to
pay to the Commonwealth a pecuniary penalty. The pecuniary penalty must not exceed the

pecuniary penalty applicable to the contravention: s 1317G(2).

Subsection s 1317G(4) of the Corporations Act provides that the pecuniary penalty applicable

to the contravention of a civil penalty provision by a body corporate is the greatest of:

(a) 50,000 penalty units;
(b) if the Court can determine the benefit derived and detriment avoided because of

the contravention — that amount multiplied by 3; and
(c) either:
(1) 10% of the annual turnover of the body corporate for the 12-month

period ending at the end of the month in which the body corporate

contravened, or began to contravene, the civil penalty provision; or

(i1) if the amount worked out under subparagraph (i) is greater than the

amount equal to 2.5 million penalty units — 2.5 million penalty units.

It is common ground that the pecuniary penalty applicable to the contravention by Macquarie
is the penalty calculated pursuant to s 1317G(4)(c)(i1) because the figure representing 10% of
the annual turnover of Macquarie during the relevant 12-month period is greater than
$525,000,000, being 2.5 million penalty units (at the time of the contravention in question the
value of a penalty unit was $210), and there was no suggestion that the Court could determine

any benefit derived by reason of the contravention in accordance with s 1317G(4)(b).

The maximum penalty for the relevant contravention by Macquarie is accordingly

$525,000,000.
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Section 1317G(6) of the Corporations Act provides that, in determining the pecuniary penalty,
the Court must take into account “all relevant matters”, including: the nature and extent of the
contravention; the nature and extent of any loss or damage suffered because of the
contravention; the circumstances in which the contravention took place; and whether the person
has previously been found by a court to have engaged in any similar conduct. The relevant

matters identified in s 1317G(6) are plainly not exhaustive.

MACQUARIE’S CONTRAVENING CONDUCT

The parties jointly relied upon a Statement of Agreed Facts and Admissions. A copy of that
document (not including Confidential Annexure A, and redacted in accordance with a
suppression order made by the Court) is attached to this judgment at Annexure A. There is no
basis for the Court to believe or conclude that the agreed facts are inaccurate or incomplete in
any material respect. Indeed, they identify the contravening conduct in very clear and

painstaking detail.

It is unnecessary to rehearse the facts in any detail in this judgment. Following is a short
summary of the salient facts. The facts relate to the period 1 May 2016 to 15 January 2020

unless otherwise indicated. That period is generally referred to as the relevant period.

Macquarie was an authorised deposit-taking institution for the purposes of the Banking Act

1959 (Cth) and held an Australian Financial Services Licence (AFSL).

Macquarie offered its customers a deposit account product called a Cash Management Account

(CMA).

CMAs were deposit-taking facilities made available by Macquarie in the course of its banking
business. As such, they were ‘financial product[s]” within the meaning of' s 764A(1)(i) of the
Corporations Act. In issuing CMAs, Macquarie dealt with financial products and provided
financial services within the meaning of ss 766A(1)(b) and 766C(1) of the Corporations Act.

Those financial services were covered by the terms of Macquarie’s AFSL.

CMA:ss allowed for various transfers to be made to or from the account, including: the transfer
of funds to term deposit accounts; the transfer of funds to purchase shares; the transfer of funds
to invest in managed funds; the transfer of funds for the payment of fees to third party
intermediaries; the receipt of investment returns such as dividends and interest. Macquarie’s
CMA customers could grant third party financial intermediaries, such as financial advisers,

authority to withdraw funds from their CMAs. There were different levels of authorities,

Australian Securities and Investments Commission v Macquarie Bank Limited [2024] FCA 416 4



25

26

27

28

29

ranging from a general authority which effectively permitted any transaction, to a limited

authority which only permitted the payment of a third party’s fees.

Macquarie made available a ‘bulk transacting’ system or facility for effecting transactions on
CMAs. That facility or system enabled third parties who had been granted an authority by
account holders to, among other things, effect multiple withdrawals from multiple CMAs at
once. To access that facility, a third party was required to register with Macquarie, distribute
Macquarie products, and obtain access to an online facility operated by Macquarie. The third
party was also required to complete and upload a template or data file. One such template was
a fee payments template, which was the applicable template where the transaction type was the

payment of fees and the CMA holder had granted a fee authority.

Bulk transactions involving the payment of fees using the bulk transaction system or facility
involved inherent risks for customers, particularly risks associated with fraudulent or otherwise
unauthorised transactions by third party intermediaries who had been granted authorities by the

account holder.

Macquarie put in place some systems or controls to mitigate the risk of fraudulent transactions
by third parties acting beyond the scope of their fee authorities. For example, by early 2014,
bulk transactions involving fees generated an email alert if they contained one or more
transactions for an amount which exceeded a certain specified amount (the alerts). There was,
however, no written practice or procedure in place to review or monitor the alerts. As a result,

the alerts had little or no effect in mitigating the risk of fraudulent transactions.

Between about mid-2012 and mid-2016, certain Macquarie employees became aware that some
financial intermediaries had misused their fees authorities by conducting bulk transactions
ostensibly in respect of fees, but for purposes other than the payment of fees. A number of
those instances of misuse involved a financial adviser named Mr Ross Hopkins, though he was
not the only third party involved in such wrongdoing. Some steps were taken to deal with that

issue. Those steps, however, were obviously inadequate and ineffective.

From about mid-2016, various Macquarie employees prepared papers and presentations, and
undertook reviews, in which they identified the clear risk that bulk transacting, including bulk
transacting involving fees, could be used by third parties to effect fraudulent or unauthorised
transactions on CMAs held by Macquarie clients. It is unnecessary to spell out in detail the

content of those papers, presentations, and reviews, or what they uncovered and recommended

Australian Securities and Investments Commission v Macquarie Bank Limited [2024] FCA 416 5



30

31

32

33

could or should be done. The details are contained in the Statement of Agreed Facts and
Admissions. Suffice it to say that, despite what was uncovered or discovered during those
processes concerning fraudulent transactions and the ongoing risks inherent in bulk transacting
without further controls, Macquarie failed to implement effective controls to prevent or detect
bulk transactions involving fees that were outside the scope of the limited fee authority

conferred on third parties until January 2020.

The upshot of Macquarie’s failures in that regard was that it did not detect 167 fraudulent
transactions, totalling almost $3,000,000 that were effected by Mr Hopkins in the period
October 2016 to October 2019 utilising Macquarie’s bulk transaction system or facility in
respect of 14 CMAs held by 13 of his clients. Those transactions included 97 transactions that

gave rise to alerts, though as explained earlier, those alerts were not systematically reviewed.

Macquarie’s failures in that regard were effectively remedied in January 2020 when it
implemented a real-time alert system which alerted CMA holders of transactions initiated by
persons to whom they had granted authorities, including fee authorities. In May 2020,
Macquarie also implemented a fraud monitoring program for bulk transacting. A review
conducted in late 2020 or early 2021 did not identify any further instances of fraudulent

transactions involving bulk transactions concerning fees.

Some additional facts should be highlighted to provide appropriate context. As at August 2017,
over half a million customers held a Macquarie CMA and over $26 billion was under
management or on deposit in respect of CMA products. CMA customers mostly had external
financial advisers and were long term customers of Macquarie. The monthly volume of
transactions using the fee payments template during the relevant period ranged from about

$174 million to about $477 million.

Macquarie admitted that between 1 May 2016 and 12 March 2019, it failed to do all things
necessary to ensure that the financial services covered by its financial services licence were
provided efficiently, honestly, and fairly, as a result of it not implementing effective controls
to prevent or detect transactions conducted by third parties through its bulk transacting system
that were outside the scope of the authority conferred on them that only permitted them to
withdraw their fees from their clients” CMAs, such as the fraudulent transactions made by Mr

Hopkins.

Australian Securities and Investments Commission v Macquarie Bank Limited [2024] FCA 416 6
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Macquarie similarly admitted that between 13 March 2019 and 15 January 2020, it failed to do
all things necessary to ensure that the financial services covered by its financial services licence
were provided efficiently, honestly, and fairly, as a result of it not implementing effective
controls to prevent or detect transactions conducted by third parties through its bulk transacting
system that were outside the scope of the authority conferred on them that only permitted them
to withdraw their fees from their clients’ CMAs, such as the fraudulent transactions made by

Mr Hopkins.

The reason for the separate admissions by Macquarie and ASIC’s application for separate

declarations in respect of those two periods was explained earlier.

ADDITIONAL FACTS RELEVANT TO PENALTY

The Statement of Agreed Facts and Admissions also includes the following facts which were

said to be relevant to the assessment of the appropriate pecuniary penalty.

Macquarie was, and is, a very large and profitable company. For the 2016 to 2020 financial
years, Macquarie’s net operating income ranged between about $5 billion and about $6.2
billion, its net profit after tax ranged between about $1 billion and $1.3 billion, its total assets
ranged between about $164 billion and $226 billion and its net assets ranged between $11.2
billion and $14.2 billion.

Macquarie was, and is, a subsidiary of Macquarie Group Limited, a public company listed on
the Australian Stock Exchange. For the 2016 to 2020 financial years, Macquarie Group’s

market capitalisation ranged between $22.5 billion and $44 billion.

As at 31 March 2019, Macquarie and its related bodies corporate had an 'annual turnover'
within the meaning of the Corporations Act of more than $5,250,000,000. That fact is
particularly relevant as it provides the basis for the calculation of the maximum pecuniary
penalty for Macquarie’s contravention of s 912A(1)(a) referrable to the period from 13 March
2019 to 15 January 2020.

The Statement of Agreed Facts and Admissions contains details of the seniority and reporting
lines of the Macquarie employees who were aware that Macquarie’s monitoring and control of
bulk transacting concerning fees during the relevant period was deficient. It suffices for present
purposes to note that those employees were quite senior. They reported up two or three

reporting lines to the chief executive officer of Macquarie Group. There was, however, no
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evidence to suggest that Macquarie’s directors at the time were aware of the facts giving rise

to the contravention.

Macquarie has not previously been found by any court to have contravened s 912A of the
Corporations Act, and no court has previously made any declaration that Macquarie has
contravened a civil penalty provision under the Corporations Act or made any order that

Macquarie pay a penalty in respect of such a contravention.

On 23 August 2016, the Supreme Court of New South Wales found that Macquarie
Investment Management Limited had contravened ss 601FC(1)(b) and 601FC(5) of the
Corporations Act. At that time, Macquarie Investment Management was a subsidiary of both

Macquarie Group and Macquarie.

ASIC commenced its investigation into Macquarie regarding its CMAs and the conduct of Mr
Hopkins on about 22 September 2020. The investigation concluded when ASIC commenced
this proceeding in April 2022. During the investigation, Macquarie engaged openly and
transparently with ASIC, engaged in voluntary meetings with ASIC, and provided information
about the availability and structure of data that could be provided to ASIC in respect of the

investigation.

Since the commencement of this proceeding, Macquarie: agreed to a statement of agreed facts
for use in the proceeding if it proceeded to a contested hearing; responded promptly to requests
by ASIC for clarification and the production of documents in connection to this proceeding;
and attended a mediation and ultimately admitted liability in this proceeding. Macquarie also
participated in the process resulting in the Agreed Statement of Facts and Admissions and joint

written submissions.

RELEVANT PRINCIPLES

The principles which are relevant to determine the issues before the Court were not in issue

and need only be addressed in short terms.

Section 912A(1)(a) of the Corporations Act
The standard created by the words “efficiently, honestly and fairly” in s 912A(1)(a) of the

Corporations Act has been considered in a number of cases, including: Australian Securities
and Investments Commission v Camelot Derivatives Pty Ltd (in lig) (2012) 88 ACSR 206;
[2012] FCA 414 at [69]-[70]; Australian Securities and Investments Commission v Cassimatis
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(No 8) (2016) 336 ALR 209; [2016] FCA 1023 at [674]; Australian Securities and Investments
Commission v Avestra Asset Management Ltd (in lig) (2017) 348 ALR 525; [2017] FCA 497
at [191]; Australian Securities and Investments Commission v Westpac Securities
Administration Ltd (2019) 373 ALR 455; [2019] FCAFC 187; Australian Securities and
Investments Commission v National Australia Bank Limited (2022) 164 ACSR 358; [2022]
FCA 1324; and Australian Securities and Investments Commission v Commonwealth Bank of

Australia [2022] FCA 1422.

Different views have been expressed as to whether “efficiently, honestly and fairly” comprises
a single compendious standard or imposes three concurrent obligations. It is unnecessary to
decide that issue in this case. Macquarie has admitted that it failed to meet the standard in any
event. It is also somewhat difficult to see how or why it would make any practical difference
if there was a single compendious standard, as opposed to three concurrent standards or
obligations. It is also doubtful that there is any real utility in exploring in the abstract the
meaning of what are otherwise ordinary words, the meaning of which is generally well

understood. Nevertheless, the following useful principles emerge from some of the authorities.

First, the standard of honesty is to be considered having regard to commercial norms and
morality, as opposed to the broader societal norms that generally inform the meaning of the
standard of honesty in the criminal law. A licensee may fail to meet the standard of honesty

even though its conduct could not be said to be criminally dishonest.

Second, a licensee may breach or fail to comply with the obligation created by s 912A(1)(a)
even if it has not breached any separate legal duty or obligation under the Corporations Act or

otherwise.

Third, the standard, or standards, imposed by s 912A(1)(a) do not require absolute perfection

by the licensee in providing financial services.

Fourth, the use of the word “ensure” tends to indicate that compliance with the obligation
created by s 912A(1)(a) involves or requires a degree of forward looking and may require the

licensee to take steps to prevent future lapses or failures.

Declarations of contraventions
As noted earlier, s 1317E(1) provides that if a Court is satisfied that a person has contravened
a civil penalty provision, it must make a declaration of contravention. It is nevertheless useful

to briefly consider the general principles that apply in respect of the making of declarations.
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The Court has a wide discretionary power to make declarations under s 21 of the Federal Court

of Australia Act 1976 (Cth).

Before making a declaration, even by consent, the Court must be satisfied that: first, the
proceeding involves a real controversy, as opposed to hypothetical or theoretical question;
second, that the applicant has a real interest in raising the controversy or question; and third
that there is a proper contradictor: Forster v Jododex Australia Pty Ltd (1972) 127 CLR 421 at
437-438; [1972] HCA 61.

The fact that a respondent who has a real interest in opposing the declaration nevertheless
consents to the making of the declaration does not mean that there is no contradictor: Australian
Competition and Consumer Commission v MSY Technology Pty Ltd (2012) 201 FCR 378;
[2012] FCAFC 56 at [30]-[33].

Where the declaration concerns a contravention of a civil penalty provision, the Court must be
satisfied that the respondent contravened that provision, even if the respondent consents to the
making of the declaration. The material that provides the basis for the Court’s satisfaction can
be a statement of agreed facts and admissions: Australian Securities and Investments

Commission v Rich (2004) ACSR 500; [2004] NSWSC 836 at [15].

Declarations relating to contraventions of legislative provisions are likely to be appropriate
where they serve to record the Court’s disapproval of the contravening conduct, vindicate a
regulator’s claim that the respondent contravened the provisions, assist a regulator to carry out
its duties, and deter other persons from contravening the provisions: Australian Competition
and Consumer Commission v Construction, Forestry, Mining and Energy Union (2007) ATPR
42-140; [2006] FCA 1730 at [6] (and the cases cited therein).

The Court must be satisfied that a proposed declaration of contravention identifies the conduct
that constituted the contravention or the gist of the findings that amounted to the contravention:
Rural Press Limited v Australian Competition and Consumer Commission (2003) 216 CLR 53;
[2003] HCA 75 at [89].

Agreed penalties

The principles that the Court must apply in considering whether to impose an agreed pecuniary
penalty jointly proposed by the parties were explained in Commonwealth v Director, Fair Work

Building Industry Inspectorate (2015) 258 CLR 482; [2015] HCA 46 (Agreed Penalties Case).

Australian Securities and Investments Commission v Macquarie Bank Limited [2024] FCA 416 10
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In short summary, the Court must consider and determine whether the agreed penalty is within
the range of possible penalties that the Court could reasonably impose in all the circumstances.
If the agreed penalty is within that range, the public policy of promoting the predictability of
outcomes in civil penalty proceedings makes it highly desirable for the Court to accept the
parties’ joint proposal and impose the agreed penalty. The court is nevertheless not bound by

the parties’ agreement in respect of the size of the penalty.

Pecuniary penalties generally

In considering and determining whether the agreed penalty falls within the range of appropriate
penalties in the circumstances, it is necessary to have regard to the applicable principles
concerning the fixing of pecuniary penalties. Those principles are also settled. They were
recently considered in Australian Building and Construction Commissioner v Pattinson (2022)

274 CLR 450; [2022] HCA 13.

In short summary, the purpose of imposing a civil penalty is to promote the public interest in
compliance with the relevant Act by the deterrence of further contraventions of a like kind.
The Court must, in effect, attempt to put a price on contravention that is sufficiently high to
deter repetition by the contravener and by others who might be tempted to contravene. The
penalty must not be one which would be regarded by the contravener or others as an acceptable
cost of doing business. The penalty must not, however, be greater than is necessary to achieve
the object of deterrence. An appropriate penalty is said to be one that strikes an appropriate

balance between oppressive severity and the need for deterrence in the particular case.

In determining the size of the penalty which would serve the objective of deterrence, the Court
must have regard to both the circumstances of the contravener and the circumstances of the

contravention.

Without intending to be exhaustive, the factors concerning the circumstances of the contravener
which are generally relevant when determining the size of the penalty which would serve the
objective of deterrence, where the contravener is a corporation, include: the size and financial
position of the corporation; whether the corporation has a corporate culture conducive to
compliance with the relevant Act; whether the contravener has engaged in similar conduct in
the past; and whether the contravener has demonstrated contrition and co-operated with the

relevant authorities.
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Likewise, without intending to be exhaustive, the factors concerning the circumstances of the
contravention which are generally relevant to determining the size of the penalty which would
serve the objective of deterrence include: whether the contravening conduct was systematic,
deliberate or covert; the period over which the contravening conduct occurred; whether the
contravention arose out of the conduct of senior management; whether the contravener profited
from the contravention and if so the extent of that profit; and whether the contravention caused

any loss or injury.

It should be emphasised that both the factors relating to the circumstances of the contravener,
and those relating to the circumstances of the contravention, are only relevant to the extent that
they bear on the question of the size of the penalty that is necessary to achieve the objective of
deterrence. The purpose of imposing a pecuniary penalty does not include retribution or
punishment. The pecuniary penalty need not be proportionate to the nature and circumstances
of the contravention, at least in the sense that the principle of proportionality is understood in

the criminal law.

The maximum penalty is also a relevant consideration in determining the size of the penalty,
though it does not constrain the exercise of the discretion beyond requiring some reasonable
relationship between the theoretical maximum and the final penalty imposed. The maximum
penalty would generally only be appropriate in the case of a contravention which warranted the

strongest deterrence.

DECLARATION OF CONTRAVENTION BY MACQUARIE

As has already been noted, Macquarie admitted that its conduct between 1 May 2016 and 15
January 2020 in failing to implement effective controls to prevent or detect conduct by third
parties through its bulk transacting system that were outside the scope of the authority
conferred on them in respect of fees contravened s 912A(1)(a) of the Corporations Act. I am
also satisfied, having regard to the principles referred to earlier, that the agreed facts establish

that Macquarie contravened s 912A(1)(a) of the Corporations Act during the relevant period.

While there was, in effect, a single contravention arising from the conduct throughout the
relevant period, as explained earlier, ASIC sought two declarations because the amendments
to the Corporations Act only made s 912A(1)(a) a civil penalty provision on, and from, 13

March 2019.
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In light of Macquarie’s admissions, it is unnecessary to provide detailed reasons for finding
that the agreed facts establish Macquarie’s contravention. It suffices to refer to the following

key points that emerge from the agreed facts.

First, by allowing and facilitating its CMA customers to authorise third parties to deduct their
fees from their CMA, and then enabling the third parties to utilise the bulk transacting system
or facility, Macquarie effectively exposed their customers to the risk that the third parties might

conduct fraudulent transactions outside the terms of their authorities.

Second, Macquarie was no doubt aware of that risk during the relevant period. Specifically, it
was aware that third parties who had been granted authorities in respect of their fees might
misuse those authorities when using the bulk transacting system or facility. Indeed, it was

aware that third party intermediaries, including Mr Hopkins, had so misused their authorities.

Third, in those circumstances, in order to ensure that it provided its financial services
efficiently, honestly, and fairly, it was incumbent on Macquarie to have, or to put in place,
effective controls to prevent or detect transactions conducted by third parties which were
outside the scope of their limited authorities. While Macquarie put in place some controls,
such as the alerts, those controls were plainly deficient or inadequate. In the case of the alerts,

they were not systematically reviewed.

Fourth, there were no effective or insurmountable barriers which prevented or excused
Macquarie from putting effective controls in place. Nor was Macquarie’s conduct adequately

explained or its failures absolved by factors such as the high volume of bulk transactions.

As for the making of the declarations sought by ASIC, I am satisfied that the proceeding
involves a real controversy, that ASIC had, and has, a real interest in raising the controversy,
and that Macquarie was an appropriate and effective contradictor in all the circumstances. I
am also satisfied that the declarations are appropriate as they serve to record the Court’s
disapproval of Macquarie’s contravening conduct, vindicate ASIC’s claim that Macquarie
contravened the provisions, and will operate to deter other persons from contravening s
912A(1)(a) in a similar or comparable way. Needless to say, | am also satisfied that Macquarie

contravened s 912A(1)(a) in the manner referred to in the declarations.

As for the form of the declarations, I am satisfied that the agreed terms of the declarations are

appropriate. They adequately identify the conduct that constituted the contravention.
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In all the circumstances, it is appropriate for the Court to make the declarations sought by ASIC

and agreed to by Macquarie.

THE PECUNIARY PENALTY TO BE PAID BY MACQUARIE

I am persuaded that the agreed penalty of $10,000,000 is an appropriate penalty in all the
circumstances, in the sense that I consider that is within the range of possible penalties that the
Court could reasonably impose in all the circumstances of the case. 1 do not suggest that I
would necessarily have imposed that precise penalty had I not been confronted with the parties’
agreement and joint submissions, though that is essentially beside the point. I am nevertheless
satisfied that it is appropriate to make the agreed penalty order for the purposes identified in

the Agreed Penalties Case.

The main factors relevant to the assessment of an appropriate penalty in this case may be

summarised as follows.

First, there could be little doubt that the contravention in respect of which the pecuniary penalty
is to be imposed was a serious contravention of s 912A(1)(a) of the Corporations Act. It
occurred over a 10-month period, though it must, to an extent, be considered in the context of
the earlier contravening conduct, being the conduct which occurred before 13 March 2019.
The contravention involved quite senior employees of Macquarie, being those employees who
had become aware of the inadequacies and deficiencies of the controls that Macquarie had in
place and who, it may be inferred, failed to take, or cause others to take, the necessary and
appropriate steps to ensure that the inadequacies and deficiencies were appropriately addressed.
As a result of the contravening conduct, Macquarie’s CMA clients who had granted fee
authorities to third parties were at risk of fraudulent activity on their accounts. The
contravening conduct in fact resulted in losses to CMA clients as a result of Mr Hopkins’s

conduct totalling at least $2,938,750, $701,500 of which occurred on or after 13 March 2019.

Second, there are nevertheless some features of the contravening conduct that moderate the
seriousness of the contraventions. The contravening conduct was not in any relevant sense
deliberate or even reckless. Rather, the contravention was the product of a degree of neglect,
laxity or inaction on the part of certain employees of Macquarie. The deficiencies and
inadequacy of the existing controls in respect of bulk transacting was known to, and recognised
by, Macquarie, as was the risk to CMA clients who had granted fee authorities, but not enough
was done to address the inadequacies and deficiencies, or eliminate the risks to CMA clients.

Macquarie received no direct financial benefit from the contravening conduct, though it could
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perhaps be said that it avoided, or at least deferred, the cost that was most likely involved in

remedying the inadequate controls.

Third, the seriousness of the offending conduct does not itself necessarily compel or require
the imposition of a very large penalty. As discussed earlier, the purpose for which a pecuniary
penalty is imposed is to deter, not to punish. There is no retributive purpose in imposing a
pecuniary penalty. Nor is it necessary for the penalty to be proportionate to the seriousness of
the offence in the same way that, for example, a criminal sanction must “fit the crime”. The
features of the contravening conduct that render it a serious contravention are only relevant in
assessing the size of the penalty if they suggest that, in light of those features, a larger penalty
is required to achieve the purpose of deterrence, both specific and general. In this case, despite
the seriousness of the contravening conduct, the fact that the contravention was not deliberate
or reckless, let alone contumelious, would tend to suggest that an especially large penalty is

not required to achieve specific deterrence.

Fourth, there are some factors relating to Macquarie’s circumstances that also bear directly on
the size of the penalty that is necessary to appropriately secure specific deterrence. Macquarie
has not previously been found to have been involved in any contraventions of civil penalty
provisions in the Corporations Act or been found to have engaged in any conduct similar to the
contravening conduct involved in this matter. It is certainly not a recidivist or recalcitrant
contravener. While there is no evidence of any clear or direct expression of contrition or
remorse on Macquarie’s behalf, nevertheless some degree of contrition can be inferred from
the fact that Macquarie ultimately admitted its contravention. It also cooperated, to an extent,
with ASIC’s investigation and displayed a willingness to facilitate the course of justice by
making admissions and joining in the Agreed Statement of Facts and Admissions and joint

submissions.

Fifth, Macquarie is a very large and very profitable corporation. If, as has been said to be the
case, the court must fix a penalty which puts a price on the contravention that is sufficiently
high to deter repetition, the size and financial capacity of Macquarie would tend to suggest that
anything other than a very large penalty would have little or no deterrent effect in respect of
Macquarie itself. A penalty that might be seen as very being large and as having a significant
deterrent effect by many corporations would be likely to be considered to be piffling to

Macquarie having regard to its size and financial resources. That said, it would plainly be
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wrong to impose a very large penalty on Macquarie in respect of this contravention simply

because it is a large and profitable corporation.

Sixth, in fixing an appropriate penalty in the case of a contravention like the one the subject of
this case, the Court must not lose sight of the importance of general deterrence. The reality is
that many financial services licensees are, like Macquarie, large and profitable corporations. If
the Court imposes penalties for contraventions of s 912A(1)(a) of the Corporations Act, or
similar provisions, which are likely to be seen by financial services licensees generally as being
modest or insignificant, they will have little effect in deterring others from engaging in similar

conduct.

Seventh, while it is necessary to have some regard to the very large maximum penalty for
Macquarie’s contravention, the maximum penalty is only one of many relevant considerations.
In this case, it is of quite limited relevance. A penalty approaching the maximum penalty in
this case would only be appropriate if the circumstances of Macquarie’s contravening conduct,
and the circumstances pertaining to Macquarie itself, suggested that the strongest possible
deterrence was warranted. I do not consider that the circumstances of this case are such that

anything like the strongest possible deterrence is warranted.

Eighth, it is relevant, and of some significance, that ASIC has agreed that $10,000,000 is an
appropriate penalty in all the circumstances. As a specialist regulator, ASIC may be taken to
have some insight and expertise in assessing the level of penalty that might appropriately secure
deterrence, both specific and general, in the circumstances of the case: Agreed Penalties Case
at [60]-[61]. That said, the joint submissions must be assessed on their merits, and the Court
must be wary of the possibility that the agreed penalty may be the product of the regulator
having been too pragmatic in reaching the settlement: Agreed Penalties Case at [61], [110];
Volkswagen Aktiengesellschaft v Australian Competition and Consumer Commission (2021)
284 FCR 24;[2021]1 FCAFC 49 at [129]. There is, however, nothing to suggest that ASIC took
an overly pragmatic approach in this matter when it reached an agreement with Macquarie in

respect of the size of the pecuniary penalty.

Ninth, the Court’s attention has been drawn to the penalties that have been imposed in some
other cases involving contraventions of s 912A(1)(a) of the Corporations Act, in particular:
Australian Securities and Investments Commission v Westpac Banking Corporation (Omnibus)
(2022) 407 ALR 1; [2022] FCA 515; Australian Securities and Investments Commission v
Mercer Financial Advice (Australia) Pty Ltd [2023] FCA 1453; Australian Securities and
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Investments Commission v RI Advice Group Pty Ltd (2022) 160 ACSR 204; [2022] FCA 496.
The parties correctly conceded, however, that those cases are of limited assistance when it
comes to the fixing of the appropriate penalty in this case. It is consistency in the application
of the relevant legal principles that is important, not consistency in numerical outcome:
McDonald v Australian Building and Construction Commissioner (2011) 202 IR 467; [2011]
FCAFC 29 at [23]-[25], referring to Hili v The Queen (2010) 242 CLR 520; [2010] HCA 45 at
[48]. Each case must be considered having regard to its own unique facts and circumstances.
The outcome in other cases is of even less assistance where the penalties imposed in them were
agreed penalties. That is because the most that could be said in those circumstances is that the
penalties imposed by the Court were within the range of penalties that the Court could

reasonably impose in the circumstances of those cases.

Nevertheless, nothing in the previous cases involving the imposition of penalties for
contraventions of s 912A(1)(a) of the Corporations Act would suggest that the agreed penalty

in this case is outside the range of penalties that the Court could reasonably impose.

In all the circumstances, I accept that a pecuniary penalty of $10,000,000 is an appropriate
penalty in the sense that it is likely to serve the objective of deterrence and cannot be said to be

greater than is necessary to achieve that objective.

DISPOSITION

The Court will make the declarations sought by ASIC and agreed by Macquarie in respect of

Macquarie’s contraventions of s 912A(1)(a) of the Corporations Act.

Macquarie will be ordered to pay a pecuniary penalty of $10,000,000 in respect of its
contravention of s 912A(1)(a) of the Corporations Act that occurred on and after 13 March
2019.

The parties also agreed that Macquarie should be ordered to pay ASIC’s costs of the proceeding

as agreed or assessed.

Finally, the parties applied for a suppression order in respect of a document annexed to the
Agreed Statement of Facts and Admissions (Confidential Annexure A), as well as some parts
of the Statement of Agreed Facts and Admissions that, like Confidential Annexure A, reveal
the content of fraud monitoring rules that Macquarie put in place after the relevant period. I
am satisfied that a suppression order should be made in respect of that document on the basis

that it is necessary to prevent prejudice to the proper administration of justice. Plainly the
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content of any fraud monitoring rules put in place by Macquarie should remain confidential,
otherwise unscrupulous persons could endeavour to work out ways to circumvent those rules.
The precise terms of the suppression order have not yet been settled. That order will

accordingly be made at a later date.

I certify that the preceding ninety-
four (94) numbered paragraphs are a
true copy of the Reasons for
Judgment of the Honourable Justice
Wigney.

Associate:

M

Dated: 29 April 2024
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Statement of Agreed FFacts and Admissions

Federal Court of Australia

District Registry: New South Wales

Division: General No. NSD 241 of 2022

IN THE MATTER OF MACQUARIE BANK LIMITED ACN 008 583 542

AUSTRALIAN SECURITIES AND INVESTMENTS COMMISSION

Plainull

and

MACQUARIE BANK LIMITED ACN 008 583 542

Defendant

A,

1.

13

=

INTRODUCTION

This Statement of Agreed Facts and Admissions (SAFA) 1s made for the purposes of s 191 of
the Eidence .Aet 1995 (Cth) jomntly by the plaintiff, the Australian Secunties and Investments

Commission (ASIC), and the defendant, Macquarie Bank Limited (Macquarie).

The SAI'A relates to a proceeding commenced by ASIC agmnst Macquarie on 4 Apnl 2022
(Proceeding). This SATA 1s made jointly by ASIC and Macquarie m support of consent orders

setting out the relief and other orders they agree to, which, if made, will resolve this Proceeding.

This document contains facts relevant to two contraventions ot's 912A(1)(a) of the Corporations
At 2007 (Cih)y (Corporations Act) alleged by ASIC and admitted to by Macquarie for the
purposes of the Proceeding. The facts agreed to, and the admissions made, are agreed to and
made solely for the purposes of the Proceeding and do not constitute any admission outside

ol the Proceeding,
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B.

THE PARTIES

ASIC

At all material tunes, ASIC is and was a body corporate established under s 7 of the AAwstrafian
Seaurities Commission Aet 1989 (Cth), continued by s 261 of the Awstralian Securities and Investinents
Commission Act 2007 (Cth) (ASIC Act), and able to sue in its corporate name by reason of s 8

of the ASIC Act.

Macquarie

Macquarie is and was, at all matenal times, an authonsed deposit-taking institution (ADI) for

the purposes of the Bawking Adt 1959 (Cth).

Since 1 March 2004, Macquarie has been the holder of an Australian [Financial Services Licence
(AFSL) numbered 237502, Macquane’s AFSL authornised it to carry on a financial services
business, mcluding in respect ol the provision of: financial product advice for deposit and
payment products; dealing in a tinancial product by ssuing, applying tor, acquiring, varying or
disposing ot a financil product in respect of deposit and payment products; and dealing in a
financial product by applying for, acquiring, varymng or disposing of a [nancial product on

}_\C’hﬁlf{)fiil'lf)l.'ht!f person ]I.l'l L'E_‘SP[:‘L'L ofdﬁ[)osil ﬂlld Pﬁ'\-’[IlL‘l’ll PfUdLlCLS.

Interpretation

In this SAFA:

{a) CMA means a Cash Management Account which 1s a product offered by

i3

Macquarie.

by Fees Bulk Transacting means the usc of the processes and templates for making

u

tee payments through the Bulk T'ransacting system as set outmn this SOAL.

() Fees Bulk Transactions means the transactions effected through the use of Fees

Bulk Transacting.

{d) Financial Intermediary or F1 means a company, tirm, sole trader or partnership
that acts on a client’s behalf mn respect of their use of, or investments i, Macquarie

products, such as a financal advisory, stockbroking or accounting firm or self-
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managed super [und or wealth platform business admimstrator or mortgage

broker.
(&)  Relevant Period means the period from 1 May 2016 to 15 January 2020;
(f) Penalty Period means the period trom 13 March 2019 to 15 January 2020;
(2 Representative means:

{)  a corporate representative (ncluding its  appointed natural person

\

representatives) appointed by a Financial Intermediary; or

() a natural person (such as a financial advisor) who has been appointed by a

Financual Intermediary,

to approve and upload transactions through the Bulk Transacting System or make

payments through ALP.

Headings used in this SAFA are adopted for convenience only. ASTC and Macquane do not

admit any factual assertions contained in or unplied by any heading used in this SAFA.
BACKGROUND

During the Relevant Period, the operations of Macquane and Macquare Group Limited
(Macquane’s parent company) were organised into operating groups (Operating Groups).
The Banking and Financial Services Group (BTS Group) was an Operating Group sitting

within that organisational structure.

Primary responsibility for risk management within the BES Group belonged to that Operating
Group. That is, the BFS Group had ownership of risks that arose in, or because of, its
operations. According to Macquane’s Risk Management Strategy, this required it to have
systems, resources, management processes and operational controls 1n place for identifying,

measuting, evaluating, monitoring, and controlling or mitigating material risks, in accordance

Tt

with Macquarie’s risk management framework. The risk owner tormed the first line of

defence (Line ).

The Risk Management Group (RMG) was one of the four central service groups that
provided services across all Operating Groups, meluding the BFS Group. RMG tormed the

second line of defence (Line 2) and provided independent and objective review and challenge,
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o\-'t:r:;iglﬂ, rnorliLoring and reportung of Macquarie's matenal nsk. RMG was [hrchiurmll)-'

independent from the first line of defence.

12, The BFS Group compnsed Macquarie’s retail banking and [inancial services businesses, and
provided a range of personal banking, wealth management, and business banking products
and services to retail clients, advisers, brokers and business chients. This included the offering

ol the ‘Cash Management Account’, described in paragraphs 24 1o 28 below.

13. Dunng the Relevant Peniod, the BES Group was:

{a) otganised mto three distinet channels (Channels) comprising:
] Personal Banking
(1) Wealth Management; and
{ut) Business Banking.
b) separated into service groups that provided the services across those Channels
(Divisions).

14.  During the Relevant Penod until about May 2018, the Divisions ol the BFS Group were:
@)  People, Culture and Client Experience;
()] Corporate Development and Strategy;
i) Product and Projects;

{d) Service Sales Centre and Operations, which mcluded the lees and Commuissions
tearn (prior to the Relevant Period, this team had been known as the Adviser and

Online Services (A&OS) team);

{e) BFS Central which was organised into subdvisions, including:
{1 Marketing;
1) Information Management;
(111) Human Resources;
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) Fimance;

) Credit & Risk;

{vi) Technology;
{v1y) Corporate Communications and Investor Relations; and
{vi1t) Legal.

15, Durning the Relevant Penod from about bay 2018, the Divisions of the BUS Group were:
{a) Products & Technology;
by Corporate Development & Strategy;
() People Culture & Client Experience;
(&) BFS Central & Operations (which included the Fees and Commissions tearn); and
(&)  BFS Credit.

16. Durning the Relevant Period, there was a department within BES Central or BES Central &
Operations that was vanously referred to as ‘Credit & Risk’, ‘Risk & Financial Management”

and ‘Risk Central’. Risk Central had several teams, irlcludirlg’.
{a) the BFS Operational Risk Management team (BORM team); and

(=)} the Fraud and Fmancial Intelligence team (Frand team). The Fraud team

consisted of the ['mancial Intelhigence Unit and the liraud Preventon Uit

17. ‘T'he functions of the Fraud team were set outin the Fraud Risk Management Framework and

included:
{a) transaction monitoring of retail and high risk products;
b) investigations with regard to fraud, advice and other relevant investigations;
{c) developing fraud nsk controls awned at detecting and preventing fraudulent

activities;
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]

ensuring a review and assessment ol fraud nsk controls was undertaken on a

regular basis;
fraud awareness and training
liaison with law entorcement, mdustry, and regulators; and

intelligenee with regard to rescarch trends, forecast exposure, predictive analysis,

operational risk and industry torums.

18. During the Relevant Period, the heads of the BORM team and the Fraud team reported to

the head of Risk Central.

19, Dunng the Relevant Penod:

@)

b)

until about September 2019, Financial Crime Compliance (FCC) was a part of the
Compliance Division within RMG and that team had responsibility for ant money
laundering and counter-terrorism  financing (AML/CTF) anti-bribery and

sanctions comphance policies and frameworks;

from about September 2019, the FCC department was separated from the
Complance dwision and became 1ts own RMG division called Financimal Crime

Risk (FCR); and

FCC was not responsible [or monitoring transactions for fraudulent activity and
reporting such actwity to relevant divisions or teams within Macquarie such as to
the Fraud Team or the BORM Team, but may (in performing its responsibilitics
set out at (a) above) have incidentally identitied such activity and reported it to

AUSTRAC where required.

D. SCOPE OF ISSUES FOR PROCEEDINGS

20. This proceeding relates to Macquarie not implementmg effective controls to prevent or detect

transactions conducted by third party [nancal Intermedianies through Macquare's Bulk

Transacting system that were outside the scope of the authornity conferred on them that only

permitted them to withdraw their fees from their clients” ChAs.

21. The following sections outline:
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{a) Cash Management Accounts;
b) the process by which chents conferred authonty types on Fls; and
() the Bulk Transacting Systermn.
22. Throughout the Relevant Period, Macquarie had in place:
{a) a risk management framework;

(b} measures to monitor for and seck to detect traud such as in relation to the use of
credit card, online or mobile banking: (that 1s, other than momitoring for fraud or

misuse of Fees Bulk Transacting); and

(c) an Anti-Money Laundering and Counter-Terronism Financing Program to comply
with 1ts oblgations under the Aufi-Money I .azndering and Counter-Tervovisom Financing
At 2606 (Cth) and Awti Money Lawndering and Counter Tervorism Financing Bales
Tustrvment 2007 (No.7 (Cth).

23, The adequacy and effectiveness of those policies and processes generally 1s not an issue in
dispute in this proceeding. On that basis, those measures are not addressed in any detail 1n

this SAFA.
E. CASH MANAGEMENT ACCOUNTS AND THIRD PARTY AUTHORITIES
Cash Management Accounts

24, Dunng the Relevant Penod, Macquare oflered — AMOng other [inancial Producls — deposit

accounts called ‘Cash Management Accounts’,

rJ
on

The functionality of CMAs included that they allowed for the transfer of funds to term
deposits, to purchase direct shares, nvest in managed funds, to receive wvestment returns

such as dividends and interest, and the payment of tees.

26. Express contractual terms of ChAs were sct out in documents headed ‘Product Information

Statements’, “Hurther Information Guides” and ‘Pees, limits and lodgement tunes’.

27. Macquare’s computerised central banking systern, through which transactions on CMAs were

processed, was the “Macquane Investment Management System’, known as MIMS.
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Amongst other systems, the BFS Group also used “Siebel, a customer relations management
systern used by Macquarie to record operational matters relating to aceounts, clients and

advisers.

Third Party Authorities

29,

20,

21,

32,

24,

A leature of CMAs was that by way ol an arrangement between Macquare and the account
holder (Costomer), Macquarie enabled the conterral of various levels of third party authority
{I'PA) upon third parties including indwiduals, financial service professionals (such as

tinancial advisers and accountants) and ['ls.

Duning the Relevant Peniod, there were (broadly speaking) the following tour levels of TPA

allowing for withdrawals on CMAs:

{a) liee Authority — authorismg the third party to withdraw their fees from the CMA

(Fee Authority);

(b) Government;/Tax Authority — authorising the third party to transfer funds to

government departrments or agencies;

() General Withdrawal Authority — authorising the third party to make payments and

withdrawals for any purpose; and

{d) Authorised Signatory — conferning the authornsations provided for by the General
Withdrawal Authority, and also authorising the third party to use the Customer’s

cheque book, change the Customner’s details and close the account.

The levels of I'PA referred to i paragraph 30 above were designed to allow the Customer to

control the level of authonty provided to Fls or other third parties.

l'o authorise any of these TPA types (with the exception of the Adviser Linuted T'hird Party
Authority), the Customer was required to complete a Macquarie Third Party Authonty’

application form (TPA Application Form) and provide a manual signature.
Tvpes of TPA associated with a CMA were recorded against the relevant CMA.

TPA Application Forms were completed at the time TPA was granted and this authority
rematned in place until varied or revoked. Third parties with authority on Customer accounts

may have been granted authonty using TPA Application Forms that were in place prior to
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the Relevant Period and retained that authority under the termns of the form they syned prior
to the Relevant Penod (to the extent not varied or revoked). The same applies with respect
to other forms such as Bulk Transacting Registration Forms and Company and
Representative Registration Forms described below. For each ol these forms there may have
been other types of forms or versions in use before, but which were sull valid or applied,

during the Relevant Period (to the extent not vared or revoked).

Documents governing the Relationship between the Customer and Macquarie

35.

The Product Information Statements, TPA Applicatton Forms and [Murther Information
Guides each included express provisions relevant to the treatment of TPAs — including Fee

Authorities.
The Product Information Statement was expressly part of the CMA contractual terms.

As to TP As, the Product Information Statement identified the distinction between authority
types, the Customer’s ability to nominate (to Macquare) differing third party access nights, and

thereby — Macquane’s role in mamtamning those differing access rights. 1t also contained
language with respect to Macquarnie's responsibility for acts of a customer's Financial Services

Professional, and a warning with respect to unauthonsed transactions. It provided:
This Product Information Staternent describes the features of the Macguarie CMA ...

Unless your Iinancial Seivices Professional is an authovised representative of a Macguarie Group

company, e Macquarie Group comparny is vesponsible for the acts or omissions of your Financial 5 ervives

Professional. ...
Authorising a third party ro access vour Account

Yo can appoint another person or company to bave access fo and operate your ~Aeconnt by compieting the

Third Party Authority form available online.

O that form, you may nowsnate the type of access rights the third paty wifl have to your ccount. This

way nclide:
¢ Account enguiry — enables a thivd paity te enguive on_your ~Leconnt

* Fee quthorify — enables you to authorise a thivd party siuch as_yowur Financial Services Professional,

shosled you bave one, fo withdraw their fees from your Accomrnt
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o Governmmenty Tazxe payment awthority — enables you to authorise a thid party lo make payments on_your

bebalf to certain govermment depatments, for example the 1 TO

* General withdrawal — enables a thivd pasty to make nithdrawals from your Aceount for any puspose

frvestment or otherwise, and

o Authorised simnatory — enables a thivd party to bave generad withdranal authortly access. In addition, it
ertables them to cose your Acconnt or make chawges o your Aeconnt such as changing your contact details.
This excoludes changes to siening instyuctions on your Account and the appointment of other anthorised

signatories.

Electronic Banking sccurity

I vou find an unauthorised transaction, you suspect that someone has sained aceess fo_your Secret Code or
28 aesng your Secvet Code nithout your authovisation, or your Secret Code, compater or mobile device get

fost or stolen, confact wy Dmmecialely.

38, Macquane also ssued a series of TPA Application Forms, to be completed by a Customer 1n

order to confer a TPA upon a third party.

39. During the Relevant Period, the TPA Applicaton Form included — in bold, at the top of the

front page:

Use this form to authorise someone else to operate your account on your behalf

and specify the level of authority you wish to give them,

40, Within section 4, headed ‘Appomtment of a [inancial Services Company’, the TPA
Application Form provided You cam use this section to appoint a company or other thivd party fiim (eg a
[Jinancial advisory firm, stockbroking firm, accounting firm or adwministrator) fo bave access to_your account'
and asked, ‘What level of authority are you appointing? betore listing the distinct authority types

available for selection by the customer.

41, Section 7 of the TPA Application ['orm was headed “Terms and conditions’. Clause 7.4 set

out a series of indemnities and releases by an account holder with respect to the granting of
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a TPA over the CMA | though it was express that Macquane remained ‘liable [or any loss or

liabulity which, by operation of law we cannot exclude’: ¢l 7.5.
42, Section 7 also mncluded:
7.13 Fee Authority

You authorise your stockbioker ov adviser, showld you have one, fo withdraw theiv fees from your account

wsing onling, electronic and telep hone withdrawal services or any other method agreed in writing by us.

43, From December 2018, the 'TPA Application Form was slightly amended. The top of the first

page now included (in bold):

Please consider carefully who yvou appoint as a third party en your accounts as we
may follow their instructions as if they were yours. It is important thar you
understand this risk and carefully consider the level of authority you give to them.

Please see section 7 for more information
44. Section 7 then additionally included (again in bold):

1t is important you understand what level of access you are granting a third party.

You can revoke these authorities at any time by contacting us.

45.  During the Relevant Period, Macquarie also provided Further Information Guides. These also

included information pertinent to TPAs upon CMAs.
46.  In particular, cl 6 was headed “Awthorising a thivd paty to access your Acconn? . This commenced:

We offer a factiity wheie you may authorise a company, firm or another person to bave access to or withdran

fromm your Account. Uhere ave sixe types of authority. ..

47. Clause 6 then set out certain terms and conditions, including as to “levels of authonty’: ell 6.15-

6.20. Within this, cl 6.16 provided:
Fee authority

You anthorise your Financial Services Professional, showld you have one, to withdraw their fees from your

Aceount.

48.  The Further Information Guides also included the following express terms:
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You means you the Acconnt hofder(s). Where the confesct permits it also inchides any person cavrying
ot any Acconnt fransaction on_youi bebalf, for example a person fo whom you have given thivd party

access; cl 1.37;

You acknowledge that Macquarie is entitled to vely on, and you will be liable for, any instructions
which are veceived electromically, which appear fo have been duly authorised by you. By providing

instywctions i this way you acknowledge theve iy an moreased visk of frand and that you release us

Jrom, and agree to veimiburse us for, any losses and fabilifies avising from any payment or action we

(acting reasonably) maske in this vespect, provided we have acted without frand and negfigence: <1 5.2;

You authoiise us fo accept any imstruction that bas not been cancelled by you and notified to us prior

1o 15 acting on that tnstructior cl 5.5;

Below ¢l 5.5. appeared a box stating 'Please be carcful! There is a visk that frawdulent
electvondc withdrawal requests can be wade by someone whe bas access to_your Account number or
Login Details and a copy of your signafure. From fime to time we may verify these requests with yvou

and reserve the right to change or vemore this service.’;

Under a subheading in clause 6 entitled 'General terms which apply to all levels of third party

authority”
1. Only you may appoint a thivd paity to access or withdraw from_your Aeepant: €1 6.1,

. Subject fo these ferms and conditions, withdrawals may be for any amount. cl 6.4,

. e may cancel the appontment of a third pavty as an authorily on your Acconnt. . 1 1 6.7,

. You:
a. indemnify against all foss, Habifities and costs incwrved divectly or indivectly as
a result of the appointment by vou of your Financdal Services Professional or
any person nopzimated by them in accordance with danse 6,77
d. velease us from all claimes and Labilities in comnection with any action by your

Finarial Services Professional or any pevson nominated by them in accordance
with clawse 6.11, wnder their appomtment or any payment made _from your

Accomnt on Mherr mstruction.
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However we vemain hable for any loss or Gabifity which:
a. arises as a result of our negligence, or

b. by operation of law we cannot excelude: 1 6.13;

{fy Clause 10.2(d) stated: Subject to dlawse 6, you may nominate another peson to have access to your
Aeconnt throuzh Electronic Banking by completing the appropriate form. .. You will be fiable for any

fransaction made by an Authovised User within the authority you give to thens,

{g) Under subheadings i Cl 10.10, “Security’ and *Security and Fraud’: We are committed to
providing the highest guality of financial services within a trusted envivonsment, Please vead the Security

and Fimud statement (available onling) jor move information,

(h) Clause 12.1: We may suspend, freeze or block the operation of your Account at any time without
notice. The cireumstances in which we may suspend, feeeze or block the operafion of your Arcount

wnchede, withou! lmitation,

b. if we veasonably consider that you or any person authorised fo act or pusporting
o acl on_your bebalf is ading froudulently or in breach of the faws of any

Jurisdiction

& if we veasonably befieve that your Account is being used im a way that may

cause doss 1o you or 1, and

{) Prior to December 2018: You are fable for all transactions that are carvied out with your or an

Authorised User’s fatowdedpe or consent: ¢l 10.9.

49, Fi[mlly. from December 2018 there were some c.hungcs to the Further Information Guide.
Relevantly, the Fee Authority provision (new cl 6.13) featured a warning simailar to that referred

to in paragraph 47 above. It stated:

Fec Authority — You anthorise your Finaneial Services Professional to withdraw their fees from your
Avoount. Wheie you choose to srant this level of autherity, we vecommend you vegularly chect your statement
of aduvice, fee disclosure staternent or other docunrentation that sefs mt your fee arvangement with your

Financial Services Professional fo ensuve the corvect amounts ave being withdrawn.

50. The new cl 6.19 referred, for the first ttme n the contractual documents, to Bulk Transacting:
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Bull franscting is an administration teol we provide fo_your Finaneal Services Professional, The fool
hefps them efficiently collect fees and make bulke payments from multiple Acoounts that they or varions
Financial Sevvices Professionals working for the same fom may have with ws. We onlv permit this tool
where you have provided the vequarved fevel of anthority over your Account fo your Financal Services
FProfessional. There aie no fees oi chayges fo_you for the nse of bulk fransacting by your Financial Services

Professional.

51. Under that wording appeared a box with an exclamation mark symbol, with the warning "Please
checke the fransactions on your Account sarefilly. If you suspect any ewvor or unauthorised fransaction please

prompily wotify us.!
52. Purther terms in Further Information Guide from December 2018 included:

(8) You are not fiable for loss avising from Elfectronic Banking transactions carvied out nsing Login
efails without your or an Authorised User's £nowledse or consent (unanthovised fransactions) that

occuvs after we have been informed that the security of a Secret Code bas been breached: c1 9.9; and

(b) ... you should check your Account vecords carefully and veport to us as soon as_you become aware of

any payments that you think bave been made in ervor or which were not authorised: cl 9.6(b).
In BULK TRANSACTING

General

53. During the Relevant Penod, Macquane made available a ‘bulk transacting method for

ellecting transactions on CMAs (Bulk Transacting; such transactions, Bulk Transactions).

51. Bulk Transacting was an online payment tool oftered to certamn ['ls and their Representatives
Loy help them efﬂcienﬂy collect [ees, make bulk payments and rnake mul!_iple BPAY payments
from client ChAs, Bulk Transacting was used by Fls and their Representatives to upload one
of more transactions to one or more accounts according to the level of authonty they had

been granted under a TPA.

55. Macquarne promoted Bulk I'ransacting to Minancial Intermediaries. Macquane made tlyers
available to Fls regarding Bulk Transacting, including its use for making ‘bulk payments’ or
‘multt payments’. Bulk Transacting was described to Fls as follows: 'streamiines your

administiation processes and saves you time 5o you can Jocus on your cients’. Aamongst other benetits to
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the FI, Bulk Transacting was described as providing as a 'key leature' a ‘Seamiess fransfer of feed

with ‘e need to nait for cheques . Other 'key features' desenbed included:

{a) uploading BPay transactions in bulk 'making processing corporale actions and paying your

clients” bifls a much simpler and quicker process';

G2

'Eﬂi'e;im! exclermal payments — with the appropriate client anthority, you can tronsfer funds on_your

clients’ behalf to other financial institutions overnight';

i) "Tax payments — with your cients' authovity, make cient payments directly to the Australian

Tasation Office (ATO) to help them at tas: time, in parficular with managing their SMSES.
Access to Bulk Transacting

56. l'or a Representative to obtain access to Bulk Transacting duning the Relevant Penod, the

following steps were required to be completed:

(a) A Il was required to register with Macquarie to distnibute Macquarie products and
obtain access to Macquarie Online (a facihty by which users were able to access
soltware containing client data, and transact [rom a remote location, ncluding
using bulk transacting). lor this to occur, a Macquane Company Registration Fomm
had to be completed and signed on behalf of the FT and submitted to Macquarie.
Macquare assigned a “Dealer Code” (sometimes relerred to as a Broker Code) to
the entity so registered. One firm or entity might have multple registrations and

Dealer Codes.

b} Representatives were required to complete and sign a Macquarie Representative
Registration Form. Hmployees, agents or corporate authorised representatives,
including [inancial advisers, paraplanners, accountants and support stall could

register as representatives in this way.

() a company registered as set out in paragraph 56(a) and / or (b) was required to
complete and sign a Bulk Transacting Regstration Form and submit it to

Maequarie. On the form the company nomunated:

{ one or two cmployees (who were required to be registered as a

Representative) who could authorise, approve and upload Bulk
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Transactions either solely or jointly. The nominated employees were also

required to sign the form; and

{iy the bank account in the name of the company that was to accept client

funds from Macquarie.

Macquarte assigned an “Admin Office Code” to the company registered for Bulk
Transacting in this way. There might be one Admin Office Code assigned to

multiple Dealer Codes.

57. Durning the Relevant Period, the Macquaric Company Registration Form included the

tollowing terms and conditions, which the company agreed to i signing the form:

(0)  Macguarie is not vesponsible for the actions of the Compasty acting either within or outside of its legal

authority. cl 8 under heading 'General’;

(b) On beball of itself and its Representatives, the Comparny must ... only use Macguarie Online for
proper purposes associated with Clients and only to the exctent permitted by their unvevoseed authority:

cl 1.B under heading "Security and prvacy’;
(c) Unless Macguarie receives pivar notice to the contrary, Macquarie will be entitled to:

L el om any instructions it recerves through Macguarie Online via the Macquarie Access

Codes issued fo the Company o its Representatives;

. assmme that for any fransachon effected wvia Masquane Onfine, the Company or
Representative bas the appropriate awthority: ¢l 1.] under heading 'Sccunty and

privacy’;

{dy The Company accepts full vesponsibility for any excpense, loss or Kability (howsoever charasterised or
cawsed) incurved by Macguarie, the Company or a Chent as a vesult of the wisuse of Macguarie
Ondine by the Company or its Representative(s) (both current and former), and for any breash of these
fevms, including any failure to immediately notify Macquaiie of any breach in velation to data secuvity

or privagy: under heading 'Responsibility’; and

() Amhing associated with or available throneh Macguarie Online belongs to Macquarie or ather thivd
persons and is protected by infellectual propesty rights. "Uhe Company agrees {on its oww bebalf and on

bebalf of its Representatives) not to access, download or othernise wuse such property other than as
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excpressly pesmilted by these comditions, and nill be responsible, and indenmify Macguaiie acsordingly,

Jor any unauthorised use of such propety: cl 1 under heading "Intellectual property’.

58. The Representative Registration Formn included terms which a Representative agreed to by
signing the form, which were identical to those set out at paragraphs 37() to 57(c) and 37(¢)

save that:
{a) the word 'Company' 1n the term at paragraph 57(a) was replaced with "Representative’)

by the words 'On behalf of itself and its Representatives the Company must' in the term

at paragraph 37(b} was replaced with "The Representative must; and

{c) the words "The Company agrees (on its own behalf and on behalt of its

Represcantatives)’ 1 the term  at paragraph 57(c) were replaced with "The

Representative’.

59. The Bulk Transacting Registration Fonn contained terms substantially identical to those m
57(b) and 37(), agreed to by both the Company and their nonunated employees signing the

form.

60. Representatives with access to Bulk Transacting were permitted by Macquane to access Bulk

Transacting on any account for which the associated FT had a TPA.

61. Where a Representative or FI obtained access to Bulk Transacting prior to the Relevant
Period, they did so under the processes, and by completing the forms, then in place (to the
extent not varied or revoked), and they were not required to re-register during the Relevant

Period.
Processing Bulk Transactions

62. Duning the Relevant Period, there were vanous types of Bulk I'ransacting “template” (hemg;

electronic data [iles):

(a) liee Payments template;
{b) Government/ T'ax Payments template;
() General Withdrawal templates, being:

(1) BPAY Payments template;
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{11) External Mult Payments template;

(1) Consolidated Payments template;

()  Accelerator to Nominated Account Payments template;
W) Credit File Payments template;

{vi) Shares/Lixternal Payments template; and

{d) Legacy templates (being templates replaced by the above templates, but which

certain Bulk Transaction users continued to use):

{0 Dealer template;

(1) Transporter template;

(i)  Fee and Share template (or ‘FAST template?); and
(1v) 1Broker template.

63. The rcplﬂcemem of the Legacy Lerr;pluLes commenced in about _&prﬂ 2014, as a resull of the
scparation of the fee and shares template and introduction of external payments templates.
From at least 153 March 2017, Legacy templates were no longer made available for download
by Fls and their Representatives. The legacy ternplates could sull be used by Fls and their
Representatives, who had previously downloaded and saved those templates, to process Bulk

Transactions during the Relevant Perniod.

64. To complete a Bulk Transaction using the termnplates sct out in paragraph 62(a) to (¢} and

{d)(ut) a Representative would:

{a) first complete a “template’;

by convert the template to a €SV file and upload that CSV file to Macquane’s Cash

Bulk Transacting application within the Adviser Portal for processing;

(c) enter a corresponding Macquarte Access Code (MAC) (being a Macquarie 1ssued

personal identification numnber) and Vasco secunty token password,
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the Bulk Transacting application would then convert the template into a single

standard format, which MIMS accepted and which included the transaction type;

each of the Fee Payments, Government/Tax Payments and General Withdrawal
ternplates contained a pre-populated field for the transaction type associated with
the template (for example the Fec Payments template pre populated the
transaction type ‘F [or ‘fee transaction”) and the Representative could not choose

the transaction type;

the Legacy 'T'AST template’, required the Representative to select the transaction
type from predefined fields being either 'F' for 'fee transactuon’ or '8’ for 'share

transaction’; and

when the template {saved as a CSV file) was uploaded into MIMS and converted
mto a single standard tormat, the MIMS system would automatically code the
transaction type for each transaction (based on the pre-populated field described
above). MIMS would then automatically confirm whether the transaction type
matched the relevant Fl's level of authority m respect of the relevant CMA. 1f the
transaction type linked to the template selected by the Representative did not
match the level of authonty held by the relevant FT then MIMS would reject the

transaction and it would not be processed.

65. The MIMS systern was configured so that:

(@)

A Fee Payments template would only cause transactions to be processed:

(1 where the relevant Custormers had granted Fee Authority or General

Withdrawal Authority to the FI; and

{i1) to a single bank account pre-nominated as set out in paragraph 56{c)(w)

above.

A Government/Tax Payments template would only cause transactions to be

processed:

{0 where the relevant Customers had granted Government/ Tax Authority or

vl

General Withdrawal Authonty; and
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{11) to specific bank accounts known to be associated with the Australian

Taxation Office and other Government agencies.

(o) A General Withdrawal template would only cause transactions to be processed
where the relevant Customner had granted General Withdrawal Authority to the FL

Transactions could be made to any bank account.

{d) The:
(1) External Multi Payment templates could also be used where a FI had
Government,/ Tax Authority;
(1) The Accelerator to Nominated Account Payments template allowed for

the payment of funds only to a nominated account; and

(1) No TPA was required for the Credit file termplate, as this template could

only be applied where Macquane was the recipient of the [unds transfer.

(&) In relation to the templates referred to at paragraph 64(e), if a user changed the
pre-populated nominated transaction type, MIMS would reject the transaction and

it would not be processed.

66. The FAST template would only cause transactions to be processed where the relevant
Customer had granted Fee Authonty or General Withdrawal Authority to the FI and the

transaction type selected matched that authority.
67. As to the Legacy templates other than the FAST template:

{a) these involved the transmussion of data using files consisting of a specific [ormat
comprsing payments instructions as sct by the Representative and would only be

processed if in this format

by the user was required to specify the transaction type as cither a Fee transaction;
General withdrawal transaction; or Government/tax payment transaction other
than in relation to the iBroker template, which was set to General Withdraweal

Authority,

() the Dealer template and the Transporter template would only cause transactions

to be processed where the relevant Customer had granted Fee Authorty or
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General Withdrawal Authority to the FTand the transaction type selected matched

that authorty;

{cly the Broker template would only cause transactions to be processed where the
relevant Customer had granted General Withdrawal Authority to the FI and the

transaction type selected matched that authority; and
{®) in relation to the speeified transaction type on a Legacy template:

(i} a transaction nominated as a gent‘rzﬂ withdrawal transaction could be made

to any bank account;

(1) a transaction nominated as a fee transaction could only be made to a single

bank account pre nominated as set out in paragraph 56{c); and

(1) a transaction nominated as a government,/tax payment transaction could
only be made to specific bank accounts known to be associated with the

Australian Taxation Otfice and other Government agencies.

There were no linits placed upon amounts that could be paid through a Fees Bulk
Transaction, either in respect of indvidual transactons or the sum of a number of

transactions.
ADVISER INITIATED PAYMENTS

During the Relevant Period [rom 25 Novemnber 2016, thicd pa:lies such as Fls and their
Representatives, could seck to mitiate an “Adviser Initiated Payment’ (AIP). An AIP was (and
15) an Hlectronic Banking service that enabled a 'l or Representative to mitiate and complete

a payment [rorm a CMA, subject to the Customer authonsing the specilic payment.

After a IY] or Representative entered a proposed transaction, the relevant Customer of the
CMA would receive a Secure Code by SMS alert to their registered mobile phone number.
To complete the transaction, it was then necessary for the Customer to provide the Secure

Code to the Il or Representative, who would enter the number electronically.

After the AIP was made, the relevant Customer would receive a further SIS alert from

Macquare, and an email, confirming that the payment was complete. At all material tunes
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[rom the launch ol ATP on 25 November 2016, a FT did not need 1o hold a TPA to use AIP.
Each transaction was to be individually authorised by the relevant Customer.
II. THE $-ALERT AND FEE PAYMENTS TEMPLATES
The .41::1'{
72. Durnng the Relevant Period unul 3 September 2019, the use of the:
{a) Fee Payments templates; and

u

(b) Legacy templates where the transaction type was listed as “llees’ (noting that the

iBroker template could not be used tor fee transactions),

automatically generated an email alert for Bulk Transactions if they contained a single

transaction greater than _ ($. Alert).

T 3. Alerts were generated wrrespective of whether the FI had a General Withdrawal

Authornity or a Fee Authority.

74. For a Tﬁ. Alert to be generated, the Fee Payments template submitted wvia the Bulk
Transacting apphceation had to be processed successlully or partally successfully (a Fee
Payments template would be processed partially successfully where some transactions
requested in the template were processed and others were not). Fee Payments templates not

processed at all — for example, as a result of some other error or exception — would not

generate a ?p. Alert,
The Development of the -/Iferr and the Fee Payments Template

75. Hrom late 2012 to early 2014, Macquarie developed and implemented changes to Bulk

Transacting, including the introduction of:
{a) a separate Fee Payments template; and
by a $. Alert email.
76. Prior to the introduction of the changes set out at paragraph 75 above:

{a) Macquarie had no S- Alert; and
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by Payments, including the payment of fees, could be made using Legacy templates

such as the FAST template.

From late 2012 to early 2014, Macquane employees engaged in internal communications ancdd
produced documents for the purposes of developing and implementing changes to Bulk

Transacting, the development of the $. Alert and the (separate) Fee Payments template.

The BES Macquarie Adviser Services (MAS) Cash team developed the concept of a MIMS
generated email alert, specific to Fees Bulk Transacting, and a separate fees template. One of
the intentions of the MAS Cash team was that the separation of the IAST template into a fees
temnplate and share template would allow for the email alertin relation to fee transactions. The
email alert  which would become the $. Alert  was mtended by that team to be sent to

the [“raud team.

The development of a separate fees template, and the 35- Alert, was intended by the BES
MAS Cash team to nutigate the nisk of fraudulent transactions, by I'ls acting outside of the

Fees Authority granted by a customer

The development of the email alert was directed to mitigating the nsk of Fls engaging in
unauthorised transactions. A Change Request form, from 17 Decemnber 2012 records “she

business objective of this change is lo reduce the visk of fraud. ...

In February 2013, the project team developing the email alert reached out to a member of
BFS S&O Quality Management & Fraud, providing an extract [rom a business requirements
document headed ‘Change request for Bulk Transacting (with Bulk BPAY)' that set out
formal requiremnents for the 3. Alert to be generated for [ee transactons (including those
transactions effected by the separate Fee Payments template), They sought confirmation that
the email alert meets the requirement. The extract did not indicate the intention of the change
generally or that the BES Fraud Team would be the recipient of the email alert, and instead it
recorded that the email alert would be sent to a mailing list within BFS MAS, This

confirmation was provided.

In January 2014 a Fraud Analyst observed that there was limited engagerment with their team
in relation to the cmail alerts. The Project Manager stated that details of the files (the subject
of the email alerts) could be readily provided by the Fees and Commussions ‘L'eam. The same
member of BIS §& 0O Cuality Management & Fraud who approved the requirements of the

email alert, also complained about the engagement and stated "based on my understanding,
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the proposed process ollers little value” The project team conlirmed that the antomated
emall alerts would not be sent to the Fraud inbox, stating that the "Fees and Commissions
team can escalate to [the Fraud Team)] when required”. As explained in paragraphs 88 and 90

to 103 below, Macquarie introduced the $. Alert.

83. The business requirements document for the email alert and the separation of the FAST

template were signed off by individuals occupying the following roles:
{n) BES MAS P& Project Manager;
(b} BES MAS P&T' Product Executive (Cash);
(©) MOT BFS MAS Senior Manager;
{d) BLI'S Risk and Compliance Sentor Analyst;
{£) MO BES 5&O Project Manager; and
(fy MOT MAS Senior Manager.

#4. The business requirements document for the email alert and the separation of the FAST

template were also reviewed by individuals occupying the following roles:
(a) BFS MAS Test Analyst;
by BFS S&0O Adwiser/Online Service Consultant;
(c) BFS MAS Sales and Marketing Campaign Executive;
(d) BL'S MAS Test Analyst
{£) BES MAS P& Project Manager (Cash Online);
() BFS MOT Senior Manager;
{g) BES Business Improvement Analyst;
(h) BI'S MAS COG Developer;
{1y BFS 5&O Fraud Account;

() BFS MAS P&T Product Manager (Cash);
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k) MOT BFS MAS Senior Manager; and
{I) Fraud & Surveillance Manager.

On or around 6 March 2014, Macquaric published an internal *Knowledge Information Tool
(KI'lY) document headed ‘Features of Bulk T'ransacting in Macquarie Access [v1.0]. html’,

which stated:

For each fee transaction jile where any fransaction (successjnl ov not) ecceeds _ an alert emenl will be
senl o the distribution list ‘BES SO Bulk Tronsacting Fee File Revien, This is sent fo the Froud Prevention

and Detection Teansr for veviens, also the I'ees and Comissions [sic] teans (formerly Adviser Oniline Services)
Macquane published the document, and subsequent versions, in both Salesforce and KIT.

Salestorce and KI'T were internal Macquane platforms accessible to both client facing and
operational staft within Macquarie’s BFS Group for the purpose of sharing operational

procedures to be followed.
In Apnl 2014, Macquarie introduced the $- Alert and (separate) Fee Payments ternplate.

Macquane subsequently reviewed the ‘Features of Bulk Transacting in Macquarie Access’

document and considered whether any changes were necessary on:
{a) 16 March 2015;
by 1 April 2016; and

(o) 1 May 2017.

The Deployment of the .41(:1? and Fec Templare system

a0,

The 31;. Alerts were automatically provided to a Microsoft Outlook shared mailbox
accessible by the Fraud team. In particular, the ﬂﬁ. Alerts were sent to the ‘BI'S 8O Bulk
Transacting Fee [ile Review’ distribution list. Since 27 August 2014 the distnbution list
inchided the ‘BFS Fraud Prevention and Detection Team” mailbox. Fach member of the BFS

Fraud 'T'eam had full access to the mailbox.

The S- Alerts were designed to be sent to the BFS Fraud team and the Fees and

Commissions team.
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During the Relevant Period, employees in the Fees and Comenissions team were not included
on the particular distribution list by which the $. Alerts were distributed to the BFS Fraud

tearm.

A $-_-1'x1crt mcluded the information as set out 1 redacted document at Annexure A
{Example $. Alert).

During the Relevant Period, transactions conducted through Bulk Transacting and AIP
{including Fees Bulk ‘l'ransactons) were pushed to Macquarie’s central ‘MIME system
without passing through any traud monitoning platforms such as ‘PRM or ‘RSA Adaptive’,
and without any manual checks. ‘PRI and ‘RSA Adaptive” were automated frand detection
systems Macquarie had m place, the former operated over credit card transactions and the

latter over electronic banking and mobile banking transactions.

Duning the Relevant Period, certam employees of Macquarie such as the Fraud Team and
I'ees and Commissions Team had access to intormation stored on MIMS and on Siebel (such
as information about accounts and transactions, incliding transaction narratives and

amounts, account holders and third party authorities on accounts).

During the Relevant Period, the BFS Fraud Team was able to enquire directly with Customers

the subject of the _ Alerts, and generally, as to the legitimacy of ﬂpplicab]e Lransactions.

Transaction Upload Post Processing Reports (Transaction Reports) were generated for
each of the 167 unauthorised transactions carned out by Mr Hopkins detailed in section T1
below. Those Transaction Reports contain certain details of the transactions contaned within
the bulk transacting file to which they relate, including the narrative and amounts ol the
transactions. One of the details was a "Reference No". A part of that reference number also
appeared in the "File reference” of the Hopkins $.alcrts. For example, the File reference
tor the ‘:.E-Alert referred to at paragraph 93 15 “QWLP41707 and the associated “Reference

No” in the Transaction Report i1s “4170%,

Members of the Fees and Commissions 'I'eam could access the 1'ransaction Repotts if they
required access to a record of the transactions effected through a particular Bulk Transacting

template.

During the Relevant Peniod, neither the Fraud team nor the Fees and Commissions team had

a written practice or procedure in place to review or monitor $. Alerts.
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At all matenal times during the Relevant Period, Macquarie did not systernatically review the

$. Alerts.

There is no documented oceasion which has been idenufied by Macquarne during the Relevant
Period of employees of Macquarie having enquired of a Customer as to the legitimacy of a

transaction because that transaction was the subjectofa 115. Alert.

From 3 September 2019 until 8 October 2020, Macquarie’s systerns did not generate $.

Alerts. This was an madvertent consequence of the decommissioning of a legacy system.

. During the Relevant Perind, and subject to paragraphs 65 to 67, Macquaric’s systems

otherwise made no provision for specific triggers to detect, wentfy and assess L'ees Bulk
Transactions that might give rise to suspicions that the Representative had processed the

transaction other than in accordance with the scope of the relevant FI's TPA.
EVENTS PRIOR TO THE RELEVANT PERIOD

In the period from May 2012 to |uly 2016, employees of Macquarie became aware of a
number of instances of TFAs having misused Fees Templates, in that they had used Fees
Templates to eflect Bulk Transactions where the purpose ol the transactons was somethmg

other than fees.

Mr Hopkins — 2012

105.

Mr Ross Hopkins was an independent financial adviser. He provided personal financial advice

under the [inancial services licence of) or authorisations granted 1o, the [ollowing entities:

{n) QWL Pty Ltd (ACN (396 284 383) licensed between 1 January 2004 and 20 September
2021 (between Seplember 2006 and August 2021 Mr Hopkins was the sole director off
QWL

) QWL Asset Management Pty Limited {ACN 123 121 960} was a corporate authonsed
representative of QWL Pty Lid between 16 May 2008 and 22 September 2021 (Me

Hopkins was the sole director of QWL Asset Management Pty Limited); and

() Raven Capital Pty Ltd (ACN 149 962 649) appointed Mr Hopkins as a financial adviser
between 22 November 2012 and 31 July 2016 (Mr Hopkins was a director of Raven
Capital between 15 August 2011 and 31 July 2016),
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{vollectively, the Hopkins Firms).

106. Fach of these entities through which Mr Hopkmns provided financial advice was able to effect

transactions on clients’ CMAs using Bulk Transacting over the [bllowing period:

{a) QWL Pty Ltd: trom about August 2001 to about November 2020, with Mr Hopkins®

access to Bulk Transacting being removed on 24 Qctober 2019, see paragraph 197);

by QWL Asset Management from about 2008 to about November 2020, with Mr
Hf_\pkins: access to Bulk Transacting bcing removed on 24 October 2019, see

paragraph 197);
{c) Raven Capital Pty Ltd: from about May 2013 to about August 2016;

While Mr Hopkins acted as a Representative of the Hopkins [irms, Mr Hopkins was not

employed by, or an authorised representative of, Macquare.

107. Between about 31 May 2012 and 5 June 2012, employees of Macquarie identitied 31
transactions for about $1,165,000 dating back to January 2012 carried out by Mr Hopkins on
CMAs held by the Hopkins Firms® clients using Fees Bulk Transacl_ing. which appeared 1o be
tor non-fee purposes in crrcumstances where the Hopkins [firms had only been granted lee

Authority and Government/Tax Authority by the relevant clients.

108, On 18 June 2012, an employee of Macquarie spoke with Mr Hopkins, mforming him that
Macquarte was unable to accept further transactions on chents' CMAs that were not for fees
and where he did not held authority to elfect withdrawals [rom those accounts [or any reason

other than fees.

109, On 9 August 2012, employees of Macquarie identifled a further two transactions for $65,000
in the same circumstances as described above at paragraph 107 above. The two transactions

were reversed that same day.

110. Between about 30 May 2012 to some pownt in 2014 or 2015 which was after April 2014 (when
the $-Alcrts were introduced), Macquarie's A&OS team monitored Bulk 'I'ransactions
effected by Mr Hopkins. The A&OS team did this by setung up a recurring Microsoft
Outlook calendar notification in order to prompt the team to manually review transaction

files uploaded by Mr Hopkins on a daily basis.
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Peter Mclver of Databank — May 2013

111,

112

On 17 May 2013, an employee of Macquane identified that Mr Peter Mclver, an TFA whose
business was called “Databank”, had used Bulk Transacting o debit [unds [rom CMAs held
by his clients for the purpose of investment, in cireurnstances where Databank only held Fee
Authority in respect of those clients. Following this, on about 21 May 2013, an emplovee of
Macquarie had discussions with Mr Melver, in which he informed Mr McIver that in the
future, Macquarne would reverse Bulk Transactions if Mr Mclver conducted sunilar
transactions i respect of chents for which Databank only held a Fee Authority. On that same
day, Mr Melver provided Macquarie with a signed withdrawal request on behalf of one of his

unpacted clients to effect the transaction.

I'rom June to at least August 2013, the A&OS and [raud teams continued to at least

penodically monitor and review transactions submitted by Databank.

Crofts Financial Services — December 2013

113.

On 6 December 2013, an employee ot Macquarie, while linising with an employee of an 1A
(Crofts Financial Services) as to why two particular Bulk Transactions (including one
transaction for $50,000) had not been processed by Macquarie, identified that the Bulk
Transactions the IFA had attempted to complete had been conducted using the Fees
Template, in circumstances where the purpose of the transactions was not for fees and where
the two chents had not granted the TFA a General Withdrawal Authonty. The Macquarie
employee characterised the conduct as giving rise 1o the potential [or misuse of Bulk
Transacting. The Macquarie employee also explained to the Crofts Financial Services

employee that only fees transactions are to be processed via a Fees Template.

. Ultirnately, the FI provided a withdrawal request signed by one of those clients to effect the

transaction.

Peter Mclver of Databank — March 2014

115,

In March 2014, an employee of Macquare identfied that Mr Melver {of Databank) had again
engaged in “inproper use” of Bulk Transacting, n that Mr Melver had used Bulk Transacting
for the purpose of deductng tunds trom his chients” CMA in order to make payments to the
ATQ, in circumstances where all but one of those chents had only granted Fee Authornity to

Databank.
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On or around 19 March 2014, the same employee contacted Mr MeTver and highlighted the
unportance of using the correct file type (Le. Template) for payment type. e also explained
that only “true” fee itemns should be submitted using a Fees Template. On that same day, 2
decision was made by Macquane to ‘continue momtormg Databank activity via Bulk
Transacting, even though the Macquarie employee had assessed that this instance was likely

one of ‘genuine crror’.

David Orth of Real Wealth — Seprember 2014

117,

In around September 2014, Macquarie cancelled the access of Mr Dawid Orth and his firm,
Real Wealth, to Bulk Transactung, Macquane did this after employees of Macquarie,
including the Head of Financial Intelligence, had identified that Real Wealth had used Fees
Bulk Transacting to withdraw funds from chents’ CMAs where the purpose of the
withdrawals was other than for payment of fees charged by Real Wealth (where Real Wealth
only held a Fees Authonty), and Mr Orth and Real Wealth had continued to engage in that
conduct atter having been informed that use of [f'ees Bulk Transacting was limited to
payments of Real Wealth’s fees. The Head of the Fraud Tntelligence Unit subsequently

recommended that Real Wealth's access to Bulk Transacting be terminated forthwith.

Mr Hopkins — 2015

118.

119.

On 26 May 2015, an employee of Macquarne dentified that Mr Hopkins had imtiated three
withdrawals for $61,200.50 from Hopkins Firms' clhients” accounts using a Fee Payments
temnplate for Bulk Transacting, in circumstances where those clients had only granted a Fee
Authority but the withdrawals appeared, including from the transaction description, to be for
a non-fee purpose (being for the purchase of shares). The details of those transactions are
relerred to i an emaill between Macquarie employees dated 26 May 2015 and mcluded a
transaction for $50,000 with the narrative "ADAIRs IPO, and two further transactions for
$2,565 and $8,635.50 with the same narratrve ‘“NAB ENTITLEMENT OFFER'. In this
email, the Macquane employee noted that the behaviour by Mr Hoplins was "'not new' and

Bulk Transacting by hun was being 'actively monitored',

On 27 May 2015, employees at Macquarie exchanged emails regarding those transactions by
Mr IHopkins and the transactions in 2012 the subject of paragraphs 107 to 110 above. On
that same day, a Business Development Manager of Macquarnie spoke with Mr Hopkins and

wmnformed Mr Hopkins that his access to Bulk Transacting would be removed if he sought to
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eflect such transactions again. During this conversation, Mr Hopkins and his office manager
advised the employee of Macquarie that they would obtain General Withdrawal Authorities

for those clients whose transactions had been reversed.

120. On 27 May 20135, an alert was placed on the Seibel profile for Mr Hopking and QWL Pty Ltd
which stated: "*WARNED RE: IMPROPER USE OF BULK TRANSACTING. refer to
activity 1-CSBDPT on 81D 75006165". The activity notes which accompanied the alert stated
that “ifany further inproper user of Bulk Transacting, aceess is to be revoked with no further
warnings”. The alert on Sichel was visible to the user i a panel titled “Alerts”. The alert was
placed by the same employee who was mvolved in identifying the repeated instanced
unproper use by MrIopkins of his Fee Authority between January to August 2012 as well as

the further instances mn May 2015.

121. On 28 May 2015, Mr Hopkins sent an email to a Business Development Manager at
Macquarie, attaching two TP As that granted General Withdrawal Authority m respect of the
clients on whose accounts the three transactions referred to at paragraph 118 above were

processed, which enabled those transactions to be processed.

122, The recurnng Outlock calendar notification in relation to Mr Hopkins deseribed in paragraph
110 above ceased at some point in 2014 or 2015, some time after the mtroduction of the

$-A lerts (as described in paragraph 88 above).
I EVENTS DURING TO THE RELEVANT PERIOD
Shreeve & Carslake Pry Led — July 2016

123, On 17 July 2016, an t:mployec in the BFS Fraud tearn, and the [Tead of Financial [rllelligﬁ':ur:c.
were notified of incidents where an [FA, Shreeve & Carslake Pty Lid (SCPL) had cffected
Bullk Transactions relying on Fee Authornity from clients with CMAs where those transactions
did not appear to be for a fee purposes. Employees of Macquarie became aware of these

incidents indirectly (rather than due to any targeted monitoring or surveillance of SCPL).

124, On 27 _]Llly 2016, the BFS Fraud team cr[lployce followed up on the incidents involy irlg SCPL

referred to at paragraph 123 above:

{a) asking if there was a preterred approach in terms of engaging with SCPL as regards

“therr improper use of Bulk transactmg™; and
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b} noting that the BFS Fraud team would typically either seek information and
documentation as to the nature of the transactions, or seck signed TPAs from the

chents with the appropnate level of authonty.

Despite the instance being alerted to the BFS Fraud Tearn, the instances involving SCPL did

not mnvolve fraud (and there was otherwise no allegations of fraud).

Macquaric’s conduct during the Relevant Period

126.

127,

In or around July 2016, the BFS Group commenced a “Fraud Prevention Review”, Within
this, the Head of Cash Product was tasked with reviewing the Bulk Transaction process.
Macquarie has no record of the product of this review ot the Bulk I'ransaction process, if

any.

On 17 October 2016, as part of a “liraud Control Assurance™ process, an employee i BIS
Operational Risk asked the Head of Financial Intelligence (also being the head of the Fraud
tean, and who occupied these roles from 2010 to July 2019) what “controls are in place to
wdentity fraudulent transactons usmg bulk transacting”. Macquarie has no record of Head of

Financial Intelligence’s response, if any.

. On 31 Jul)-‘ 2017, the Ilead of Financial Inlclligence sent an emnail to empluy'r_'es i1 the BFS

Group and Risk Management Group (31 July 2017 Email), including the Head of
Compliance, BFS in RMG (who occupied this role or equivalent from Aprl 2017 to May
2021). The email was copied to others including to the Head of BFS Risk Central {who
occupied this role from January 2017 to February 2019, and was then the Head of BFS Non:
Financial Risk from February 2019 to Apnl 2023, but whose day-to-day responsibilities did
not change in this role), the Head of Deposits & Payments Products, BFS (who oceupied this

role from February 2017 to present). In his email, the Head of Financial Intelligence:

{a) identified that because CMAs were being mugrated to a new online portal (“eBanking™)

advisers would be more reliant on AIP and Bulk Transacting following the migration;

{b} observed that as a new facility, AIP had “controls in place to safegnard client payments

via a number of built in operating mechanisms™,

{c) identihied that “Bulk Transacting was ininally buwilt to provide a streamhned method
tor advisors to regularly draw fees and commussions (under authority) from client

accounts. The tacility was later broadened to allow payments to be made from client
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accounts under a more general third party authonty. Currently no monitoring 1s being
carried out on bulk transaction payments. The liability of these payments again, lies
with the advisor have appropriate authority across the account. Macquarne has
however, wentilied losses (historically) o clients due to inappropriate advisor
behaviour... At this pomt, consideration needs to be given as to the level of
oversight/monitoring to be provided for [AIP and Bulk Transacting] (by the online
frand teamn). That montoring would (at least mitially) consist of manual processes
around such activity not only focussing on fraud but also compliance. T would like to

get an understanding around the business” {and risks) appetite 1n this area... ”; and

referred to a review ASIC was conducting in relation to third party activity (such as
adviscr activity) on ChlAs, and noted that from that review it had become evident that
ASIC was mterested i the level of monitoring financial mstitutions undertake on
chents’ accounts that have TPAs, and particular in the behaviour of advisers in relation
to such accounts. The Head of Financial Intelhgence’s reference to a review by ASIC
was a reference to the review ASIC undertook that resulted in its publication, on
9 August 2018, of Report 584 — “Improved protections for deposit accounts with

third-party access”™ (ASIC TPA Review): see paragraph 149 below.

129. The Head of Deposits & Payments Products in the BFS Group and a recipient of the 31 July

2017 Ematl rased the email with the Head of Banking Product in the BFS Group and the

Executive Director, Head of Product and Teclu‘mlog_\.' in the BFS Group on 31 July 2017,

1294, On 11 August 2017, a meeting was held regarding moniterng of AlP transactions and Bulk

Transacting. At that meeting:

(b}

)

The Head of Financial Intelligence indicated that "ATP has seen an increase in transactions,
our intention was always to shift away from granular momtoring taking inte consideration the
liability on the adviser for these trx” and that the Fraud team was seeking puidance from the

business as to “how much monitoning we want to do and what our nsk appetite 157,

The Head of Complance, BFS in RMG sugpested that there would be merits in an end to-end

review of Macquarie’s dient/adviser/cash payments and withdrawals process and the nsks.

An employee in the Fraud Team was tasked with writing up information on bulk transacting,

usage, previous fraud cases, how it can be exploited or defranded.

{d) The Head of Deposits & Payments Products, BI'S was also at the meeting,
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130. On 10 Qctober 2017, ASIC sent an ernail to the Head of Compliance BFS in RMG, in relation

131,

132

to the ASIC 5384 Review, providing a “hugh level summary” of its findings and
recommendations as relating generally to the banks that had participated in the review. These
wncluded that customers did not always receve notilication of transactions made by their
advisers, and that banks transaction monitoring systerns lacked “specifie triggers to effecuvely

wdentify adviser traud”.

On 22 December 2017, a Fraud Analyst in the Fraud Team within the BFS Group {the Fraud
Analyst) prepared a document, and sent it to the Head of Financial Intelligence, setung out
mformation regarding AlP and Bulk Transacting, with possible suggestions for how to
monitor activity (December 2017 Paper). The report identified the different types of
authorty relevant to bulk transacting, including a fee authority, and the various templates
used i the bulk transacting system mecluding the fee template, In the report, as regards lee

Authonities for Bulk Transactions on CMAs, the Fraud Analyst:

{n) noted that $-Jllerts were sent to an email distribution list titled “BIS SO Bulkmg

Transacting Fee File Review™;

(b) stated that BFS SO Bulking Transacting 'ee I'ile Review distribution list was sent to

the Fraud Prevention and Detection team and the Fees and Commissions team;

{c) identitied that there was potential for misuse in the form of an [FA moving excessive

funds to a fee account and then disserminating those funds;

{d) identified that one option was to monitor transactions for “excessive amounts”, and

another was to note file references to enable peniodic review; and

{c) noted that there was a need to identify a trigper that would instigate an investation

or intervention.

On 16 January 2018, the Head of Financial Intelligence sent an email to emplovees in the BES
Group mcludmg the Head of Deposits & Payments Products, the Head of BLI'S Risk Central
and Ilead of Banking Product, as well as employees in the BORM team, attaching a paper
entitled “Fraud monitoring on Advisor Initiated Payments (AIP) / Bulk Transacting (B'T)
Products (Fraud Monitoring Paper). In the email, the Head of I'inancial Intelligence said
that the paper wdentified risks posed under the AIP and Bulk Transacting facilities, and

obscrved that those risks would be heightened by the proposed decommissioning of an
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existing Macquarie portal (and the migration to the new eBanking portal). Tt was noted in the
Fraud Monitoring Paper that this may result in additional transactions being processed via

Bulk Transacting and AT facilities.

133, In the Fraud Monitoring Paper, in relation to Bulk Transacting, the Head of Financial

Intelligence stated:

{a) Bulk Transacting (BT) was uutially built to provide a streamlined method for advisors
to regularly draw fees and commuissions (under authority) trom client accounts. The
tacility was later broadened to allow payments to be made from client accounts under

a more general third party authorty,

(b) the current levels of authority for BT were Fee/Commission Payment

Tax/Government Payment and General Withdrawal (External Multi Payments);

{c) referred to “limited manual momtoring” that was carnied out 1n relation to Fees Bulk

Transacting (being the ﬂ-”\ lerts);

{(d) observed that Bulk Transacting held inherent risks for a number of reasons, mchading
that, unlike ATP, the clent was unlikely to be mvolved at the tine of the transaction
and may be unaware of funds moving from their account if the adviser was engaged in

mmproper or nefarious behaviour;

g

(e) stated thatsucha scenario presented the greatest risk to the client, which was evidenced

©
Iz

by historical scenarios of adviser misbehaviour causing losses to chents, and that it had
previously been dillicult to identify fraudulent actreity [rom adviser misconduct

because the behaviour appeared identical in both genuine and non-genuine scenarios;

([} observed that in the ASIC TPA Review, ASIC had highlghted its expectation that

financial institutions inerease monitoring, and

(g) in many circumstances, clients were lmited to transfers of $100k from their own
account however an advisor (with TPA) could move unlimited funds from an account,

potentally without the client’s knowledge.

134. In the Fraud Monitoring Paper, the Head of Financial Intelligence stated under the heading
Future State, and with reference to the different types of authornity in subparagraph 133(b),

above that:
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auihorii_y given o advisors/third PurLies on these accounts 1s sigmbicant. As such,
consideration must be given as to why a third party is permitted greater capacity {(in

dollar terms) to move funds from an account than that of the client themselves;

both AIP and Bulk Transactions demanded a combination of manual and automated
monitoring to minimise fraudulent behaviour, which would require an njection of

resources by Macquarie to [acilitate such tasks;

that for manual monitoring, the use of IBM 12 Suite sotftware, which was a tool
currently being used by the BIS ['raud Team, would be the most suitable tool to map
the activity of transactons being undertaken within the BT facility. As this type of
monitoring would be data heavy, the 12 software could trun data to a manageable level
and reveal trends or exceptions. The limitations on this process would include
identifying suspicious transactions retrospectively and not i real time. This TBM 12
Suite software included the tool "Analyst's Notchook', a visual analysis tool featuring
network visualisations, social network analysis, and geospatial and temporal views to
help uncover connections and patterns in data, and was designed to identify and

disrupt criminal, cyber and [raudulent threats;

ATP should be priontised {shead of Bulk Transacting) when advisers were bemng
migrated, that it should be delault service for advisers, and that for single transactions,

only AlP should be used, stating this was because it mcluded client interaction;

“Product should initiate a small project tearn to investgate and implement immediate
and ongoing solutions to mitigate fraud exposure to these products” with further

consideration to be given to the level of oversight 7 monitoring to be provided;

The suggestions regarding the monitoring of Fee and Commuission payments were to
“Momnitor for excessive amounts in erther a single txn or over a peniod of time (Le 1 x
$100k or rIlulLiples over a [_)eriod ol Lune) (AulomaLed}” and “Periodical reviews on
longer term behaviour {such as excessive fees) to be mapped using 12 software

(Manual)™

One suggestion regarding momnitoring General Withdrawal payments was to “spot
check uploaded files” by muinnng files against a whitelist and through 12 to pick up on

behavioural trends (Manual); and
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{hy He suggested the tearn convene before the end ol January 1o target the introduction

of control measures by the end of March 2018,

On 23 January 2018, the Head of Financial Intelligence sent an email to the Head of Wealth
Product and Technology and the COO, Wealth Management, BFS. The email included a
statement that “B'l' needs some cnhancement to manage inherent risks as the advisor 1s able
to move client [unds (under TPA) without any client interaction in the payment process” and
asked if either recipient was aware of a similar product to Bulk Transacting about which

enquiries could be made. Both recipients replied that they were not aware of a sunilar product.

On 14 March 2018, the Head of Financial Intelligence sent an email to the Frand Analyst
attaching a copy of the Fraud Momtoring Paper together with some data relating to Bulk
Transacting. The email referred to the [raud Monitonng Paper regarding proposed
monitoring, noted there were a number of recommendations and suggestions n the paper,

and that the Fraud Analyst was to take a lead role in respect of the proposals in the paper.

7. From March 2018 to May 2018, the BFS Fraud Team undertook analysis of what dara tields

would be required to progress recommendations trom the Fraud Momtormg Paper and
requested the retrieval of data from the Data and Analytcs Team (D&A team). n May 2018,
the Head of Financal Intelhigence identified that the "primary 1ssue inhibiting progress [for
three projects mcluding “Bulk Transacting”] 1s the lack of capacity source specilic data to

reach sprint requirements.”

. The "spront requiremnents” in the paragraph above reler o a two-week "sprint” which formed

part of the "enterprise agile methodology” that Maequarie used to prioritise and execute
projects during the Relevant Perad. The aim of the methodology was to seek to ensure that
the resources ol each tearn were allocated to the projects with the highest business or nisk
management needs in a partieular period. Under the methodology, projects were broken

down into 12 week "programuming increments” {or Pls), which were themselves subdivided

into six "sprints” ol two-weeks each.

. From April to June 2018, members of the BES Fraud Team engaged in correspondence with

IBM in relation to the possibility of expanding the team's use of the [BM 12 Suite software
Analyst's Notwebook and iBase, including in relation to transaction monitoring over Bulk
Transacting and AIP and ‘Mule Account Analysis”, in response to an email received from

IBM regarding possibly updating to the latest versions of the sottware. An email on 16 April
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noted that a representative of IBM would make recommendations on “whether there are
some better usage practises that can be adopted, or recommend some next steps to deploy
the software better... and give an idea of the art of the possible e.g. what are the other banks
domng.” Tssues were rased regarding the compatibility of vanous available versions of 1Base,
and the sizes of the databases that could be used with them, with IBM providing information

on these matters.

140, On 7 June 2018, ASIC sent an emall to the IHead of Compliance, BES in RMG at Macquarie
as part of the ASIC'TPA Review. [n that email, ASIC:

{a) expressed concern where AIP was not used for an adviser to initiate a transaction, the
client was not notified by Macquarie when the adviser mnitiates a transaction on the

client’s account; and

{(b) stated that ASIC considered it to be particularly mportant for Macquarie to ensure
that all chents, not just those on the AIP system, recetve notihication of transactions

that are initated by an adviser.

141, ASIC’s email was circulated to the Head of Wealth & Banking Operations, the BFS COO
and other BFS Group employees including the Head of Deposits & Payments Products, the
Head of BFS Risk Central, and the Head of Financial IuLeHigerlce, some of whom made

observations about 1t, incliding:

{a) rasing a query whether ASIC's concemns could be addressed by enabling push

notifications on CMA transactions;
b} raising a query as to why AIP could not be mandated for financial advisers;

{) suggesting that ATP could not be mandated for some clients for “accessibility” reasons
(such as clients aged over 65, and also that Macquarie did not have mobile phone

mumbers for some clients; and

{d) stating that the area Macquane really needed to consider was Bulk Transacting, for
which there was presently no notification provided to clients, and m respect of which

Macquarie had around 1,500 users registered.

112, On 23 June 2018, the Head of Hinancial Intelligence sent an email to a mailbox called “BES

Central”, regarding the project relating to monitoring on Bulk Transacting. The email stated

Australian Securities and Investments Commission v Macquarie Bank Limited [2024] FCA 416

57



144,

39

that lrnited advancermnent had been made on the project because it was heavily rehiant on
another project that had priority. The Ilead of Financial Intelligence had previously {on
24 May 2018) foreshadowed, i an email he copied to, among others, the BFS COO and the
Head of BFS Risk Central, that 1t right be necessary to pause the project [or monttornng ol
Bulk Transactions beecause another project needed to be priontised to meet the expectations

of the product and project side of the business.

. InJuly 2018, the BORM team conducted a “Wealth Targeted Review” concerning frand, which

icluded consideration of the CMA product (Wealth Targeted Review — Fraud). The
BORM team was separate to the ['raud team. lts role mcluded to assist the BIS Group with
nsk identfication, advise the BFS Group about operational risk, and conduct targeted
reviews. This team conducted targeted reviews in order to investigate “heiphtened areas of risk or
Joczs aveas’, which sometimes mncluded assessment of the appropnateness of the controls
operating in a particular area. The Wealth Targeted Review — Fraud was undertaken to assess
the design and operating: effectivencss of BES Wealth Management’s controls to muitigate the

risk of fraud.

On 3 July 2018, an employee in the BORM Tearn (the BORM Employee) sent an email to
the Head of HMnancial Intelligence featuning a dratt observation and action from the [raud

Monitoring Paper addressing Bulk Transacting. This included:
{a)  “Risks were identified in relation to BT and AIP payments. Specifically:

e BT payments can be made without client approval, there are no payment

limits and no notifications are sent to the client tollowing payment.”

{b)  The proposed action to address these risks was identified as convening a project
team, who was to priontise and manage the mplementation of the tollowing

mandatory risk nutigants:

"1. Limut edit and approval capabilitics granted to advisers as authorised

signatories

2. Notifications to chents on payments and account detail changes includmg

adviser initiated activities.”
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145. On 23 July 2018, the Head ol Comphance, BFS in RMG sent an email to ASIC, attaching a

146.

147,

letter from Macquarie to ASIC, in response to ASIC’s inquiry concerning client notifications

tor CMAs (see paragraph 140 above). Tn the letter, Macquarie stated that:

{a) 1t “will provide automated customer notifications as a result of adviser initiated
transactions” through its mobile banking application, or via SMS where the customer

was not registered [or the mobile banking application;

(b} “|tlhe threshold over which notifications will be sent will be determined by turther

analysis of relevant customer data™;

() these processes would be wnplemented by December 2019, or possibly carlier

“depending on changes within our IT delwery program™; and

{d) the ability to send notifications would be limited to customers who had either
registered for Macquane’s mobile banking application or provided their mobile phone

numbers.

On 1 August 2018, the BORM FEmployee ssued, by email, a document enntled “Wealth
Targeted Review — Fraud” to the BFS COO, the Head of BFS Risk Central, the Head of
Deposits & Payments Products, the IHead of Finanecial Intelligence and other BFS Group
employees. The review assessed the design and operating effectiveness of BFS Wealth
Management controls to mitigate the rnisk of fraud. The scope mcluded amendment of bank
account and contact details, detection of changes in account activity and movement ol funds
and monitoring of transactions. The overall conclusion of the Wealth Targeted Review

Fraud was:

The controf enviromment is spevating effectively bowerer, as indicated by the findings in this vepoit, there are

controf aveas that showld be strengthened. Specifisafly:

s Payments generated via Bulk Transacting (“B1™") and Adviser Initiated Payments (*SAUP”) present
scenarios where pavments and acoount detarl changes can ocouy on cfient acconnts witheut client

notification. ... [four other contfiof aveas are afso referved fo]

The Wealth Targeted Review — lraud included the tollowing observations, and

recommendation actions mn respect of such observations:
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Observation Three (“[O3]7) was “Payments generated via Bulk Transacting (“BT™)
and Adviser Initiated Payments (“AIP”) present scenarios where transactions can
occur on clent accounts without chent notification. This increases the nsk of
[raudulent activity not bemng detected. Tt ncluded relerence to the [act that chents can
grant advisers, along with other third parties, varying levels of third party authonty
(“IPA”) access to their accounts with the available authority levels being authonsed
signatory, general withdrawal, government / tax payment, lee/ commission payment
and account enquiry. As regards Bulk Transactions, it was identified that there was a
risk because payments could be made without client approval and without notification
being sent to the client following payment, and there were no payment limits. In
respect ol this, the recommended acton ([A3]”) was to define, document and
implement a communicaton strategy for client payments, which, at a minimum was to
mclude mplementation of push notification to clients for payments mitiated by
advisers. The “owner” of this action was the Head of Deposits & Payments Products,

and it was due to be completed by 13 Decernber 2019,

Observation Four (“[O4]7) was “Fraud detection monitoring over Bulk Transacting
and Advisor Initiated Payments requires significant strengthening.™. Tt was stated that
current traud detection monitoring by the BES Fraud team in relation to ALP and Bulk
Transacting was “hmited” and in the case of Bulk Transacting, consisted only of the
$- Alerts. The proposed acton (“[A5]") was for analysis to be conducted to
determine “risk exposure with identified gaps™ and provide recommendations as to
next steps, including explonng digital solutions “to ensure increased coverage of
monitoring and enable timely alerts on accounts with higher risk actreity”.  The
“owner’” ol this action was the Head of Financal Intelligence, and it was due to be

completed by 25 January 2019,

Observation Seven (“[O7]) was “Overall end-to-end Fraud control environment
needs to be documented to ensure transparency of known gaps and consistent
application across BES”. In relation to this, it was stated that there was “currently no
document outhning existing end-to-end [raud controls and nisk accepted gaps™ across
products, which could potentially affect timely unpact assessment, ensuring
consistency and appropriatencss of fraud controls, and business stakeholder
understanding of traud controls and business areas susceptible to heightened exposure

of fraud risks. The proposed acuon ([A10]7) was to document the end-to-end fraud
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control [ramework outlining critical fraud controls for each business and product. The
“owner” of this action was the Iead of Financial Intelligence, and it was due to be

completed by 25 January 2019.

The Review owner was the Head of BFS Risk Central and the BFS Sponsor was the COQO,

Wealth Management, BES.

On 9 August 2018, ASIC published Report 384 — “Improved protections for deposit
accounts with third party access”, following the ASIC'IPA Review. ASIC's findings, set out

in the report, including the following:

(a) I'mding 1 — Application forms play an important role i explaining access levels to

customers (pl4);

(b) 'mding 6 — Customers should be notified about adviser-initiated transaction requests

by the bank (p17);

(r) 'mding 7 — Banks should conduct background checks and ongoing monitoring of

advisers who use the accounts (p18); and

(d) 'mding 8 — Momtorng systems could be unproved with specific triggers to identify
adviser fraud (p1%). One example of a such a trigger ASTC 1dentified was for large

transfers to an adviser’s account, that do not appear to be reasonable [ees [or service.

On 9 August 2018, the BFS Risk Committee (whose membership during the Relevant Period
included the BFS COO, the Head ol BFS Risk Central {who chaired), the eight BFS division
heads, as well as BFS aligned RMG Operational Risk and RMG Compliance considered the
Wealth Tarpeted Review  Fraud and ASIC Report 584, with the Head of Compliance, BES

in RMG 1o share the ASIC Report with the Comrmittee.

On 20 August 2018, the Head of Deposits & Payments Products sent an email to an Associate
in the Payment & Deposits team within the BI'S Group (the Associate) requesting that the
Agsociate prepare a 'gap analysis’ between the findings of Report 584 and what Maequarie

then cutrently offered on the CMA (Gap Analysis).

On 23 August 2018, the Head of Financial Intelhgence sent an email to the Associate in
relation to queries raised by the Associate in the course of preparing the Gap Analysis. When

explaining CMA account monitoring, the Head of [inancial Intelligence stated:
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“Short answer is we do very little in each of the areas below except [or [ees over

$. where a report is generated and forward to the frand inbox for review.

We have a project due to begin in PI8 {(Sep 2018) to address these issues,
specifically around the Bulk Transacting (BT) facility.”

153, On 24 August 2018, the Associate sent an email to members of the BFS Risk, Fraud and
Wealth Management Teams, including, the Head of Compliance, BFS in RMG, the Head of
Financial Intellipence, and the Head of BES Risk Central attaching a Gap Analysis document
wentifying where, n relation to Macquane’s CMAs, there was a “gap” between ASIC's
findings in Report 584 as to how such accounts should be set up, operated and overseen, and
how Macquarie’s CMAs were set up, operated and overseen. The Gap Analysis included the

tollowing matters:

{a) 1n respect of Hinding 6, it was noted that in relation to bulk transacting, clients were
not notited. It was suggested that push notifications be mmplemented. [t stated that
consideration should also be given to segmenting bulk transacting users based on

business needs (Le. share settlement) and apply restnictions accordingly;

(b) m respect of Finding 6 there was a further observation that "ATP had a maximum
transaction limit of 100K per day, but bulk transacting had no limit (but requires

general withdrawal authority)"™;

{c) w respect of Finding 7 it was suggested that Macquarie should select a random sample
of advisors and periodically review their transaction requests to ensure they are

consistent with customer wishes; and

{d) in respect of Finding 8, it was noted that “Fees over 3£-arc flagged and forwarded
to the fraud nbox for review. There 1s currently a project due to begin PIB (September
2018) to address these scenarios especially for bulk lrﬂ.rlsacl_ing. IHowever, at the
moment very little post transactions checks are performed”. It noted that that Report
584 stated that data analytics may be used to protile nisky or unusual transaction
behaviours, and it was suggested that this could form a health check for Macquarie to

tlag fraudulent advisers for cscalation.

154. On 27 August 2018, the Fraud Analyst sent an email to a BFS Fraud Investigations Specialist

{the Fraud Investigations Specialist) and the Head of Financial Intelligence stating that
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the IBM 12 Suite had been successlully installed with a view to it being used [or (raud
monitoring over Bulk Transacting, The Fraud Analyst did an iBase ‘deep dive’ with a

representative trom TBM to get tramning around query writing,

On 30 August 2018 the Associate sent the Tead of Deposits & Payments Products a revised
version of the Gap Analysis document with additional worksheets added that meluded copies
authorities that might be granted by customers and the Lability clause from the third-party
authonty form. The following changes had been made to the Gap Analysis circulated

Auvgust:

{a) the comment on Finding 1 had been changed to note that the CMA application form
outlned the choice of third party authorty but not the consequence, with the action
being to review the application form to consider further separation of the third party
authority form and ensure the consequences tfor cach authority was sinple enough for

a customer to understand; and

(b} the comment on Finding 6 mcluded reference to an additional question regarding
whether there should be a limit for bulk transacting, mcluding size and volume per
account, noting that the existing limit for a tax file was $100k with all files have a limit

ol $99,999,999,999.99 per transaction line.

On 7 Septermber 2018, the Head of Financial Tntelligence sent an email to the BFS COO, the
Head of BFS Risk Central, the COQ of Central & Operations and the Head ol Deposits &
Payments Products attaching a document entitled “Fraud Strategy 2018-20207, The attached
document identified the threat of “Bulk Transacting (BT)” with the associated challenge
wdentified as “ASIC Paper 584 dictates the need for BFS to more closely monitor the activity

of third-party authorities {in particular advisors) across all client accounts™.

. Also on 7 September 2018, the BFS Fraud Analyst sent a copy ol a slideshow presentation

titled "Bulk Transacting: Momtoring Project — Sept 2018' to several members of the Fraud
team including the Head of Financial Intelligence and the Fraud lnvestigation Specialist. The
presentation, among other matters, outlined that "ASIC have provided guidelnes for what is
expected around monitoring adviser activity” and stated that “the behaviour we are looking
to detect” was [FAs using Bulk Transacting to transter funds to a personal account, charging:

excessive fees to chents, or moving funds between client accounts™. Under the heading "What
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we want o see”, the presentation stated that "Using iBase and Analyst notebook, we are
looking to identify seenarios where an IFA may be making payments to thewr personal

account”.

158, On 27 September 2018, the Fraud Analyst sent an emnail to the Head of Financial Intelligence
outlining the data required, “based on the three concerns”, for momtoring of outgoing and
incoming payments via the Bulk Transacting [acility that should all be accessible [rorm MIMs.
The Fraud Analyst stated that the data will need to be fed directly nto 1Base/12 suite for
contious monitoring. The Fraud Analyst asked whether the Head of Financial Intelligence
was “able to engage |the D&A Team| for assistance with getting access to the data, and

requirements to have this fed directly into the 12 software for analysis.”

159, On 5 October 2018, the raud Analyst sent an email to the Head of Deposits & Payments
Products and a division director i the BFS Group (copying in the Head of Financial
Intelligence), referrning to a meeting the previous day in relation to the proposed approach for
momtoring bulk transacting activity, and seeking guidance around thresholds tor the project,
inchuding thresholds around fee payments and what may be considered excessive for fees
{vonsidering an amount or [requency). It also attached a power point presentation headed

“Bulk T'ransacting Monitoring: Project, Oct 20187, The presentation included:

{a} “Behaviour we are looking to detect: IFA using Bulk Transacting to transfer [unds 1o
personal account; [I'A charging excesswe fees to chents; [I'A moving funds between

client accounts™;

b} “Current State... Payments in excess of _triggcr an ernail to the fraud box (80 for

0

fe

Sept)’

—

“Potential Issue: Indieator for Fee payments 1s that they are routed via a clearing

account  Current date samples suggests IFA"s use Fee file for 1PO’s™; and

Fafy

{d) “Bulk Transacting has high volumes of transactions cach day. Data will need to be

querted to eliminate noise and reduce talse positives™.

160, Between 5 October 2018 and 22 October 2018, further emails were exchanged between
members of the I'raud team, the Product team and D& A team in relation to the creation of
a report showing all transactions processed wia transacting Fee or General Withdrawal files.

Ina 3 October email, the Fraud Analyst stated that “ideally we would like this data to be fed
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directly into TBM soltware, or [or a csv, extract to be generated on a regular basis [or
analysis” monthly. The erails recorded that a data set relating to bulk transacting was
extracted n April, but that the Fraud Team was seeking assistance to create 2 reports on a
monthly basis to inprove the controls on deposit accounts with third party access.
Members of the Fraud team were undertaking training in Alteryx {an analytics software) in
ordet to access the data themselves, but a query was raised regarding whether assistance

might still be required [rom the D&A team to build the reports.

On 22 October 2018, a Product Manager sent an email to the Head of Deposits & Payments
Products and the Head of Product and Technology in BI'S secking their approval for
acceptance of risks ansing out of the Wealth Targeted Review — Fraud, and attaching a “Risk
Acceptance Form™ addressing the risks proposed to be aceepted. The Risk Acceprance Form

wentified that the nisk appetite being breached was “Deticiency in Critical Control”, and the

two risks proposed for acceptance were as tollows:

{(a) “Payments generated wia BT and AIP can allow payments to occur without chent

notification following the payment™; and

(b) “Authorised signatory advisers can make account detail changes (e.g. mcludmg bank
details, email address and mobile numbers) without chent notification (if email address

15 the adviser’s email).”

The Form referred to the different authonity levels as being Authorised Signatory (enabling
general withdrawal access, amendment of contact details and account closure), General

Withdrawal, Government,/ Tax Payment, Fee/Commission Payment and Account Inquiry.

. The reason given [or acceptance ol the risk concerning the lack of client notilication of

payments from CMAs was: “Temporary acceptance of risk for Bulk Transaction until the
notification solution 15 mplemented by December 2019, In the meantime, we are working
with the Fraud team to build a monthly transaction monitoring report for Bulk Transacting”
The form also identified under the heading "Action Plan for controls to be mmplemented”

that fraud monitoring for Bulk Transacting was due to be actioned by December 2018,

On 22 October 2018, the Head of Deposits & Payments Products sent an email approving
acceptance of the risks. On 24 October 2018, the Head of Product and 'l'echnology sent an
email approving acceptance of the nisks. These emails were circulated to the Head of Banking:

Product.
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165. On 23 October 2018, the Head ol Deposits & Payments Products sent an email to the Fraud
Analyst in response to the email at paragraph 159 above providing a recommendation as to

the thresholds for the bulk transacting monitoring program. The email recommended:
{a) for “Fee payments: Above $15k could be considered excessive”; and

by for “General withdrawal: $40k per transaction more than once a day for a week™, and

queried whether these thresholds would result in a huge sample size.

166. Between 5 Qctober 2018 and 25 March 2019, the Fraud Analyst posted various comments in
the BFS Central Risk Group Microsoft Planner on the PIS Ongoing Bulk Transacting
Momtoring: task. These updates were copied to a distnbution list which mcluded the BL'S
COOQ, the Head of BI'S Central Risk, the Head of Financial Intelligence, the Director of

Fraud Operations i the Fraud Team, and other BFS cmployees. The updates included:

(a) On 5 OQctober 2018, “Meeting held 04,/10,2018 with key stakeholders. Requirements
have been communicated for thresholds for monitoring. Ticket to be raised with D&A

tor transaction data by product™;

b) On 26 October 2018, that “Base was to be formally onboarded for use in bulk
transaction monitoring. Software has previously been manually installed, however

there have been compatibility issues with Microsott 2016. This 1s in progress.”;

{c) On 1 November 2018, “i2 Suite software has been submitted for onboarding via

request centre.’’;

{d) On 26 November 2018, “Dependency: Data availability, Power Users module for

Alteryx being completed. Onee data available for testing, proposal can be drafted.”;
{e) On 29 January 2019, “Awaitng response from IBM around onboarding of 12 suite.”,

fy On 21 Fcbruary 2019, “IBM have advised of solution for imporLing. however this
interferes with the functionality of Office 365. Support ticket has been raised with [BIM

to discuss work around.”; and
{g) On 25 March 2020, “Card will rollover to P110.7

167. In late Novemnber 2018 the Gap Analysis was updated to include various actions inchading:
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adding an alert to section 7 ol the TPA form and Section 6 of CMA FIG stating “! It's
important you understand what level of access you are granting a third party. You can

revoke these authorities at any time by contacting us’;

that notifications to clients were to be implemented across all payments, with a
temporary nsk acceptance put in place until the notification solution was built in

December 2019 and

designing bulk transacting fraud monmitoring to monitor fee payvments above $15k and
general withdrawals of $20k per transactions more than once a day for a week. The
gap analysis included a notation that Fraud Cperations were to comument on how to
close the gaps in relation to aspects of Findmgs 7 and 8 regarding monitoring of

advisers and transactions.

167A. On 3 December 2018, the Fraud Analyst sent an email to the Head of Financial

[ntelligence noting that the monitoring project for Bulk Transactng in I8 was marked as

“Tnr Progress — Off Track”, which meant that 1t was falling behind plan.

167B. On 18 December 2018, the Fraud Analyst informed a senitor fraud analyst in the Fraud

Tearn that the Bulk Transacting monitorning project would now not commence until

“Spramt 47 o[ P19, which would be in mid-February 2019,

168. On 14 February 2019, a Product Manager in the Products & Projects Team sent an email to

the Tlead of Banking Product and the Tead of Deposits & Payments Products attaching an

updated Gap Analysis. The email stated that “Transaction monitoring to mclide Bulk

Transacting — will be in place between Mar-Jun 2019...%. The updated gap analysis contamned

the following:

{'e
{a)

{b)

n relation to Finding 1, continued reference to the addition of the alert;

in relation to Findmg 6, reference to a “nsk acceptance” being in place untl
notifications to all clients were implemented across all payments by Dec 2019 as agreed

with ASIC; and

in relation to inding 7, reterence to the fact that bulk transacting was “currently not
monitored, however will be n place between PI9-10 (Mar — Jun).” Tn relation to
Finding 8, a note that “bulk transacting fraud monitoring report currently in design

phase to monitor: 1. Fee payments: Above $15k 2. General withdrawal: $20k per
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transaction more than once a day lor a week.” Beside both ol these comments on
aspects of Findings 7 and 8 there was a notation that Fraud Operations were to
comment on how to close this gap in the period "PT 9 (end of March) — PT10 (end of

June)”.

April 2019, the Fraud Analyst sent an email to the Head of Financial Intelligence,

attaching a drafi paper on Bulk Transaction monitoring, The paper relerred to the current

levels of authority classifications for bulk transactions as being Fee/Commission Payment,

Tax /Government Payment and General Withdrawal. It included the following observations:

‘&)

)

()

under the heading “Problem Staternent™ “There is currently no oversight on the
transaction activity by third parties acting on behalt of chents utihsing the bulk
transacting: facility... it was unclear whether the detection of mappropnate usage and
behavioural misconduct should be a frand function or a business nsk funcnon, and

how this mformation should be triaged, and what action should be taken™;

“There 1s currently no monitoring carried out on BT payments... The only reporting
generated apainst B'l' transactions relates to the Fee Transaction Vile wherehy any
transaction (successtul or not) exceeding 3_- creates an alert email... The limited
amount of information generated in this file makes it difficult to properly monitor for

[raudulent activ iy

“BT holds inherent risks for several reasons Unlike ATP, the client 1s unlikely to be
involved at the time ol the transaction and may be unaware of [unds moving [rom
their account if the advisor 1s engaged in improper or nefarous behaviour, This
scenario presents the greatest rnisk to the client, evidenced by historical scenaros of
advisor misbehaviour causing losses to chents. It has previously been dillicult to
identify fraudulent activity on accounts through advisor misconduet as the behaviour
appears identical i both genuine and non genume scenarios. Le. the TPA {with full
access upon the account) dials into the MBL portal using wdentical 1P address / device

/ MAC/password {and token where relevanty to carry out the transaction”; and

matters to be determined included what monttoring was required on the bulk
transacting facility; how the behaviour of third parties was to be monitored, and who
would own this process and where a case of misconduct was suspected, how it would

be triaged, and how third party misconduct would be detined.
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On 18 April 2019, the Head ol Deposits & Payments Products approved the extension of the
risk acceptance which was previously put in place on 22 QOctober 2018, The risk acceptance
was extended until 31 December 2019, On 23 Apnl 2019, the Head of Product and

Technology in the BFS Group provided his approval to the extension of the nsk acceptance.

On 29 Apnl 2019, the Fraud Analyst posted a comment i the BFS Central Risk Group
Microsofi Planner on the PI10 On Hold Ongoing Bulk Transacting monitoring (Phase 2)
task copied to the same distribution list eutlined above at []. “Compatibility 1ssues with 1Base
suite and Otfice 365. IBM are locking at solutions for onboarding of software. Mecting

scheduled for 9 May to discuss next steps.”

. On 3 May 2019, the Fraud Analyst sent an email to the Head of Financial Intelligence, with

an updated draft of the paper on Bulk Transaction monitorning. The paper included new
sections mcludmg a section on work undertaken, monitoring of fees payments and
momtoring of advisers moving funds between client accounts. In addition to the content

referred to in paragraphs 169 above, the paper mcluded the followimng:
{a) Under the heading “Wotk undertaken to date”, the statements:

1. “Gwen the large volume of transaction data for bulk transacting, the fraud
tearn has opted to use the 12 suite offered by TBM, to query and present the
data through link analysis. This sottware 15 currently in the process of bemng
onboarded. The BFS fraud team currently holds 3 software licenses, however
[ollowing the BES wide upgrade 1o Olfice 365 and Oflice 2016 there have been

compatibility 1ssues.

As at 3 May 2019, this has not been resolved by IBM. Thus 15 currently being
followed up, with a view to look at alternate soluuons if this is no longer

feasible.”

u. “Prior to the Office 2016 upgrade, there was an mitial build of querics to
analyse a sample of bulk transacting data. This was undertaken between May
July in 2018. The sample data did not differentiate between the types of bulk
payments being processed. Grven this, there was considerable complesuty to
differentiate the transactions, and translate this mto the query language for
IBM. This meant that an additional data source would need to be ted nto the

software which listed elearing accounts used for fee payments. Ultimately this
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additional data was able 1o be sourced through Business Objects, however this

only differentiated fee payments, from external multi payments.”

b Under the l'1eﬂdir1g “Fee Payments”, the statemnents that:

©

@

ul. “A process map was developed for fee payments, with a suggestion that
ll‘lreshold \."illthES W'Ould fle.t?d to bt‘ ﬂpphdd FOHUW'iUg an i[liLiﬂ.] [CSPOHS& E‘L'Olll
product, this was decided at $15K per month per client. When this was applied
to the tfee data, the volume of transactions was considerably decreased,
however the results still yielded a very high false positive rato, and no
indicators for which payments may have been misconduct. The results
provided sull would require substantial manual mtervention, and decision
making based on how the data looked for that adviser. A process map was
developed, however has not been implemented. Fee payments has been chosen
as the first monitoring picce to be completed, due to the more basic nature of

the transactions, when compared with external multi payments.”

Under the subheading “Current view™, that “L'he view is to take a different approach
with the data, to reduce notse, and find better mndicators of potental misconduct.” It
was proposed to use some household data by the D&A Team, together with
transaction data to better demonstrate changes in behaviour lor advisers, as well as
provide a comparnson across difterent advisers and dealer groups, with an expectation

that there would be fraud team mtervention only atter escalation from other teams.

The paper also included a section on the momtoring of Advisers moving funds
between client accounts, which did not involve Fees Bulk Transacting, and states that
since data was obtamed in March 2019, the Fraud team will be able 1o dently more
systernic issues, such as if they see complex arrangements between CMAs, or multiple
clients payng into an adviser controlled account. The data had “not been queried to
date, due to the IBM soltware compatibility ssues, and dependency on data and
analytics”. The “view” was to have alerts trigger over transaction data for a rolling 3
months. Data and Analytics estimated an ctfort of 2 sprints (4 wecks) to build thus

capability.

Under the heading “Next Steps”, the following items appeared: “Priontisation with

data and analytics to combine and build out model combining transaction data and
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households; Initial testing on alerts through tableau dashboards - Access has been
granted; Alerts data to be fed through 12 suite to show Link analysis (Dependency on
TBM) — no date of when this will be resolved; Testing and refinement of process once
data 1s available; Reline process/triage maps (Dependent on alert volurmes); Roll out
process for fee payments (Phase 1); Roll out process for external multl payments

(Phase 2).7

173, On 9 May 2019, the Fraud Analyst sent an email to BES employees including the Iead of
Wealth and Banking Operations, the Head of BFS Non Fiancial Risk (formerly the Head of
BI'S Risk Central), the Head of linancial Intelligence and an Operational Risk Semor
Manager, attaching a presentation entitled “Bulk Transactung Monitoring Project — May 20197
for a meetung to be held that day regarding Bulk T'ransacting. The Fraud Analyst noted that
there was an accompanying paper that she would talk through, which had further detail and

which she could distnbute following the meeting. The presentation:

{a) 1dentihed under “What we are seemg’ that “Bulk Transacting has high volumes of
transactions each day. Data will need to be querned to eliminate noise and reduce false

positives’™;
(b) identihied that “progress to date™ included that:

(y  “IBM suite was onboarded, however compatbility issues with Office
365/ Office 2016 has [sic] arisen™, that a support ticket had been raised

with IBM and there were weekly [ollow-ups on progress; and

(1) there was a “data availability 1ssue” with a “dependency on Fraud
Power Users” which had been resolved, with sample data now

available;

{c) wdentified that it was to be determined “who has ownership of monitoring, and

escalation/ triage to fraud team™

{d) stated that phasc one of the project wou Id be to introduce mr_\uiturirlg for fee
payments, which would mclude identifying transactions over a monetary threshold of
$15,000, or excesstve fee file, consideration of whether the narrative indicated 1t was

not for fees or misuse of fee file;
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{e) included a proposed process map [or the monitoring ol [ee payments by way ol a
quarterly review, which included steps for analysing transactions including: whether
the amount was over $15,000; whether the account was on a whitelist; whether the
narralive was not [or a [ee (indicating a misuse ol the Fee termplate); whether 1t was
an excessive fee file, and then providing for an alert generated i iBase and/or case
generated 1n the fraud case management system Polonious; and the review of cases

by an investigator to determine 1l intervention was required; and

{f) next steps were to agree on ownership (Payments/Product/BEFS Fraud Team),
prortisation with the D&A Team for build, licensing and training on tableau for
alerting, process build out and testing and agree on escalation process, and intervention

required.

17

s

. On 10 May 2019, the BFS Fraud Tnvestigations Speculist sent an email to the Head of BFS
Non Financial Risk attaching the same paper regarding monitoring for Bulk T'ransacting as
at paragraph 172 above. The paper was also sent to the Director of [fraud Operations on 14

May 2019,

175. I'rom nud-May to August 2019, an Operational Risk Manager in the BORM team within the
BFS Group (the Operational Risk Manager) conducted a review of Bulk Transacting.
Dur."mg this review irlput and [eedback was prf_widt'd by members of the Fraud, BFS Risk

Central, and Wealth and Banking Operations teams.

176. On 24 June 2019, the Director ol Fraud Operations commented in the BFS Central Risk
Group Microsoft Planner on the PI10 On Hold Ongoing Bulk Transacting monitoring (Phase
2} which was circulated to the same distribution list outlined above at paragraph 166. This
update recorded "Ops Risk review is currently underway, being performed by [the

Operational Risk Manager], updated expected by the next meeting”.

177. On 23 August 2019, the Operational Risk Manager sent an email to BFS employees including
the IHead of Deposits & Payments Products, and the Ilead of BFS Non-Financial Risk
attaching a sct of shides entitled “Bulk transacting review - Observations”™ m draft form (Draft
BORM Review). This was also sent to the Director of ["raud Operations and the Division
Director of Governance, Culture, Remuneration and Accountability Review Project on 25

Auvgust 2019,

Australian Securities and Investments Commission v Macquarie Bank Limited [2024] FCA 416



178.

54

The Dralt BORM Review and Final BORM Review (which was circulated on 18 Decernber
2019: see paragraph 190 below) noted that bulk transacting was offered to external advisors
and dealer groups to ofter ethiciencies in making thousands of payments at once with no fees
or charges required to use 1t. Thus had resulted 1n 1t becorning a very popular ollering making
up approximately 40% of all CMA transaction volume. The Reviews set out how bulk
transacting was cffected and noted that it could be used to make fee or tax payments or
general withdrawals, with each payment type having a corresponding template to be
completed by the advisor and uploaded to the portal. They stated that the BORM Review
had “focused on the risks and controls present in the bulk transacting oftering”. It noted that
the BORM, BUS Legal and the Fraud teams were engaged to ensure all risks and controls

were r.'E)IlSidt’,[t!d.

. The Dratt BORM Review and ['inal BORM Review included the observations set out below

{among others), with action items refined over tume and changes made to the persons

responsible for those items:

{a) “Adwvisers are consistently using bulk transacting to complete single payments: 47% of
BT files relate to single payments. 73% ol templates are [or 5 or less underlying
payments. Of the single payments, 79%b are general withdrawals. These payments could
be facilitated by AIP.”" The "opportunity / action" identified by Macquarie n all
versions ol the Report was to review the potential to push single payments to ATP.

The Final BORM Review noted that this was “in progress™.

b) “No [raud monitoring 1s completed over bulk transacting: Bulk transacting payment
data does not currcn[ly feed nto any fraud mr_ulil_f_mring systern. Alerts are aqu)rmttLr:aH)'
generated by the BT system and sent to the Fraud team where a fee template
transaction 1s ?->$- These are the only alerts generated lor the Fraud team and they
are not r:uL‘ranly actioned.” The oppom.lrliLy / action dentified in the Draft BORM
Review was to: "Feed BT payment data into fraud monitoring engine. Establish
rules falerts for mvestigation”. In the Final BORM Review, this ()I)p()rl.llf]il.)-'_.f":]L‘.1.i()ﬂ
was recorded as being complete, and an additional opportunity /action, to “inplement

process to review and action reporting”, was to be completed by 10 April 2020,

{c) “Clients are not notified in real time of any transactions completed on their behalf:
There 1s no real ime notification for clients when a payment is made from their

account regardless of the size of the payment or where the payment 1s sent to. The
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clhient 1s reliant on their account statement for notilication of any transactuons.” The

opportunity / action was to implement client notification process for each transaction

processed and this was noted in the Final BORM Review to be in progress.

{d) “No control exusts to stop fee templates being used for other payment types: Fee
templates are used to draw tunds from CMAs to previously nominated accounts. There
15 o active control in place o stop an adviser or dealer group [rom drawing [unds and
using those funds for things like equities purchases. Ancedotal evidence of this exists.”
The opportunity / action was to review the potential to mplement a limit on fee
template values. The Final BORM Review noted that this was to be completed by 30

June 2020 as part of a proposed solution design for replacing BT.

The Draft BORM Review also included the observation that “There 15 no clear owner or
SME for the end to end BT process: There 1s currently no owner for the entire BT process
who understands how the teams and systems interact. 1fan issue were to be found how would
it be managed? How are other changes across BI'S considered tor mmpact on BT7 The
opportunity /action in the Draft BORM Review was to create a framework for appropriate
escalation of issues, change management. This observation was rermoved from the final
version of the BORM Review tollowing the identification of a process owner mn an email

trom Head ot Deposits & Payments Products on 16 December 2019,

On 27 August 2019, the Director of ['raud Operations sent an email to the Head ot BIS
Non-Fmnancial Risk and the Fraud Tnvestigations Speciahst with the subject: “RE: BFS FCC
Governance Forum — August 20197, The email outlined that m response to the BORM
Review Presentation, the mitial considerations regarding running the bulk transactions
through the fraud engines are that these will not pick up fraud, as the payment 1s coming trom
the TFA TP address, and have been authonsed via the Vasco token. One option would be that
Macquarie “could remnove all payment types apart from Fees within Bulk Transactions, and
then look for all other payments to be pushed through via AIP — we can discuss the options

as part of the meeting”.

On 9 September 2019, the Operational Risk Manager circulated an updated version of the
Dratt BORM Review, i which he had made changes (requested by the Head of Deposits &
Payments Products) as to the identification of the Macquarie employee responsible for
{referred to as bemng the “owner” of) particular actions identified in the presentation, includmng

to the Head of BI'S Non-Financial Risk and the Head of Deposits & Payments Products.
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On 18 September 2019, the Head ol Deposits & Payrents Products responded to an enquiry
from the Tlead of Chent Solutions asking about the current position on the use of Bulk
Transacting. Tn her email the Head of Deposits & Payments Products stated that her view
was that Macquarie needed to ofler some kind of Bulk Transacting ability to advisers. Further,

the response stated

“the challenge with the current set up 1s that 48% ol payments gomg thru Bulk
Trans are for single line payments and my hypothesis is that advisers re doing this

to get around the SMS that occurs when using AIP.”

. On 25 Septemnber 2019, the Head of Deposits & Payments Products sent an emall to the

Head of BEFS Non Piancial Risk, which was sent to the Director of Fraud Operations, within

which she stated she was:

“oetting mcreasingly concerned that we don’t have fraud monitoring on AIP and
Bulk Transacting. We don’t seem to be able to make any progress with the [raud

team on this matter. Can you help?”

F'rom about 18 October 2019 as a result of recerving notices from ASIC dated 17 October
2019, employees of Macquane reviewed transactions undertaken by Mr Hoplans. As part of
its initial review, in an email dated 23 October 2019 a Fraud Analyst of Macquarie identfied
114 transactions totalling $2,221,343.98 in relation to 14 chient accounts during 2018-2019 in
which Mr Hopkims appeared to have misused his Fees Authority by undertaking Fees Bulk
Transactions [or purposes other than [ees. In an ernail chain on 24 Getober 2019 among
Macquarie employees {(including the Iead of Deposits & Payments Products and the Tead

of Comphance, BFS in RMG, the Fraud Analyst and the Fraud Tnvestigations Specialist):

{a) a Macquarie employee observed that the total amount withdrawn from client accounts
was, on average, over $158,000 per account, “which i1s much too hugh for an annual

fee’; and

(b} the Head of Payments & Deposit Products observed that “the transacuon descriptions
[such as ‘QWLITYBRID.IILPLCMNT.ASX] on each transaction also pomnts to a

transaction other than a fee’.

Also on 24 October 2019, as part of the review described in the paragraph above, employees

of Macquaric decided to revoke Mr Hopkins' Bulk Transacting capabalities.
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Between 5 Decemnber 2019 and 9 December 2019, the Fraud Investigations Specialist haised
with a senior manager in the D&A Team in relation to queries to be run across Bulk
Transacting payment data to assistin implementing monitoring for external adviser behaviour
i1 Bulk Transacting. The email cuthned the Wame!, "Purpose’, ey Indicators’ and
'Oceurrence’ for three queries for Fee Transactions Files and two for General Authority Files.
The Fraud Investigations Specialist asked for an estimate of how much work was involved
and when the senor manager envisaged this could be planned to commence. The senior
manager informed the fraud investigations specialist that, while he needed a few days to make
surc they would be using the correct data, at a high level and cxcluding a particular query
concernmng monitoring of General Authonity transactions, the work was ‘prety straiehifornard’
and would take 7-2 sprint’s worth of effort full time’. As outlined above at paragraph 138, a lSprinL’

was two weeks.

On 6 December 2019, a member of the BFS Operational Risk team reported to the Head of
Dceposits & Payments Products and others that the Fraud Team had provided the
requirements to build a solution to assist momntoring external advisor behaviour i Bulk
Transacting and that the D&A Team had confirmed that the work “is not overly complexc but as

abways, priovifisation is required .

On 11 December 2019, the Fraud Investigntions Specialist sent an email to the Head of
Fmnaneial Intelligence attaching a paper entatled “Bulk Transaction — Transaction Monitoring™

{dated Novemnber 2019}, The paper:

{a) reported that the BFS Fraud tearn had “scoped out” queries that the DD8&A Team would
build and that would be run across Bulk Transacting payment data, The assignment of
operational roles and responsibilities for managing and escalating those alerts would

then be developed,

(b} In relation to the three Fee Transaction File Queries being developed by the D&A

Tearn:

1. “Hxcessive Fees”, it was identitied that the purpose was detect advisers
that are processing a high number of fee transactions through Bulk
Transacting thatare outside of their normal threshold. The key indicators

identified for this were the mount charped to the clients account
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frequency ol payments and not in line with other businesses. This was to

oceur weekly;

i “Misuse of Bulk Transacting Fee File” | it was identified that the purpose
was to deteet where an adviser who only held Fee Authonty was
processing “gencral authornity” transactions through Bulk T'ransacting.
The key indicators identified for this were “[lJarge transaction amounts™
and “[tflransaction narrative that does not mclude “fee™. This was to

oecur weekly;

u. "Credit Transactions in Fee File™ — the purpose was to deteet where an
adviser was processing credit transactions into client accounts through
the Bulk Transacting l'ee Transaction [ile. The key indicator was that a

"Transaction flag 1s "C". This was to occur weekly.
{£) Two other General Authonty [ile Queries were also developed.

{d) Next steps were noted as bemng for the Data and Analytics 'eam to commence work
on building the queries commencing December 15% assignment of operational roles

and responsibilities for managing and escalating alerts o be developed.

190. On 18 Decemnber 2019, the Final BORM Review was sent by the Operational Risk Manager
to managers in the BFS tearn including the Head of Deposits & Payments Products and the

COO, Wealth Management, BFS.

191. On 19 December 2019, Macquane recewved a report from Deloitte, headed “Deloitte
Assessment of Macquarie’s Cash Management Accounts Against ASIC Report 584

Recommendations. Within this report, i relation to two of the findings:

{a) Finding 3 stated: “Our assessment identified that randorm audits of advisers to review

tor unauthorised transactions was not conducted™,

(b} Finding 4 stated: “Our assessment identified a number of initiatrves which Maequarie
are undertaking and implementing to tully address ASIC REP 584, these include: 1.
Customers push notifications/ SMS for adviser-initiated transactions by January;, and
2. Improving the monitoring systemn of advisers by utihsig specthic triggers to dentity

potental instances of adviser fraud by 20207,
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192, In late January 2020, Macquane completed irnplt‘.rm—.‘rllau(m ol notlications to alert ChA

holders of transactions that had been inmitiated by an adviser {except in relation to transfers to
nominated accounts on Macquane’s wrap platform). Macquarie had communicated to ASIC
on ¥ December 2019 that 1t had built the technological solution [or push notilications but
that it was delaying inplementation until before the end of January 2020 to ensure it had the
right client communications in place. When the payment was initiated by Bulk Transacting or
AIP, CMA holders who had Macquarie’s mobile banking app (“mBanking”) recerved a real-
time notification, with the transaction details, tl'u'ough that app. CMA holders who did not
have mBanking instead recerved an SMS notitication of the transaction. CMA holders could
opt out of recewing these notifications by de-selecting the option m mBanking, calling

N‘Iacquzu‘ie:;s contact centre, or prov 1du‘1g written instructions.

Mr Hopkins' fraudulent conduct — October 2016 to October 2019

193,

194,

Between 14 Getober 2016 and & October 2019, Mr Hopkins fraudulently executed 167 Fees
Bulk Transactuons on clients’ CMAs using the 'ee Payments template in circumstances where
QW Pty Ltd or QWL Asset Management Pty Ltd relevantly held only a Fee Authority (and
Government / Tax Authority) for the relevant clients and the transactions were outside the
scope of the applicable Fee Authonty, that s they were not for payment of fees owing to
QWL Pty Ltd, QWL Asset Management Pty Ltd or Mr Hopkins. Details of the unauthorised

transactions are set out in in Annexure C to this SOAF. Annexure C also identifies:

{a) 1n italics, other transactions which were included in the same bulk transacton fles as

the unauthorsed transactions; and

(b) m underline, other transactions which were included in the same bulk transaction files
as the unauthorised transactions, but which were rejected because ol insullicient [unds

in that client’s account.

By this conduct, Mr Hopkins misappropriated $2,938,750 [rom 14 CMAs held by 13 clients.
Of those 167 transactions, 97 were the subject of 85 $-A1crts. In executing the 167 Fees
Bulk 'T'ransactions, Mr Hopkins used narratives that were inconsistent with use reliant upon
a l'ee Authornty. Rather, the narratives mdicated that the transfers were for imvestment
purposes. The bank staternents for the relevant custorners also contained monthly deductions

of between $211.00 and $2,887.34 with the transaction descriptions including 'QWL MG'T'
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FEFE. The [requency or irregularity by which Hopkins executed the 167 Fees Bulk

Transactions was inconsistent with the charging of monthly management or advice fees.

. During the Penalty Period, Mr Ilopkins 1'11isuppr0[_)rialed $701,300 [rom clients’ ChAS.

. 'The misappropriated funds were transterred into the account nominated by Mr Hopkins as

the account for the payrment of fees and the [unds were used for his own benefit.

Durning the Relevant Period until about 17 October 2019, Macquarie engaged m no targeted
moniLrJring of Bulk Transactions conducted by Ross Ilopkius. From about 18 October 2019,
Macquarie reviewed transactions by Mr Hopkins as a result of the receipt of ASIC notices
dated 17 October 2019. This resulted n the decision to revoke his bulk transacting capabilities

on 24 October 2019,

On 25 May 2021, Mr Hopkins entered a guilty plea i response to charges of having

s » P g i2] P g 2
committed 15 indictable oftences of engaging in dishonest conduct n relation to the
provision of financial services under ss 1041G and 1311(1) of the Corporations Act, and was

convicted of those offences.

. Mr Hopkins admutted in a staternent he made in the criminal proceedings in which he was

convicted (Lmd which l\fIzicquziL'it' wias not a party LrJ} that }_}y erlleri_ng his guilt}-' plea:

{a} he made [alse representations regarding the nature ol the unauthonsed translers in
order to conceal his dishonest conduet and avoid detection by an independent

portfolio administrator and an accountant engaged by one of his clients;

(b} for each of the unauthorised transfers he, via his online access to the ClMAs entered
misleading transfer descriptions consistent with transfers for investment purposcs
which would appear i the eventual account statements issued 1o each clent by

Macquarie;

{c) by entering the transter descoptions “ASX”, “HYBRID” and “PLCMNT”, he
intended to conceal the true nature of the transfers, which he knew were not
authorised, as these descriptions were consistent with descriptions used for legitimate
transters and, therefore, they would appear to a client to be for the purpose of

legitimate investments; and
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{d) he engaged in dishonest conduct in relation to the provision ol [inancial services by

making those unauthorsed transfers and misappropriating the funds.
K. EVENTS AFTER TIHE RELEVANT PERIOD

200. Macquane designed a fraud monitoring program for Bulk ‘l'ransactng (Bl Fraud
Monitoring Program) with an initial set of automated transaction monitoring rules

operational by the end of May 2020, and further rules implemented in October 2020.

201. The momtoring rules contained in the BT Fraud Monitoring Program are designed to detect
various indicators of frand through the Bulk Transacting facility are set out in full at
Confidential Annexure A, over which the parties will seck suppression orders at the hearing.
These include general monitonng rules tor all Bulk Transactions, as well as additional specific
rules which apply to Bulk Transactions wutiated via a Fee Template. Rules 0 to 3 in
Confidential Annexure A relate specifically to Hees Bulk I'ransacting and those rules were

put in place as follows:
{a) 'The rules now known as Rules 2 and 3 were put in place in May 2020; and
{b) The rules now known as Rules 0 and 1 were put in place i October 2020,

202, Of the rules applicable to transactions initiated using the Fee Template, under the BT Fraud

Monitoring Program, the significance ol Rule O was that all single transactions over $-

an alert 15 set out in Annexure A to this SAFA. This alert was the same as the ?ﬁ-r\]?rt
excepl that it was sent to a dillerent email distnbution list and Macquane introduced written
proccd ures [or the 1'11r)nilorir1g, review and irl\lcsligitiuu of these alerts. All alerts which Lriggcr
Rule § undergo manual investigation by the Adviser Mamtenance Team, and, if necessary, are
escalated to the Wealth Distrbution Risk Tearn for further investigation and consideration.
The Rule O alert and the review of the alert do not rely on the use of IBM 12 Suite or 1Base.
Subsequent actions can include contacting underlying custorners to query the transactions
and determine their validity, From 3 September 2019 until 8 October 2020, Macquarie’s
systems did not generale $- Alerts. This was an nadvertent consequence of the

decommissioning of a legacy system.

=]
o

. In around late 2020 or early 2021, employees of Macquarie undertook a back-book review ot

all transactions processed between 1 November 2019 to 30 November 2020 using a Fee
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Template [or over $- (Backbook Review). The purpose ol the review was to identily
whether conduct similar to that of Mr Iopkins had been oceurning with other financial
services professionals. The Backbook Review did not dentify any tnstances of fraudulent

Lransaclions.

A portion of the period covered by the Back Book Review was a period when Macquarie had
unplemented push notilications {(rom mid-January 2020) and also a period when Macquarie
had implemented both push notifications and monitoring of Fees Bulk Transacting, No other
review of that type to identity fraudulent misuse of Fees Bulk Transacting has been conducted

by Macquarie for the entire Relevant Period.

. Since May 2020 (in regards to at least Rules 2 to 3 at Confidential Annexure A and October

2020 (in regards to all of the rules at Confidential Annexure A), Macquane has undertaken
transaction monitoring over Fees Bulk Transacting as outlined in paragraphs 200 to 202
above. Macquarie has informed ASIC that from May 2020 to the date of this SAFA, no

mnstance of frandulent conduct by an adviser has been identified through this monitoring,

. In December 2021 to January 2022, Macquarie made ex gratia payments in the sum of

$3,548,824 to 12 of Ross Hopkins' chents who had been mpacted by the unauthonsed
transactions (the remaining one client cid not require remediation; as that chent had been

reinbursed by Mr Hopkins). Macquane remediated those clients in full, which involved:

(a) repayment of the amount Mr Hopkins had taken from his customers’ accounts

(less any recovered by the customer);

b) interest on the amount mn (a) above, at the greater of the CMA and the RBA cash

rate on each day plus 6%, from the date of withdrawal untl 10 January 2022; and
(c) a goodwill payment of $10,000.

OTHER MATTERS

CMA Customer base

207.

As at August 2017:

{a) over halt a million customers held a CMA with Macquarne; and
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by there was over $26 billion of funds under managernent or on deposit in respect ol

CMA products.
208, CMA custorners:

{a) were mostly advised, (that 1s, most CMA customers had external financial advisers,
sellbmanaged superannuation fund (SMST) admimstrators, stockbroking firms or
accountants associated with their account). As at August 2017 the proportion was

more than 85% of funds under management
()] were generally long term customers;

(c) were mostly companies or trusts, inchiding SMSFs. These customers comprnsed

more than half of Macquarie’s CMA customers; and
{d) where they were a natural person, had an average age of around 57-60.

209, ASIC found that of the Australian banks it reviewed 1n Report 584 Macquarie had issued the

most adviser-operated deposit accounts 1n number.
Volumes

210. During the Relevant Period, the value of transactions effected using the Fee Payments

temmplate ranged from $173,683,532 to $476,506,321 per calendar month.

211 Set out at Annexure B is data on the volume of Bulk Transactions that were processed each

month over the course of the Relevant Period (necluding the share of transactions using the

Fee Payments ternplate). In that annexure, the following data has been set out lor each year

and month {ie column A and column B):

{a) column C: the total number of all Bulk T'ransactions that were processed during

that month;

by column D: the total value of all Bulk Transactions that were processed during that
month;
() column E: the total number of all Bulk Transactions that were processed using

the Fee Payments template during that month;
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(&) column F: the total value ol all Bulk Transactions that were processed using the

Fee Payments ternplate during that month;

{e) column G: the total number ol all Bulk Transactions that were processed using
the Fee Payments template during that month in respect of Fls that had authonty
to deduct fees but did not have authority to make transactions for any purpose;

and

(f) column H: the total value of all Bulk Transactions that were processed using the
I'ee Payments template duning that month in respect ot s that had authonty to

deduct fees but did not have authonty to make transactions for any purpose.
212. The table below sets out:

{a) the number of Adviser Busmesses (with Admin Office Codes) and associated
Advisers (who were natunal person Representatives) (for which there 1s overlap)

who had access to Bulk Transacting during the Relevant Period

b) the numbers of relevant TP As held by Fls with Dealer Codes:
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Access to Bulk Transacting Number Fee | Number of | Numher of
Authority only | General both  General
Year Adviserswho | Adviss TPAs held by | Authority  only | Authority  and
: FlIs (allocated | TPAs held by FIs | Fee  Authority
could Businesses : 2
conduct i 1 for Dealer Codes) | (allocated Dealer | TPAs held by
' G i
Bulk Bulk Tronsactiig odes) I'ls (allocated
Transactions | either as Fls or Bedleriodcn)
on behalf of | representatives of
an  Adviser | Fls (and
Business allocated Admin
Codes)
2015 1,712 1,011 24,486 513,848 33,220
2016 2,051 1,116 25,807 596,132 35,179
2017 2,439 1.223 26,409 636,495 36,572
2018 2,661 1,291 26,880 665,462 37,888
2019 2,760 1,32 27,382 697,156 38,420
2020 2,757 1.330 27.366 132,929 38,306
213. The:
{a) Fee Payments templates; and
b) Legacy ternplates used where the transaction type was histed as ‘Fees’;

that were uploaded gencrated the followmng ‘S-Alcrts (by month):
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IS-A]eﬂ:s generated by Fee Payments template

|Period
land Legacy template

Septernber 2015 a0
Cctober 2015 92
November 2015 72
December 2015 31
January 2016 TG
Febnuary 2016 73
larch 2016 67
lApnl 2016 a3
MMay 2016 s
June 2016 02
July 2016 103
August 2016 91
Septernber 2016 86
(Oetober 2016 &3
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IS-A]eﬂ:s generated by Fee Payments template

|Period
land Legacy template

November 2016 76
December 2016 33
January 2017 85
February 2017 7
MMarch 2017 107
IApril 2017 a4
Mlay 2017 95
Tune 2017 129
July 2017 102
Aot 2017 102
September 2017 96
(Oetober 2017 103
MNovernber 2017 92
December 2017 75
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IS-A]eﬂ:s generated by Fee Payments template

|Period
land Legacy template

January 2015 97
February 2018 75
March 2018 30
lApril 2018 81
Ilay 2018 39
Tune 2018 112
July 20013 108
lAupust 2018 117
September 2018 70
October 2018 L]
November 2018 76
December 2018 91
January 2019 105
Febrary 2019 23 |
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IPeriod beﬂs generated by Fee Payments template
land Legacy template
March 2019 105
\April 2019 o7
MMay 2019 97
Tune 2019 136
July 2019 119
lAugust 2019 103
September 2019 g
October 2019 0
November 2019 0
Decemnber 2019 8]
January 2020 0

214, After the mplementation of Rule 0, Macquane created a 'whitelist’ of adviser groups whose
transactions were not required to be manually monitored. The figures in the above table at
patagraph 213 include $- Alerts 1n respect of adwviser groups who were ultrmately

whitelisted and whose transactions would not be manuvally monitored by Rule 0.
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Supplementary Facts — Financial Information

215, Macquare’s net operating income, net profit after tax, total assets, and net assets in respect

of the [inancial years ending on 31 March in each of 2016 to 2020 are set out in the table

below:
Py Net Operating Net Profit after Tt Rrr e
Income mx
FY 2016 £5,643,000,000 $1,0150,000,000 $181,600,000,000 | $12.710,000,000
FY 2017 $5,621,000,000 $1,221,000.000 $167,441,000,000 $12,5858,000,000
FY 2018 $5,002,000,000 $1,023.000,000 $173,218,000,000 $13,103,000,000
FY 2019 $5,011,000,000 $1,066,000,000 $163,000,000,000 | $11,240,000,000
'Y 2020 $6,172,000,000 $1,207,000,000 $226,136,000,000 $14.227,000,000

216. Macquarne was at all material times a subsidiary of Macquarie Group Limited (MGL), which

was listed on the Australian Securties Fxchange. MGIs net profit after tax, total assets, net

asscts and market capitalisation in respect of the financial years ending on 31 March in each

of 2016 to 2020 are set out in the table below:

} Net Profit after Market
Ly Total Assets Net Assets
tax Capitalisation
FY2016 | $2063,000000 | $196,755000,000 | $15664,000,000 | $22,491,000,000
FY 2017 $2,217,000,000 B182,577,000,000 $17,270,000,000 $30,700,000.000

Australian Securities and Investments Commission v Macquarie Bank Limited [2024] FCA 416

89



71

MNet Profic after Market
FY ‘I'otal Assets MNet Assets
tax Capitalisation
FY 2018 $2,557,000,000 $191,325,000,000 $18,180,000,000 $35,024,000,000)
FY 2019 $2.982,000,000 $197,757,000,000 318,364, 000,000 $4440,0052, 000,000
FY 2020 | $2731,000,000 | $255,802,000,000 | $21,784,000000 | $30,388,000,000

217. As at 31 March 2019, Macquarne and its related body corporates had an 'annual twrnover’

within the meaning of the Coiporations Aet 2007 (Cth) ol more than $5,250,000,000.

218. On the basis of the fact above at paragraph 217, the maximum penalty for a single
contravention of s 912A(1)(a) by Macquarie for conduct commencing trom 13 March 2019

to 15 January 2020 15 $525,000,000.
Supplementary Facts — Organisational Structure of Macquarie and BFS

219, The employees i the followng roles had the tollowing reporting: lines during the respective
periods they are each referred to from paragraphs 126 to 192 above (in the section of this

document headed "Macquare's conduct during the Relevant Period"):

{a) the 'Head of Deposits & Payments Products’ reported to the "Head of Banking Product
and Technology', who in turn reported to the "Head of Product & Technology'. The
Ilead of Deposits & Payment Products was responsible for the product management
ofvarous Macquarie products including Cash Management Accounts, Term Deposits,

Business Banking Deposits and Credit Cards.

(b) the "Head of Wealth Product and Technaology’ reported to the "Head of Product and
Technology'.

{£) the 'Director of Fraud Operatuons' reported:

1. from 5 October 2018 to 25 July 2019, to the Head of Financial Intellipence;

and
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i [rom 26 July 2019 to 25 Seplemnber 2019, to the Head of BFS Non-Financial
Rusk.

{d) the Head ol Financial Intelligence’ reported to the Head ol BFS Risk Central' untl 9
July 2019, The Head of Financial Intelligence was responsible for the duties of the BES
Fraud Team including to undertake transaction monitoring on high rnisk products,
undertaking internal and external investigations where needed, liaising with industry
and law enforcement, identifying intelligence cells or threats for retail clients, and

preparng and providing traming and awarcness programs.

{e) the 'Head of Compliance BFS in RMG' reported within the Compliance Division of

RMG, with a secondary reporting line to the '"Head of BEFS Risk Central'.

{f) the 'Head of BFS Rusk Central' (which role later became referred to as the Head of
BES Non Financial Risk’ as at 8 February 2019) reported to the 'BLS Chief Operating;
Ofticer’. The Head of BI'S Risk Central was responsible for the BI'S Operational Risk
Team and the BFS Fraud Team.

(g) "The Head of Wealth and Banking Operations' reported to the "Head of Service Sales
Centre & Operations’ (who in tum reported to the BFS Group Head) until April 2018,
and then from Apnl 2018 to the 'BFS Chiel Operating Oflicer'. The Head ol Wealth
and Banking Operations was responsible for preparing budgets, forecasts and
strategies for the Operations Teams and representing the Operations Teams

dealings with other tearns and stakeholders in the BFS Group.

(h) The 'COO, Wealth Management, BFS' reported to the 'Head of the Wealth

Management Division', who reported to the "BFS Group Head'.
{1y The 'Head of Product & Technology' reported to the 'BFS Chiel Operating Officer'.
{i) The 'BFS COQ' reported to the 'BFS Group Head'.

{k) The 'BFS Group Head' was the executive of MGL responsible for the BFS Group and
reported to the Chiet Executive Othicer of MGL.

In regards to cach of the above employees, any minor changes in role title have not heen

reflected where there has been no substantrve change in that employee's reporting line.
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General Fraud

220. Macquarie prepared monthly Fraud Dashboard reports as part of its BFS Risk Reports, which
were presented at the BFS Risk Commitiee. These typically included statistics regarding [raud-
related mcidents, which Macquarie had identified through its fraud monitoring activities, as
well as customer complaints and mternally identified issues that were referred to the Fraud
Team [or investigation, by the category ol [raud alTecting BFS products, the calegories ol
fraud-related incidents, and monthly commentary on fraud-related incidents and
ivestgations across BES with a focus on emerging trends and particular incidents of concern.
The liraud Dashboards did not expressly use the term "adviser fraud', but this type of traud,

1f it was identified, would be caught by other eategornies.

B3
5

. By way of example, over the Relevant Penod, the ["raud Dashboards record:

{a) 19,781 mstances of attempted fraud in the credit card category with an attempted

value of approximately A$31,725,000;

by 2,323 instances of attempted fraud in the "onhne" (later renamed retail/online

fraud) category with an attempted value of approximately A$28,342,000;

(o) an merease in Macquarie's fraud detection rate for online and mobile banking, and

; e

(S)] total losses (across all typologies of [raud) of AB6,270,000.

222. The Fraud Dashboards in the Relevant Period did not expressly refer to the fraudulent misuse
of Fees Bulk Transacting by Mr Hopkins or include those customers' losses during the

Relevant Period

223, In its Report 584 (_L'eferred o at paragraph 149 above), ASIC stated that it had not [ound
widespread musconduct in relation to adviser-operated deposit accounts offered by the banks
the subject ot its review, but noted that the potential impact of fraud on indwidual customers
was significant. ASIC also found m Report 584 that Macquarie had issued the most adviser-
operated deposit accounts in number, In the reports referred to in Seetion J of this SAFA,

Macquarie recogrused the risk of such misconduct.

&3
2

4. The only wstances of fraudulent misuse of Fees Bulk Transacting that were identified by

Maecquarte durmng the Relevant Period were the mstances relating to Mr Hopkins.
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225. Where musconduct by Financial Interrnediaries in relation to adviser-operated accounts

oceurred, the potental impact on individual customers was significant,

226. Controls relating to the use of Bulk Transacting by Financial Interrnedianes included:

(a)

(k)

©

)

Maecquarie had onboarding controls and processes to check the AFSL of Fls and
their representatives when they registered with Macquarie, including checking
those AFSL holders on a regular basis to ensure they remained appropriately
licensed to engage i the services which they sought to provide using Macquarie's

products, and to ottboard financial advisers who had been banned from practicing.

As set out at paragraphs 56 to 59 above, [Fls and their representatives had to give

undertakings to Macquarie in order to gain access to Bulk Transacting.

There was an onboarding procedure to check that the pre-nommated bank account
into which Fees Bulk Transacting payments were made (as outlined n paragraphs
56 and 65(a) above) was m the name of the company that had registered for access

to Bulk Transacung,

Macquare had processes 1o ensure a customer had in fact granted a TPA to an FI,
and were informed of the nature of the TPA in terms outlined from paragraphs 39
to 52 above. That included a requirement for a customer to fill and sign a TPA
form, providing the documents headed 'Product Information Staterments’, 'Further
Information Guides', and issuiug welcome letters to the customers setLiug out the

TPAs.

Macquarte had systems to ensure transactions by an FI were done by an FI's
represcntative and not an unauthorised third party. The portal through which an
FI's representative could enter Bulk Transactions required correct login and
password details to be entered, along with a sbi—digil code shown on a physir;ul

VASCO token {as set out at paragraph 64 above), which frequently changed.

Customers could have 24-hour access to their CMA transaction history through
clectronic banking and mobile banking and bank account statements were made
available halt-yearly by default or more frequently if requested (which were

themselves available online, or mailed to customers if they opted to recerve
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staternents that way). This was explained to customers in the Product Information

Staterments for the ChA.
Supplementary Facts — Function of RSA Adaptive

227. R8A Adaptve (also referred to as RSA Adaptive Authentication or REA AA) was an "oft
the-shell” automated authentication and fraud detection syslermn, that used pre—buili
transaction monitoring rules which were designed to detect unauthorised access to a chent's
account (including over CMASs), which Macquane mmplemented during the Relevant Period.
As set out at paragraph 94 above, transactions conducted through Bulk Transacting were not

monitored by RSA AA

228. There were technical hmitations which meant it was not possible from the outset for

transactions conducted through Bulk Transacting to he monitored by RSA AA, including

because:
() RSA AA was unable to operate on the legacy platform used to process Bulk
I'ransacting files duning the Relevant Period.
b) RSA AA had pre-built transaction monitonng rules which were not designed to

dt!Lt!Cl L‘L’L{leule[ll LL'H.[ISL{CL‘[OIIS b",’ {ld\r’iSt‘L’S W’l’lO were auLhurised o access lhc

accounts and had otherwise logged into their accounts normally.

229. A 2015 business requirements document relatng to the 'Fraud Management Programme’

records that as part of the process ot implementing RSA AA, Macquane had determined that:

{a) RSA AA should operate to detect Thurd Party Fraud: le, frand oceurring without
the knowledge of the client whose mformation 15 used to comnut the fraud (eg, an
unknown third party obtaining a chent’s login details through socal engineering,

skunening or phishingy.

by Intermediary Fraud’ (ie, frand committed by an intermediary, such as a customer's
adviser or FI} would be out of scope. That decision was made on the basis that
Macquarie's assessed that ‘Third Party Fraud presented the highest fraud risk

exposure tor BIS.

230. Macquane was unable to identify an “off the shelf” traud monitoring solution, with pre set

transaction monitoring rules and related data analysis capability, available to address the
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general risk of [raud by Financial Interrnediaries over the Bulk Transacting [acility {such as
the fraudulent nstances involving Mr Iopkins) (albeit, in regards to Fees Bulk Transacting
and the specitic risk of advisor misconduct, it was open to Macquarie to manually monitor
the $- Alerts dunng the Relevant Peniod). In order to develop a techmeal solution,
Macquarie needed to design bespoke transaction monitoring rules and analysis (see

Confidential Annexurc A).

231. Macquare encountered technical difficulties in using the IBM 12 Software which it used in
designmg its transaction monitoring rules, including because the software was not compatible
with Microsoft Ottice 2016 (as described above at paragraphs 138, 160, 166, 169, 171, 172(a)
and 172(d) and 173(b).

Previous contraventions

232. Macquane has not previously been tound by any court to have contravened s912A of the
Corparations Aet 2007 (Cth), and no court has previously made any declaration that Macquarie
has contravened a cwil penalty provision under the Corporafions Aef 2007 (Cth) or made any

order that Macquarie pay a penalty on such a contravention.

233 On 23 August 2016, the Supreme Court of New South Wales found that Macquarie
Investrnent Managernent Limited (MIMLE) had contravened ss 601FC(13{b) and 601FC(5)

of the Corporations Act.” At that time, MIML was a subsidiary of both MGL and Macquarie.
Co-operation

2534, On about 22 Septernber 2020, ASIC commenced an investigation into Macquane regarding
its CMA and the conduct of Mr ITopkins in the period October 2016 to October 2019 (the
Investipartion). The Investigation concluded on about 4 April 2022 on the commencement
of this proceeding. During the Investigation, Macquarie engaged openly and transparently
with ASIC in relation to the Investigation, including: engaging in voluntary meetings with
ASIC concerning the investigation and remediation of customers; Macquaric data specialists
met with ASIC on a voluntary basis to provide information about the availability and structure
of data that could be provided to ASIC; and Macquarie also provided a written submission
to ASIC,

L In the maiter of Macquarie Investment Manggement Limited [2016] NSWSC 1184,
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235. Since the commencemnent ol this proceeding:
{a) Macquarie agreed to a staternent of agreed facts filed on 24 February 2023;

()] Macquarie responded promptly to requests by ASIC for clanfication and the

production of documents in connection to this proceeding; and

() i March 2024, Macquaric attended a mediation in good faith with ASIC and as
part of that process adnutted to liability m this proceeding, including by agreemg

to the facts and contraventions set out w1 this docurnent.
M. CONTRAVENTIONS OF s 912A(1)(a) OF THE CORPORATIONS ACT
236. Por the purposes of the Proceeding, Macquarie makes the tollowing admissions.

237. The CMAs were deposit-taking facilities made available by an ADT in the course of its banking
business. As such, they were each a “financial product’ within the meaning ot s 764A(1) (1) of
the Corporations Act. In deahng m CMAs and Fee Authorites, Macquane provided financial

services within the meaning of ss 760 A(1)(b) and 766C(1) of the Corporations Act.
238, These financul services were covered by the terms of the AFSL.
239. Further to the matters referred to above, Macquarie admits that:

{a) Between 1 May 2016 and 12 March 2019, Macquane [ailed o do all things
necessary to ensure that the financial services covered by its Onancial services
licence were provided efficiently, honestly and fairly, as a result of Macquarie not
unplementing ellective controls to prevent or detect transactions conducted by
third parties through Macquane’s bulk transacting systemn that were outside the
scope of the authornty conferred on them that only permitted them to withdraw
their fees from their clients” Cash Management Accounts, such as the fraudulent
transactions made by MrRoss Iopkins. Macquarie thereby contravened s

912A(1)(a) of the Corporations Act.

by Between 13 March 2019 and 15 January 2020, Macquarne failed to do all things
necessary to cnsure that the financial services covered by its financial services
licence were provided efficiently, honestly and fairly, as a result of Macquarie not

immplementing effective controls to prevent or detect transactions conducted by

Australian Securities and Investments Commission v Macquarie Bank Limited [2024] FCA 416

96



78

third parties through Macquarie’s bulk transacting system that were cutside the
scope of the authority conferred on them that only permitted them to withdraw
their fees from their clients” Cash Management Accounts, such as the frandulent
transactions made by MrRoss Hopkins. Macquarie thereby contravened

s 912A(1)(a) and (5A) of the Corporations Act.

Nicolette Bearup, Litigation Counsel, ASIC
Solicitor for the Plaintiff
Date: 16 Apnl 2024

A

Michael Hershan, Litigation Counsel, ASIC
Date: 16 Apul 2024

Iz fteld

James Campbell, Pariner, Allens
Solicitor for the Defendant
Date: 16 Apnil 2024

Australian Securities and Investments Commission v Macquarie Bank Limited [2024] FCA 416

97



79

Annexure A:

Example $-Al ert

MAC 0501.0004 00E3

From: BIPUSERE macquarie com.au

Sent: Thursday, & Decermber 2016 2:12 P

Toe BFE S0 Bulk Trarsactng Fee File Raview

Subject: Foa paymant file - CMH Bulk Transazting processed fils excoodnd maximum
trarsaction limit

The tollcmlngm file has been in MIMS and waluE 5

greater than

Fila refarence: QWLP4170

MIMS processad date and tme: DEM2/2018 14:11
Admin office. QWL PTY LTD

Destination bank account detads:

-BSB:

il
- Account Number:
- Actount Nme@
Total § value of file:
Ne. of transactions in file: 1

Maximurm transaction value ($) 355 000.00
Mo, of transactions greater than 5[ 1

This email and ary attachment & confidential. IF you are not the intended recpient, please delete this

messags. Mar.quane does not guarantes the integrity of any emails or sttachments. For important
an ion ascul the and reguialed status of Macquarie Group enlities

please see www macquarie, com/disciosures

Lixample Rule 0 Alert

MAC.0539.0001.0930

From: BIPUSER@macquarie.com.au

Sent: Thu, 25 Feb 2021 14:44:04 +1100

To: BFS CO Adviier Maintenance

Subject: Fee payment file - CMH Bulk Transacting processed lile exceeded masimum

transaction limit

The following CMH Bulk T been processed in MIMS and maximum
transaction value is greater than

File reference: FEES1734

MIMS processed date and time: 25/02/2021 14:43
Admin office: FEES & COMMISSIONS
Destination bank account details
NEERREDACTH

- Account Number STENEISIENY

- Account Name: FEES & COMMS CBT CLEARIN
Total § value of file: $313313.46

No. of transactions in file: 6

Maximum transaction value ($): $130.000.00

No. of ransactions greater than S 4

‘I‘Naam-imany ummnl s confidential. If you are not the intended recipient, please
delete this does not the intagrity of any emails or
aftachments. For important J about the and
regulated status of Macguarie Group anubes please see: www.macquarie com/disclosures
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Amnexure B: Volume of Bulk Transactions that have been processed each month over

the course of the Relevant Period

A B C D E E G H
# .
# # Transactions = [ Amount — Fee
Transactions Amuount.— Bulk Amount.— Fee
Year Month Transactinns — Fee template and template ancd
—Bulk Transactions () template (%)
Fee template fee authority fee authority ($)
Transactions
2016 Way 87,142 51,276 174804244 7,040 3,393,396
2016 June 57,995 199,289,016 7,133 3035142
2016 Juls 105,882 1,423,058 304 55,216 195,468,015 8,260 6,535,701
016 August 1,639.590.651 50,191 223,205,713 6,792 3,502,347
2016 September 5,820 184,404 095 7,003 3,488 524
2016 Cletaer 167,355 S46E0 220 paei04 8,278 5,634,323
a0le 157082 1,358.000,127 208,708,165 3,525,329
e Tracember 106,358 56,9006 65,6754
2017 lamuary w6612 54,531 194,803,533 1,407 ERATENE]
amy | = 741,857,819 53,187 7,186
2017 Tzrch 120,475 3,70 24337007 6723 2,328,979
2017 Agpril 1,447 357 557102 @007
207 Wiay 0 R,266,150 55621 23712185
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A B L1 I E E G H
# .
5 # # Transactions = |  Amount = Fee
Transactions Amuount— Bulk Amount—Fee
Fear Month Transactions — Fee template and template and
- Bulk Transactions ($) template (%)
Fee template fee authority fee authority ($)
Transactions
2017 June 128,138 2,525,585,854 Lz 233,174268 6,323 7,450,359
2017 July 125,685 2,0605,540,835 4,580 8,221
2017 111,421 54,101 230192551 2,790,308
017 September Tle0es 148 0,381 it 24042 6,310
2017 Cetaber 126,379 3,135 2210 9,118,657
2M7 | Mavember 70BR 2,108,501 374 Hi,N 2 275,540,178 6,426 i,
201 Lrecember 118,115 2016,674170 1,155 476,503,890 6,367 4,281,603
ame | January 15,055 5,528,678 0,776 269,204,735 7849 5,
201a Debroary 1212065 6,085
2018 March 122,497 2,020,510,850 G255 6,354 TBs3572
013 April 18,778 59,306 7,545
2018 May TS5 2,245,228.051 6,140
M4 June 130,312 2.221,765,340 3,401 FA0544,490 065,268
2018 July 126,674 2,052,247 475 0574 338,773,223 7489 5,803,804
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A B L1 I E E G H
# .
5 # # Transactions = |  Amount = Fee
Transactions Amuount— Bulk Amount—Fee
Fear Month Transactions — Fee template and template and
- Bulk Transactions ($) template (%)
Fee template fee authority fee authority ($)
Transactions
2018 August 122,743 2,241,147,104 57,634 353,302,707 5867 3,977,618
2018 September 113,289 1.903,852.9 20,541 204 580,202 5573
2018 Oletaber 131928 63,171 00002747 6,953
2018 110491 1,300.048,557 S0 271,825,198 St 2,804,066
2018 Docemnber 12,077 58,745 5562 3,
209 January Co.417 ,A474,184.3M 58,102 279,452,028 6,258
2019 ebroary 112.67%6 1,025,116,848 53,552 4522 2685820
o019 | Mareh 94 73 58,764 4970 3,7907,67
2010 Aprd 117,153 26,412 234,668,553 5,820 4,405,530
010 May 135,704 24598 370,247,162 5473
5019 TJune 127,172 955,351,527 0515 4,105,980
2015 July 136,686 G3,825 424 07,440 6,034
me Agust 2,403,327 955 51,71% 4775 2,795,870
2019 | Seplember 19,707 2,199,016,894 57,750 370,955,627 4673 2,145,818
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A B L1 I E E G H
# .
5 # # Transactions = |  Amount = Fee

Transactions Amaount = Bulk Amount—Fee

Fear Month Transactions — Fee template and template and
- Bulk Transactions ($) template (%)
Fee template fee authority fee authority ($)

Transactions
2019 Cletaber 143,308 2477075988 C6,320 365,185037 6,425 5042754
2019 November 2,454,5326,103 53,395 354,126,500 4627 3,061,750
2019 | Gecember 124,388 2,34 58,270 315,177,636 4577 3,342,783
G020 Jenary 60,625 T 150,082,281 3,363
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Annexure C: The Hopkins Conduct - the 167 Fees Bulk Transactions grouped by use of

a I'ee Payments Template

il Ateree

Nao. Date Transaction Narrative Hopkins Client. Amaunt
1 WL FLCMINT VL
2 WL FLCLNT VL
3 014112016 QWL PLCHT W1
CWLFLCMNT L $12,500
5 104112016 QWL PLCMNT L 45000
8, QWL PLCMNT e
7. QWLPLCMNT L $15.000
8 30/12/2016 QWL PL s $3,650
G WL FL T #25,000
10. Qs SR §5,000
1022017 WL PTLOWINT
= 17,000
12: 03/02/2017 QWL PLCWINT KEP $1,100
13 K
4 | 01037007 WL PLANNT KT §15,000
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No. Date Transaction Narrative Hopkins Client. Amount 5-419.1'[?
15 03/03/2017 COWL PLCWINT L $4,400
L 5,500
16 OWLPL
kF fo,500
17, L $20,005
T $12,507
18
k¥ $12.500
L #7750
18,
P §7,750
a0, L
21 03/05/2017 L $17.500
2% JL $5,000
23 25/05/2017 JL §5,500
24, 01/06/2017 CWL.PLCMMNT.ASK JE §45,000
JL
VL Fo2s
26. YL
27 23/05/2017 VL
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86

P rrere

No. Date Transaction Narrative Hopkins Client. Amount
28, 2706 2017 QWL PLCMINT. ASX VL
20, L 12,500
30 074072017 QWL A L §24,50
31 L §5,000
32, J #20,500
33 L
24 20/08,/2017 VI $6,500
35 G100 2017 VL
VL $25,000
0. VL
41 ¥L 27,500
2 Q71142017 VI f15,000
43 |1 VL
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No. Date Transaction Narrative Hopkins Client. Amount 5-419.1'[?
T 1000
4. 290112017 ETLPLECMNT VI
45, L $15.005
4. 2 41242m7 T f1o000
41 24 D Fo,000
VL $25.000
43, CWLE
-'.'."['
VL §24.50
41, 12/01/2018
-'.'."[ S
EFP 5,000
C) VL 7000
VI $3,000
=L ] $1,750
¥L §20000
2 28/02/2018
EFP
53 EP
5. T
= ¥L
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88

Nu.

Date

Transaction Narrative

Hopkins Client.

Amount

P rrere

306, 2940572018 QWL FLCMNT. ASX KFP
57. D4/2018 EP $8,500
A $40,000
Ra $50.000
BM #5000
58 11704/ 2018 LB
$25.000
inaulicient cliznt
funds)
0. TD $25.500
VI #5000
KP $10,000
an. 02/ 052018
T $10,000
RS #1000
D $2,000
[ ORSOR/2018
KD 3,000
W PLOMN D #2,500
G2
MLMGT FEE LB
L $5.500
6. | 25/05/2018

WH

£3.740
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No. Date Transaction Narrative Hopkins Client. Amount 5.419.1'[?
T F¥T7 wH 22,750

G4, 2B/0G/2018 E RS 25,000

RS $o,000
65 04062018 VWL PLCIMINT.ASS

KFP 5,000
G QBS0G/201R AH
a7 2018 Es §9,500
G4, 18406/ 2018 CWLFLCIMNT. ASK AH
i 250642018 B §2,000
00 | 29 RS 45,000
7 127072018 AH $5,000
72, | 24/ RS $6.750
3. 30/07 2018 AH

E=
£ FY 52,750
T Q8082018 Al £3,750
. BS $1,250
77 145082018 AH
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A

Nu.

Date

Transaction Narrative

Hopkins Client.

Amount

P rrere

8.

Bhd

LB #25.000
70 21/08/2018 AH $5,000
gt 2B/0E/ 2016 LB §7,500
2l 31/08/2018 i
B CWLPLCMINT.ASK LB
83 AH §9,500
g4 1B 2750
85 20/ AH
6. 1B £5,000
a7 260072018 E3 3,000

QWL HYBRID PLCMNT. ASK JW $12,000
29, | o8/ T ASK 15 $25,000
90, 17/ AH $6,500
5 = §2,500
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21

No. Date Transaction Narrative Hopkins Client. Amount S.Alerl?
92, B QWL PLCMINT. ASK AH $5,000
03 13
G4, WLHYBRID. PLCINT. T
LE $2.550
EL #2550
96, LB $25.000
W #1050
a7, 2871172018 L.HYBRID.ILPLCMNT.ASK LB #9,500
AW
g8, Q47124208 1B $150,000
4o 1B
T #12,500
100, Q771242018 WLHYBRITAITLPLORNT.ASE f4.500
AN #25.000
107 1371242018 WL HYBRIDLPLCRNT.. AT $17,500
102, | 19/12/2018 WL HYERITLPLOMNT., WMB $4,000
103 LB 5,000
104 | 0740172018 3
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Nu.

Date

Transaction Narrative

Hopkins Client.

Amount

P rrere

105 104012019 QWL PLCMIMT.ASK I
104 1B §2,325

107, 2140172019 Le
108 25 AT #15,000

102, s $3,500
118 CBS02/ 2019 ORFLEPLCMNT. ASK LB

13/02/2019 1B §3,550
112, 18/02/201% T
113 AT $12,500

e | oagoafzote HYPRID.PLCWMNT. R

115, 1B 7750
8. T #1250
7 AT

118, AW $16,500
o | 030472019 AT fam000

120 | G9/0/2019 Ay
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93

Nu.

Date

Transaction Narrative

Hopkins Client.

Amount

P rrere

T

§5.000

15/04/ 201

AT

24406/ 2010

TASK

Q105204

AR

#2750

i (6F AN $15.000
125 14052014 AN #1000
24, 220020 QWL PLCMNT.ASE ATE

128 17/06 209 QWL FLCMNT.ASK AT fo0.000
129, AN

130, 28 LHYBRIT PLCMINT ASX AN §25.000
131 OR/OT /2019 QWL FLCMINT. ASX a0 $30,000
132 AR $10,000

/082019

QWL PLCMNT.ASK

13«

0872019

80

14/08,/2015

§25.000
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No. Date Transaction Narrative Hopkins Client. Amount 5-419.1'[?
135, la/08/ 2018 QWL PLCMINT. ASK ARY

137, | 30/08/2015 WL, AW $37.500

138, 137002019 AW §25,00

138, 267 A §25.000

140 | 08/ AT 30,000
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Confidential Annexure A: Bulk Transacting Fraud Monitoring Rules
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