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A Policy objective 

Purpose  

1 This policy supports ASIC team members (we, our, us) to create, 
store, access and use information to support ASIC’s business 
requirements and ensure compliance with Australian Government 
policies, information management standards and legislation, including 
the Archives Act 1983 (Archives Act).  

2 This policy reinforces:  

 the use of digital information and records management practices 
that comply with the Australian Government’s Building trust in the 
public record policy, issued in January 2021 

 strategic objectives in the Data and Information Governance 
Framework, to ensure we create, store and manage data and 
information in digital formats, and that information is complete, 
available and usable by those who need it for as long as they 
need it  

 the One ASIC Principles, including the Share Everything You Can 
(SEYC) Principle. 

For further information, email records.management@asic.gov.au. 

Scope 

3 This policy applies to: 

 ASIC team members; Commission members and Senior 
Executives (including Executive Directors and Senior Executive 
Leaders); the Companies Auditors Disciplinary Board; and 
Australian Taxation Office (ATO) Registry employees working on 
ASIC systems; with all parties being collectively referred to as 
‘team members’, ‘you’ or ‘your’. 

 all information assets (records, information and data) in any 
format, created or received to support our business activities.  

4 ASIC’s SEYC Principle will not extend to ATO employees delegated 
to perform Registry functions who have access to ASIC systems and 
records.  
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B Information and records management 

5 ASIC’s records are a vital corporate asset that:  

 provide evidence of our actions and decisions 

 support policy formation, high-level decision making, business 
continuity, efficiency and productivity in program delivery, 
management and administration  

 protect the interests of ASIC, our team members, clients and the 
community 

 help ASIC deliver its services in consistent and equitable ways 

 can be used and re-used to drive business efficiencies by 
harnessing precedents and organisational experience.  

6 We are committed to meeting our responsibilities under the Archives 
Act, and implementing the Australian Government’s information 
management standards, policies and best practice in our information 
and records management practices and systems.  

7 We are committed to consolidating our digital information and records 
management practices to ensure:  

 the majority of our records are created, stored and managed 
digitally  

 the digital information is authentic, complete, reliable, accessible 
and useable for those who need it  

 authorised business information and recordkeeping systems are 
in place and maintained so digital information can be relied upon 
as evidence and to ensure it is protected and preserved for as 
long as it is required  

 we develop a culture that values effective digital information and 
records management practices.  

Governing principles 

Records must be accurate, reliable, complete and useable 

8 ASIC business operations and activities rely on quality information 
that is accurate, reliable, complete and usable. 

9 All team members have a responsibility to create and adequately 
describe full, reliable and verifiable information and records in the 
course of their work, including:  
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 communications made or received  

 actions undertaken or observed  

 research and investigations  

 deliberations and decisions.  

10 All team members must ensure that the appropriate descriptive 
metadata and security classifications are applied to or embedded in 
all information and records. 

Records must be in a digital format  

11 All information and records resulting from team members conducting 
business must be retained in a digital format in accordance with 
National Archives of Australia (NAA) regulations.  

12 Incoming physical records should be scanned to appropriate 
digitisation standards and managed digitally.  

13 Records created in a digital format (‘born digital’) are to be captured, 
stored, used and managed digitally within the corporate 
recordkeeping system or other authorised business information 
system as appropriate. 

14 Business processes and practices should be carried out digitally 
using digital forms, digital authorisations and digital workflows, 
wherever possible.1  

15 Digitised, converted or migrated records must be considered 
functionally equivalent to the source records for business, legal and 
archival purposes to ensure these records have the same degree of 
authenticity, integrity, reliability and usability as the source or original 
records. 

Information is stored in the corporate recordkeeping 
system or authorised business systems 

16 Our corporate recordkeeping systems are those that have been 
assessed as being appropriate for:  

 managing the creation, capture and storage of records 

 protecting the integrity and authenticity of records 

 securing and providing access to records  

 recording disposal of our records. 

 

1 The Electronic Transactions Act 1999 allows for and acknowledges the validity of electronic documents, 
including digital signatures, unless specifically excluded by other Commonwealth legislation. 
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17 Where records are not captured in corporate recordkeeping systems, 
they must be captured and maintained within authorised business 
information systems. 

18 All business information systems must meet minimum metadata 
standards and be evaluated against the NAA business systems 
assessment framework to ensure they meet functional requirements 
for information management.  

19 Business units recommending the implementation of new business 
systems must demonstrate compliance with the functional 
requirements for information management through the Technical 
Design Authority. 

20 Where a business information system is assessed as having failed to 
fully meet the functional requirements but is still authorised by the 
Digital Governance Sub-committee, the system owner is responsible 
for monitoring and controlling the risks of not complying with 
recordkeeping legislation and government policy. 

Information is accessible and shared as appropriate 

21 ASIC information must be stored in accordance with the SEYC 
Principle, which is intended to limit the practical impediments to 
sharing information.  

22 Information should be restricted only when an exemption to the SEYC 
Principle applies or by approval of the relevant Senior Executive.  

23 Team members should exercise their judgement and determine 
whether they have a genuine business reason for accessing 
information. In effect this means that without access to that 
information, they would not be able to properly or efficiently carry out 
their official ASIC duties while managing any potential conflicts of 
interest. 

24 Inappropriate access to shared high-risk data is monitored through 
regular reporting. Any unauthorised access is reported to the 
business owner, and Security Services, Privacy and/or other relevant 
teams. 

Transfer, retain and destroy information appropriately  

25 Under the Archives Act, agencies are required to transfer any records 
of archival value to the NAA within 15 years of their creation if they 
are no longer being actively used, to ensure their preservation.  
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26 Records, data and information from our systems, and physical 
records, can only be destroyed by following authorised disposal 
processes issued by the Information Resource Centre. 

Non-compliance 

27 Our Code of Conduct requires all team members to comply with the 
law and our policies and procedures. If a team member has failed to 
comply with an obligation under this policy, they may be subject to 
disciplinary action under the Code of Conduct, up to and including 
termination of employment.  

28 If you identify non-compliance with this policy, you must notify ASIC 
as soon as practicable, in accordance with the ASIC Code of Conduct 
(sharepoint.com). 

29 Email records.management@asic.gov.au if you identify non-
compliance with this policy. You may also report the breach to the 
People and Development team via their People Partner, Senior 
Executive Leader or Executive Director, or in writing via our SpeakUp 
program. 
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Supporting resources  

ASIC supporting procedures   
  

 Information and Records Management Procedures 
 
 Records Disposal Procedures (not yet available)  

ASIC supporting policy documents 

 Data and Information Governance Framework 

 Handling Sensitive and Classified Information Protocol  

 Need to Know Guidelines  

 Share Everything you Can Principle and Exemptions 

 Security Policy 

ASIC Key Information Systems 

 
 SharePoint ECM  

 
 CRM and RCR SharePoint  

 
 Authorised business systems  

Other related information 

Information management legislation  

 Archives Act 1983 

 Archives Regulations 1983 

 Senate Continuing Order for the production of departmental and 
agency file lists (the ‘Harradine Motion’)  

Commonwealth legislation that includes information 
management requirements  

 ASIC Act 2001  

 Crimes Act 1914  

 Electronic Transactions Act 1999 
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 Electronic Transactions Regulations 2000  

 Evidence Act 1995 

 Fair Work Act 2009 and Regulations 

 Freedom of Information Act 1982 

 Freedom of Information (Charges) Regulations 2019  

 Freedom of Information (Disclosure Log – Exempt Documents) 
Determination 2018  

 Privacy Act 1988 

 Privacy Regulation 2013  

 Legally binding privacy guidelines and rules 

 Protective Security Policy Framework 

 Public Governance, Performance and Accountability Act 2013  

 Commonwealth Procurement Rules  

 Public Service Act 1999  

 Public Service Regulations 1999  

 Australian Public Service Commissioner’s Directions 2022  

Information management standards and policies 

 Building trust in the public record policy, 2021 (National Archives 
of Australia) 

 Information Management Standard for Australian Government  

 Australian Government Recordkeeping Metadata Standard 
Version 2.2  

 AGLS Metadata Standard (AS5044: 2010) 

 ISO 16175-1:2020 Processes and functional requirements for 
software for managing record 
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Document control 

Policy ownership 

Information Resource Centre / Enterprise Services, SEL is responsible for the development and 
implementation of this policy. 

This policy is reviewed in accordance with ASIC’s Enterprise Policy Design and Review Handbook.  

Policy approval 

Version Approver Approval date 

V1.0 Warren Day 22/10/2021 

V1.1 Zak Hammer 5/05/2023 

Version history 

Version Changes  Approval date 

V1 Updated Information, Records and Knowledge Management 
Policy (issued 2017) 

1/10/2021 

V1.1 Updated Information and Records Management Policy to align 
with the Enterprise Policy Framework 

5/05/2023 

V1.2 Minor updates including links to relevant procedures and header 17/07/2023 

Distribution 

Version Distribution list Effective Date 

V1 All teams October 2021 

V1 Digital Governance Sub-committee 11/10/2021 

V1.1 Digital Governance Sub-committee 22/05/2023 

V1.1 All teams 12/06/2023 

V1.2 All teams 17/07/2023 
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