Australian Securities &
Investments Commission

17th ASIC Regtech
Liaison Forum

2:00pm AEDT, Wednesday 19 October 2022




Acknowledgement of
Country and Welcome

Danielle Press, Commissioner, ASIC



\ Ag endad r") INNOVATION

HUB

» Business Research and Innovation Initiative - Regtech Challenge panel discussion

Mark Adams, Senior Executive Leader, Strategic Intelligence, and Co-ordinator,
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Regtech Challenge panel
discussion



\ Business Research and Innovation Initiative (BRIl)
Regulatory Technology Round

BRIl overview

_ How does it work?
 Managed by the Department of Industry, Science

and Resources (DISR) 1. Government agencies proposed challenges
« Opportunity for Government agencies to seek 2. SMEs apply, proposing a new solution
innovative solutions in public policy and service

3. Best 5 (approx.) funded for feasibility for each

delivery
challenge

* SMEnterprises develop an innovative technology
4. Best 2 (approx.) funded for proof of concept

« Solufion streamlines or enhances regulatory for each challenge
compliance
o . . 5. Agencies/Industry consider buying the solution
» Solution is to make it easier, faster and cheaper
for businesses to comply with regulation 6. SMEs go on to sell the new solution worldwide,

utilising their own IP
« ASIC proposed 3 challenges
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\ ASIC BRIl challenge: Listed company compliance

This ASIC BRIl challenge focuses on developing a technology solution to help ASIC
analyse corporate disclosures and other datasets to identify and assess compliance
by listed companies with a range of requirements, including:

« continuous disclosure (price sensitive disclosure) and other disclosure obligations
to the market

« financial reporting obligations

 the prohibition against misleading or deceptive disclosure (such as misleading
categorisation of market announcements)

* the prohibition against practices that manipulate the pricing of securifies.
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\ BRIl Regtech challenge - Next steps...

6 - 13 May Feasibility presentations conducted by five regtech firms
(Listcorp, Digitalx Limited, DHI-Al, Bedrock Al Aus and Pyxta)
First phase of regtech challenge complete

19 July — 1 August Proof of Concept (POC) applications assessment period (ASIC)

1 August - October DISR processing and assessment of POC applications

End October (estimate) Proof of Concept phase begins (around 12 months)

January 2024 Proof of Concept phase ends

February - April 2024 Potential Trial period (of any solutions) — but could be earlier (if joint

agreement between regtech and ASIC)

Visit the Innovation Hub website for more information.
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https://asic.gov.au/about-asic/news-centre/find-a-media-release/2022-releases/22-005mr-asic-embarks-on-regtech-innovation-initiative-into-poor-market-disclosure/

Consumer Data Right
(CDR) program update

Evie Redshaw, Director of Analytics,
Consumer Data Right Division, ACCC

Vaughn Cotton, Senior Program
Manager, Consumer Data Right Division,
ACCC
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Introductions and agenda

Evie Redshaw
ACCC Director Analytics

Consumer Data Right (CDR) Overview

An economy wide initiative to enable secure sharing of consumer
information.

CDR mock tools and sandbox
Enabling participants access to open source working software
thereby reducing compliance overheads.

CDR Public Dashboard

Public disclosure of performance metrics has enabled an increase
in self regulation.
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Vaughn Cotton

ACCC Director Demand Management

Multi-sector data sharing

* Banking sector complete

« Energy sector imminent and Telecommunications in
progress

Supporting the expansion of CDR
+ Assisting participants to navigate a complex technical
environment to deliver value to consumers

Monitoring the performance of participants
* Regulatory reporting & incident management
» API based performance metrics




;“ CDR Overview

Consumer Data Right (CDR) overview

What is the CDR?

CDR enables consumers information held by their bank or energy retailer, to be transferred using secure automated data technology. The
process has been designed to give consumers greater choice and control through the convenience of a simple, easy-to-use process.

It is an economy-wide reform that is being rolled out sector by sector. The Consumer Data Right has already been rolled out to banking,
with the energy sector to launch in October 2022. Telecommunications to follow as the third sector.

Are consumers required to share their data?

The CDR is an opt-in service, giving consumers the choice to share their data, with full visibility of who it's being shared with and the
purpose for sharing it.

The consumer is in control Protecting the consumer is part of the CDR design

The security and integrity of the CDR regime is maintained by 13
privacy safeguards, contained in the Competition and Consumer
Act and supplemented by the Consumer Data Rules.

Strong privacy and security protections are in place. All CDR
accredited providers must follow strict rules and regulations.

v You decide if you want to share information » _ _
v Personally Identifiable Information (PIl), such as date of birth,

v You control what information to share has been specifically excluded from the data shared
v You choose who you share your information with v Personal document information; such as drivers license,
v You choose when you want to stop sharing your information passport and medicare details are also excluded

v Specific provisions exist to allow data holders to support and
protect vulnerable consumers
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} ‘ CDR Overview

The CDR ecosystem is secure and technically challenging

status

The Register is a dynamic list of active CDR participants that
is continually accessed by participants. (C)

7~ Consumer data sharing i
4 + | (i) Get Connected
_ _ ' Data Holder & Data Recipient must connect to the ACCC
Check < (7)) Consent; Authenticate, Authorise o < 4_®USE_ Register to confirm their status in CDR. (A)
ADR -/
2N Dynamic Client Registration OJ
- {B) -

Data Holder Data Recipient Consumer
Request Software To enable data sharing, a Data Recipient must establish a
Statement Assertion secure connection with all a Data Holder. (B)
(SSA) to initiate
Refresh data dynamic client Discover (ii) Consumer authorises sharing of data
({}) recipient status registration Oy ) registered
cache Data Holders Data standards define a common user experience to enable
consumers to authorise for their data to be shared. (1), (2) &
o 3).
[ o -] (iii) Data is exchanged based upon the consumer’s
consent (4)
A Data Recipient’s use the consent authority via a security
¢ token, to access the consumers information from the Data
cll- Register Discovery (cache refresh) ey Client registration flow wdl- Consumer data sharing flow Holder.

The Data Recipient can then use the date to provide a service
to the consumer. For example:

Lessons from the rollout of the banking sector

Participants are required to interpret the various information required to design and test their CDR compliant
solutions. It required participants to translate Legislation, Rules, Compliance and Enforcement Policies,
Consumer Data Standards (CDS) and Register Standards into their design.

» compare products and services
» access better value and improved services

» assist financial and cashflow management.

The result was; solutions that differed between participants and required post-production updates for the
system to operate.




. . . S DRk mock
Supporting participants through their journey

The end-to-end participants support required earlier intervention

Below is an outline of key support available to participants entering the CDR. Support provided by the ACCC and DSB tended to be back-loaded. Commercial
offerings had taken longer to develop, resulting in issues during conformance testing, activation and the early stages of operation.

Online Guidance Material & Industry Collaboration Forums

ACCC & DSB Technical Support

ACCC Conformance Testing

Independent

_ Assurance
FAPI open source testing tools Audit

Commercial offerings (consultants, software providers and 3™ party service providers)
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Open Source Tools

CDR Sandbox

Test Schemas

I Supplied by ACCC and DSB I Supplied by industry I Opportunities for uplift



Participants were focusing on technical issues rather ?. CDR mock

than innovation

We needed participants
focused on giving value to

consumers... \ Consumer
Value

Competition

Multiple iterations

through the ACCC
Conformance Test
Process
Participants were focused
here... Mocking up test
environments to Legal interpretation of

simulate the rules and standards
Register

. Test stubs to
Developing software from :
simulate other
scratch o
participants

Collaboration
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Development of the mock tools e Eo mock

commenced in July 2021

Mock | @
Tools (o) I —

Data Holder Data Recipient

& C () @& github.com/ConsumerDataRight

Pull requests Issues Marketplace Explore

/f'\)) Consumer Data Right

Register ® Australia @ https://ecdrgovau/ [ OpenSource@cdr.gov.au :Verifued:

Capabilities » Provide areference interpretation of the CDR standards: Developers have access to
functioning code that can be used as a reference or starting point for their own solutions.

» Simulate the behaviour of the Industry components: Enabling a simulated environment to be
established to assist during software development and testing.

* Held in an online environment with documentation: The Mock Tools can be found on GitHub mock-register Public mock-data-holder Public
and Docker Hub A mock version of

1 the development and testing of CDR solution that can be used in the development and testing

() Overview B Repositories 6 M Projects & Packages Ax Teams 3 R People 10

Popular repositories

the Consumer Data Right Register that A mock version of a Consumer Data Right Data Holder

can be used in t

 https://github.com/consumerdataright solutions. of CDR solutions
*  https://hub.docker.com/u/consumerdataright @c: trio W o ™7 Wi
Benefits » Open source: Enabling developers to access working software and contribute to the library. mock-data-redplent - mock-data-holder-energy bl
+ Engage with the CDR technical community: Generate ideas and changes and increase A mock version of a Consumer Data Right Data Recipient A mock versio wer Data Right Data Holder
used in the development solu n be used in the

contributions and collaborations from the CDR community that will in turn encourage adoption Software Product
and to drive the ecosystem forward. 1 besting of COR =

* Increase information and tools: To help participants assess feasibility of joining.
* Reducing the cost for participants: Allowing for more time to deliver value to consumers..

®c: s ¥4

* Reduce on-boarding conformance testing timeframes: As participants receive feedback
earlier on in the testing cycle.

« Available to participants and service providers: For CDR to be a success, a vibrant support
market will drive the adoption and success of CDR.
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https://github.com/consumerdataright
https://hub.docker.com/u/consumerdataright

The CDR Sandbox was launched in July 2022

using the mock tools

Sandbox Participant sandbox Participant
Data Recipient Data Holder

@4—Participanl Test Dala;.[a
- O

9 s

Mock Data Mock Data

Sandbox
Management
ul
L J Y v
Sandbox . . Sandbox , . SaDn:t:ox
Data Holders Register Recipient

A cdrsandbox.gov.au

?. CDR Sandbox

Building on the mock tools, the next step was to create a ‘production like’
environment referred to as the CDR Sandbox. The CDR Sandbox provides
an area for participants to interact in an environment conducive to
development and testing.

The CDR Sandbox consists of:

« Hosted versions of the Mock Register, Banking and Energy Mock
Data Holders, and Mock Data Recipient

« New Sandbox Management User Interface for participants to register
themselves and add their solutions

« Afull functioning register to facilitate discovery and participant to
participant interaction

« Sign-up is available for anyone interested in understanding the CDR
ecosystem

17



. : . o '(JWl CDR Public
Monitoring activity within CDR Dashboard

The ACCC is accountable for the monitoring of the performance of the CDR
CDR has been specifically designed so that no government agency has access to consumer information exchanged between Data Holders and Data Recipients. To monitor the

ecosystem, the ACCC has access to three key data sources; compliance reporting, metrics reporting and participant support incidents.

Bi-annual compliance « Participant reporting obligation: Both Data Holders and Data Recipients are required to provide compliance reporting to the ACCC that is focused on
reporting by participants complaints received, data sharing refusals and high-level statistical information.

* Used to drive compliance monitoring and general system monitoring: The data collected is defined within the CDR Rules as part of the overall reporting
and record keeping obligations.

« Shared with the OAIC*: OAIC are accountable for the privacy aspects of CDR, compliance reporting is collected centrally to streamline the process for
participants.

Participant support * The ACCC facilitates resolution of issues between participants: Incident reporting enables participants to raise incidents against other participants to enable
incidents provided via the ACCC to be made aware of an incident that could then be resolved with the participant or escalated for enforcement considerations.
ACCC support portal - Incidents provide an important insight into technical difficulties participants are having: The ACCC Technical Operations team seeks to resolve issues

collaboratively with participants. Where we see systemic issues, we can look to provide additional support or guidance to participants to avoid future incidents.

Daily performance metrics * Each Data Holder is required to provide the ACCC access to a performance metric APl: The ACCC calls each Data Holder daily to retrieve performance
provided by data holders metrics for the current day and up to 7 days previous. These metrics provide an indication of a Data Holders technical performance including response times,
via API number of consents and number of API calls.

» Publishing performance metrics provides a transparent public view of the ecosystem: Without the need for complex enforcement intervention, a public
dashboard has seen Data Holders self regulate to operate within the performance targets.

Drawing on the experience of Open Banking in the UK, where the public dashboard drove participant
conformance to avoid a negative assessment of their performance.

18
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‘@ CDR Public
CDR Performance Dashboard www.cdr.gov.au Dashboard

The ACCC launched the performance dashboard in December 2021

Since the launch, the CDR performance dashboard has gone through three uplift iterations. With further planned over the coming months.

Legal Entity & Brands 0170772022 06/10/2022
All o All Select Dates D Select Period

Dynamic reporting providing
Data Provision @ Ecosystem Health API Invocations ® Average Availability ® S peC|f|C Sel eCt| ono pt| ons
113 96.40% 48,735,179 99.20%
Total Data Holder Brands Requirement: 99.50%

APl Invocations

99.50
1.0M
0 a6 99.68% 99.83%
- o7 0 99.40° .68% .83%
Number of data holder brands Number of data holder brands o .
providing performance data not yet providing performance 90%
data 0.0M Jul-2022 Aug- Sep-2022 Oct-2022
Jul 2022 Aug 2022 Sep 2022 Oct 2022
Detailed Metrics Presets: AP\ Invocations | Transactions | Availability J ng h Ievel summ ary
Logo Data Holder Brand High Priority Average Response | Low Priority Average Response Unauthenticated Average Unattended Average Large Payload Average ) . .
. (Seconds) (Seconds) Response (Seconds) Response (Seconds) Response (Seconds) Statlstlcs Of the System are
WIF | Westpac @ 1.62 @ 1.78 | i@ 0.00| @ 0.00 @ 0.05 r0V|ded
@ | HIEC ) 1.24| @ 1.87 | @ 0.19| @ 217 | @ 0.19 P
= | Newcastle Permanent Building Society (@) 1.23 1@ 9.42| @ 5.01| @ 5.09| @ 0.30
@ | citi [0 1.01@ 0.72|i® 0.24| @ 0.31 @ 0.25
oo | 52Georze Bank @ 1.01@ 1.61@ 0.00| @ 0.00 @ 0.02
% 2% | Qantas Prerier Credit Cards &) 0.97|@ 0.80 i@ 0.25| @ 0.87 @ 0.00
e | Suncorp Bank @ 0.91|@ 1.55 | @ 1.18| @ 1.09 | @ 0.55
/o | Naitland Mutual Limited 0 el ) 171 @ 0.47| @ 1.03 @ 0.00
Coles Financial Services O 0.B4‘b 0.78 'O 0.24 O 0.83 @ 0.01
|

Red indicates an average outside of the performance threshold. This does not
prove non-compliance, as the non-functional requirements are more specific.



“II ¢ CDR Public

CDR Performance Dashboard www.cdr.gov.au Dashboard

Working with data holders to ensure correct information is provided

Early internal metric reporting highlighted discrepancies in the data provided. The ACCC team worked closely with participants to rectify anomalies found in the data
and incorrect interpretation of the standards. Once a solid foundation of source data was established, the public dashboard was able to be launched.

Legal Entity S 01/07/2022  06/10/2022
All v AL «  Select Dates @ ) Select Period : :
Data Provision @ Ecosystem Health API Invocations @ Average Availability ®
113 96.40% 48,735,179 99.20%

Total Data Holder Brands Requirement: 99.50%

API Invocations

o .50 Sort options for columns
95% " % ;
1 1 3 0 . TarT 99.40% 99.68% 99.83%
Number of data holder brands Number of data holder brands o -
providing performance data not yet providing performance G0%
data 0.0M Jul-2022 Aug-2022 Sep-2022 Oct-2022
Jul 2022 Aug 2022 Sep 2022 Oct 2022
Detailed Metrics Presets: [ Performance Transactions | Availability ) - s [P P

Logo Data Holder Brand | High Priority Invocations vLow Priority Invocations Unauthenticated Invocations Unattended Invocations Large Payload Invocations Errors o
CommBank 2,130,504 3,413,139 958,105 578,624 1,057 2,847
Anzdh | ANZ 1,498,751 2,531,358 668,731 3,218,922 762 15,624
NATIONAL AUSTRALIA BANK 1,529,767 1,948,335 622,842 867,715 641 37,323
WAF | Westpac 608,815 1,806,177 555,156 7 36 10,178
uo Up 817,012 1,596,517 11,215 2,284,062 1,285 0
Feme | Bankwest 327,364 453,102 474,332 49,919 316 3,115
ING BANK (Australia) Ltd 460,835 446,698 57,718 158,481 1,302,663 5,244
ubark | u Bank 961,996 362,830 46,470 194,817 125 2,405
\Jeeres | UBank 163,957 209,778 31,977 29,738 14 604
ouw=s: | Macquarie Bank Limited 186,246 190,554 70,782 211,460 272 6,108
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Regtech Association
Industry Update

Deborah Young, CEO, Regtech Association

Ben Hobby, Objective Corporation
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Fireside chat:
Deborah Young & Ben Hobby, Objective Corporation

October 2022
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Industry update

Our new industry research Industry Perspective report is due out in a few weeks
Continue to roll out our successful online programs

Government and regulators are a focus this financial year as our mutual banking sector
Tech Collective are gathering on 25 Oct

Gala Awards dinner — a few seats left

Attending, speaking and moderating at SFF

RegTech showcase event at ING Singapore

RegTech showcase event at Accenture NYC and a landing pad for RegTechs
Looking to UK around June next year

Watch for dates on #ACCELERATERegTech2023

Government and regulatory appetite is growing

@RegTech_1 ¥
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Data sharing is highly relevant but there is low adoption

95%

of respondents considered data sharing across agencies
and/or jurisdictions as relevant.

yet only
14%
reported they are currently sharing data.
M Fully deployed M@ Trialling or partially deployed

Figure 4: Data sharing with other agencies or jurisdictions B Planning/ considering B Not considering
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'Streamlining benefits for regulated entities’ — the highest potential
benefit of RegTech

The focus on RegTech that provides
benefits for regulated entities may reflect
government funding priorities, and the
key themes of their published whole-of-
government digital strategies.

Figure 1: What are the key benefits your agency is seeking from

implementing technology to improve regulatory outcomes? Streamlining that benefits Supporting improved Improved efficiency and better
. regulated entities compliance by regulated entities support for field staff
Moderately or very important with more accessible
information
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Adoption of technology to transform permitting and licensing regulatory
functions is still very low

97%

of respondents considered
Web-based portals or mobile apps that allow regulated entities to
lodge applications, including submitting information/documents directly,
as relevant.

yet only

25%

have fully deployed these technologies.

Figure 2: Stage of technology deployment W Fully deployed M Trialling or partially deployed M Planning/ considering M Not considering

@RegTech_1 ¥
The RegTech Association [




Objective Reach Solves the Challenge

National interagency sharing of sensitive information

REACH Ul

Proactively search for
matching records within

seconds

N —
Government CASE MANAGEMENT
SYSTEM / CRM
Automatically show likely
matching records
Collaborating agencies within when viewing a person or

the hub can connect with any case

Data is harmcnisgd, .' type of source data system
Ready for searching
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Thank you

innovationhub@asic.gov.au

asic.gov.au/for-business/innovation-hub



