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About this protocol 

This document assists ASIC staff in determining the appropriate 

protective marking to apply to information they create as part of their 

work for ASIC and with the handling controls for sensitive and 

classified information. 
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A Protocol Objective 

Objective and scope 

1. This protocol provides direction to staff on the handling controls and 

application of protective markings for information and data (information 

assets) produced and stored by ASIC. The protocol should be read in 

conjunction with the ASIC Security Management Policy and Plan (SMPP), 

the Protective Security Policy Framework (PSPF) and the Information 

Security Manual (ISM). 

2. Correct protective marking ensures that information assets are handled in 

accordance with their level of sensitivity, and reduces the risk of 

inadvertent or unauthorised disclosure or compromise of sensitive or 

classified material.  

3. All staff, contractors and external service providers must follow this 

protocol, which applies to all information assets produced or held by ASIC. 

4. This document provides some instruction on the destruction and disposal 

of information assets. For detailed information on disposal, contact 

Information and Records Management. 

Contacts 

5. For advice, please contact ASIC Security, who are also responsible for 

updating and maintaining this document. 
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B Why do we protect information? 

6. ASIC protects its information assets to maintain its integrity, confidentiality 

and availability. 

7. The information held by ASIC is often sensitive or personal in nature and 

could be valuable to a wide range of individuals, groups or foreign 

governments, including:  

a. the media, and private inquiry agents 

b. issues motivated people or groups 

c. organised crime groups or individuals involved in criminal activities 

d. disgruntled, malicious or corrupt employees  

e. members of the public with genuine or perceived grievances against 

ASIC. 

8. The unauthorised or accidental release of information may cause harm to 

an individual, ASIC, the Government or a commercial entity. 
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C Assets and Records 

Information assets 

9. The term ‘information assets’ within these guidelines refers to any form of 

official information, including: 

a. electronic data 

b. software or ICT systems, removable devices and/or networks on which 

the information is stored, processed or communicated 

c. printed documents and papers 

d. the intellectual information (knowledge) acquired by individuals 

e. physical items from which information regarding design, components 

or use could be derived. 

10. All information created as part of your work for ASIC and the Government 

is official information and is a record of what you have done. Information 

assets must be assessed for sensitivity and labelled with a protective 

marking at the point of introduction into the ASIC environment, whether 

the information asset has been generated, received, or procured. 

Systems used to maintain ASIC records 

11. ASIC records must be stored in an authorised recordkeeping system, e.g. 

SharePoint ECM or CRM. Records created when using hosted web 

services, social media applications or mobile devices must be captured in 

an authorised ASIC recordkeeping system. 

12. Contact Information and Records Management for advice on 

appropriate storage of ASIC records including Software as a Service and 

outsourced service arrangements. 
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G Limiting access to sensitive and classified 

information to those who need to know 

Rationale 

24. The Government expects agencies to keep classified information to a 

minimum. Most of the information created at ASIC should therefore only 

require the OFFICIAL: Sensitive marking. 

25. The Government mandates that access to, and dissemination of, sensitive 

and security classified information is limited to personnel who need the 

resources to do their work. This involves:  

a. providing access to information only to personnel who need that 

access; not based on convenience or because of their status, 

position, rank or level of authorised access 

b. a positive obligation to share relevant information so that people with 

an operational need to know the information have access. 

26. In addition to having an operational / genuine need-to-know, ASIC must 

limit access to security-classified information to those with the necessary 

security clearance. 

27. The security clearance level for access to information classified as 

PROTECTED is Baseline or higher. 

Considerations 

28. Staff must consider the amount of harm 5 that the unauthorised release of 

any information would cause when applying a protective marking. 

29. Staff must not use a security classification to prevent other staff from 

accessing information because an investigation is confidential, etc. In 

such circumstances,  

 

. 

30. Staff must not use a security classification to avoid release under a 

Freedom of Information application. 

 

5 ‘Harm’ requiring information to be classified as PROTECTED is defined as: 

“damage to an individual such as discrimination, mistreatment, humiliation or the undermining of an individual’s dignity or 

safety that leads to potentially significant harm or potentially life-threatening injury. 

or 

Damage to ASIC’s operations to an extent and duration that ASIC cannot perform one or more of its primary functions”. 

 

s 47E (d)
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31. Information that is marked as OFFICIAL (insignificant damage) or OFFICIAL: 

Sensitive (limited damage) can be provided to external non-Government 

people (including members of the public) where there is a genuine need 

to know and there are no legislative barriers to releasing the information. 

32. If the compromise of official information may result in damage to an 

individual, organisation or Government, then the author / originator must 

assess the information as PROTECTED. 

33. The need-to-know principle applies to all sensitive and classified 

information. It reflects the need for staff to access this information only 

where there is an operational requirement to do so. The practice helps 

personnel understand their responsibility to protect information, including 

the correct methods for storage, handling and dissemination. 

34. Over-classifying your information creates unnecessary restrictions that staff 

must adhere to, for example,  

  

   

  

  

   

  

 

s 47E (d)
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Aggregated value of OFFICIAL: Sensitive information 

36. Whilst each single piece of information requires a protective marking and 

appropriate handling, sometimes the aggregated value of a significant 

volume of information increases the collective value of the information. 

Where this occurs, the sensitivity value for the container in which the 

information is stored increases and the container should be marked 

PROTECTED. 

37. If you have a significant volume of information or data assets marked as 

OFFICIAL: Sensitive, contact ASIC Security for guidance. 

Reclassification 

38. Reclassifying information refers to both the downgrading and upgrading 

of a security classification when the sensitivity of the information changes. 

The same principles and considerations apply to reclassification as to initial 

classification. 

39. The reclassification of information must only be performed by, or in 

consultation with, the Information Owner or their SEL / ED. This includes 

information provided by an external agency. 

40. If the originator is no longer with ASIC, then the confirming authority is 

either the SEL of the business unit where the information originated or the 

Chief Security Officer (CSO) through the ASA. 

41. When information is reclassified, all known copies of the information should 

be updated to reflect the new protective marking. This may involve 

contacting other agencies where reclassified material has been 

distributed outside ASIC. 

42. Historical classified information should be reviewed to assess whether it still 

requires the classification and should be declassified, if appropriate. 

43. Please contact ASIC Security and Records management to de-classify 

your previously over classified material. 
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J Managing information received by ASIC 

49. ASIC must protect all information it receives from an external agency, 

stakeholder, customer or subject of an investigation. 

External Australian government agency information 

50. If staff receive information from an external agency, e.g. AUSTRAC, ACIC 

or the AFP, that already displays a protective marking, ASIC staff: 

a. must not alter that marking unless expressly authorised, in writing, by 

the parent agency 

b. must not further disseminate the information unless permitted by the 

MOU or agreement 

c. must contact the parent agency if their information is captured by a 

production notice or FoI request etc. 

External Australian government agency information - caveats 

51. If staff receive caveated information from an Australian government 

agency, ASIC staff: 

a. must not provide AUSTEO (Australian Eyes Only) marked information to 

non-Australian citizens (including staff holding citizenship waivers) 

b. must not provide AGAO (Australian Government Access Only) marked 

information to non-Australian government employees 

c. AGAO information is releasable to foreign staff on secondment and 

staff holding citizenship waivers 

d. must not release information marked REL/ [country abbreviations, e.g. 

AUS/CAN/USA] to citizens from countries not listed. 

Foreign government agency information 

52. If staff receive information from a foreign government agency, ASIC staff: 

a. must handle the information in accordance with the MOU, 

International Agreement or International Arrangement in place with 

the country providing the information 

b. must not alter that marking unless expressly authorised, in writing, by 

the foreign government agency 

FOI 029-2024



 <Name of policy> 

OFFICIAL 

OFFICIAL 

© Australian Securities and Investments Commission Issue date October 2019  Page 26 

c. must not further disseminate the information unless permitted by the 

MOU, Agreement or Arrangement  

d. must contact the foreign government agency if their information is 

capture by a production notice, etc. 

Communications service provider information 

53. In many cases the information obtained from other providers may only be 

used for ASIC's intelligence purposes and staff are not permitted to 

disclose it. 

54. ASIC staff: 

a. must obtain a court statement, through the Intelligence Support team 

if the information will be used for evidentiary purposes 

b. must seek legal advice from the CLO to determine whether information 

may be obtained in the circumstances of a case and whether there 

are special restrictions in the way information obtained may be used or 

disclosed (including for court) 

c. must apply the protective marking of OFFICIAL: Sensitive to the 

information. 

Information provided pursuant to the Australian Securities and 

Investments Commission Act 2001  

55. ASIC must take all reasonable measures to protect information provided 

under the Australian Securities and Investments Commission Act 2001 

Sections during a hearing or in response to a summons, from unauthorised 

use or disclosure. 

a. for most information, staff should apply the protective marking of 

OFFICIAL: Sensitive 

b. for information that would disclose the identity of a whistle-blower and 

may place them in danger, staff should consider applying the 

classification of PROTECTED.  
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K Printing and copying sensitive and classified 

information 

56. All ASIC printers and multi-function devices (MFD) are managed by ASIC IT 

and are suitable for printing and scanning information up to and including 

the level of PROTECTED. 

57. Staff must not print, photocopy or scan a document marked as SECRET or 

TOP SECRET on an ASIC network MFD, personal or stand-alone printer. 

ASIC Secure-printing 

58. ASIC employs ‘secure-printing’ which allows auditable and consistent 

printing, scanning and copying throughout all ASIC sites. 

59. All staff must authenticate at the printer or MFD with their building access 

pass to retrieve print jobs. Print jobs that have not been printed will be 

automatically deleted from the print queue after 17 hours.  

60. As secure printing will not print any documents until a user has 

authenticated to a printer, staff must ensure that they collect ALL 

documents at the conclusion of the print job. 

61. Staff must not leave the MFD unattended during operation and must 

ensure that they log-off from the MFD at the conclusion of the print job.  

62. Requests for a personal MFD must outline the exceptional circumstances 

and be approved by: 

a. SEL – Corporate Services, then 

b. Chief Information Officer, then 

c. Chair of the Digital Governance Sub-Committee. 

63. All ASIC printers and MFDs are to set to print double-sided by default. 
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L Remote Working  

64. The  sensitive and classified information handling requirements are driven 

by the labels and remain same either working from office or working 

remotely.  

65. Team member who removes official information from an ASIC facility or 

prints official information at home becomes responsible for handling the 

information in accordance with the minimum protections for the label and 

ensure it is returned to ASIC for appropriate disposal. 

66. Team members should not send ASIC documents to their personal email 

address for printing. 

67. Approved personal MFDs should provide a print log if requested. 

68. While working remotely, the information should be stored as defined by 

the sensitive and classified labels. 

69. All ASIC team members should remain aware of who is present within the 

remote working environment. All team members must: 

a. prevent their computer screens from being read by people not 

employed by ASIC. 

b. take all reasonable precautions to prevent official conversations being 

overheard by people not employed by ASIC. 

c. Maintain the confidentiality from other house mates and / or family. 
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N Additional information 

The following documents provide staff with further information about information 

labelling. 

Protective Markings – Comparison to previous scheme 

Employee Guide – Protective marking of sensitive and classified information 

PSPF – Core Requirement 8 – Sensitive and classified information 

PSPF – Core Requirement 9 – Access to information 
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