01 YEAR IN REVIEW 02 AGENCY OVERVIEW 03 PERFORMANCE STATEMENT

CHAPTER 03

ANNUAL
PERFORMANCE
STATEMENT

IN THIS CHAPTER

> Statement of preparation

> Performance objectives

> What we set out to do in 2023-24

> Activity overview

> Core strategic projects

> Strategic work across our regulated sectors
>) Outcomes across our regulatory functions
> ASIC Service Charter results

>» Unclaimed money

2 Principles of regulator best practice

© ASIC | ANNUAL REPORT 2023-24 24 ANNUAL PERFORMANCE STATEMENT



04 ASIC'S STRUCTURE 05 ASIC'S PEOPLE 06 FINANCIAL STATEMENTS

Statement of preparation

|, Joseph Longo, as the Accountable Authority of ASIC, present the 2023-24 annual performance
statement of ASIC, as required under paragraph 39(1)(a) of the Public Governance, Performance and
Accountability Act 2013 (PGPA Act). In my opinion, the annual performance statement is based on
properly maintained records, accurately reflects the performance of the entity, and complies with
subsection 39(2) of the PGPA Act.

Performance objectives

ASIC's performance reporting in 2023-24 was For annual reports prepared for the

guided by the Corporate Plan and our 2023-24 2023-24 reporting period, ASIC is required to
Portfolio Budget Statement, which set out our reconcile performance outcomes in its Annual
objectives and activities related to improving Performance Statement with reference to best
investor and consumer trust and confidence, practice principles (see page 109).

facilitating fair and efficient markets, and

delivering efficient registry systems.
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What we set out to do in
2023-24

Our Corporate Plan outlines ASIC's strategic priorities and how we
aimed to achieve those priorities in 2023-24.

To determine our strategic priorities and In this chapter, we set out our key results for
projects, we applied the regulator best practice 2023-24, as delivered through the work outlined
principles to identify key trends in our regulatory in the Corporate Plan (summarised in Figure 2).
environment and target our surveillance and We used a broad range of regulatory tools to
enforcement actions. achieve outcomes for consumers and investors.
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Figure 2—Key activities in 2023-24

Progress key strategic projects
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Measuring our performance

As ASIC is a law enforcement agency, the volume
and results of our surveillance and enforcement
activities remain an important measure of our
performance. Table 3 (pages 30-33) outlines our
key activity metrics.

In evaluating our work, we also combine
quantitative and qualitative indicators to
provide a narrative about our approach and
the outcomes we achieved. Our activities and
outcomes in relation to the work outlined in our
Corporate Plan are detailed in the following
sections: ‘Core strategic projects’ (page 34),
‘Strategic work across our regulated sectors’
(page 43), ‘Outcomes across our regulatory
functions’ (page 84), and ‘Service Charter’
(page 104).

03 PERFORMANCE STATEMENT
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Activity overview

We have achieved strong outcomes across our regulatory

activities in 2023-24.

Table 3 provides an overview of our key activity
metrics for 2023-24. The number of supervisory,
surveillance and enforcement actions we
undertake, the value of fines and penalties,

and the number of convictions vary from year

to year. The variations depend on factors such
as the severity of breaches of the law and the

complexity of the investigations we undertake.

Following the announcement of our new
organisational design on 3 July 2023, a key
priority in the first half of this financial year was
ensuring a smooth and timely transition to the
new structure. While we saw an initial slowing in
some activity metrics, the new structure brought
improvements in the second half of the year, with
further benefits expected to be achieved over
the long term.

Our new structure means we have changed our
approach to surveillance and enforcement work.
We have moved towards a more streamlined,
whole-of-agency process to determine the best
action to take against matters.

This year, our improved triage process enabled
us to make faster decisions and reduce time
taken for matters to be elevated for a decision
on further enforcement and compliance action.
This has led to an increase in the number of
investigations.

As a result of the new structure, some activities
cannot be directly compared with last year.
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Table 3—Key activity metrics

TOTAL TOTAL

OUTCOME 2023-24 2022-23

Enforcement and compliance

Surveillance

Surveillances completed' 6902 1,3013

Instances of potentially misleading or deceptive promotional material

withdrawn or amended 22 57

Interim stop orders and final stop orders on disclosure documents* 5 21

Stop orders under design and distribution obligations® 7 78

Scam disruption website takedowns

Investment scam and phishing website takedowns® Over 7,300 -

Investigations

Preliminary investigations commenced 2847 N/A

Formal investigations commenced?® 168 134

Criminal actions

Criminal litigation completed 24 44

Criminal litigation completed successfully (as a percentage) 90 90

New criminal litigation commenced 23 32

Average time to complete an investigation (in months) 25 23

Average time to a criminal court decision (in months) 26 21

Average total time to complete an investigation and reach a court

decision (in months)? 56 60

1 The number of surveillances completed is a measure of surveillance activity or activities by entity or related entities (such as companies,
partnerships, licensed or unlicensed entities, and individuals), by disclosure documents (prepared by an entity or entities) or by
transactions (by an entity or entities). These surveillance activities can be initiated on a reactive basis (e.g. in response to a report of
misconduct or industry intelligence) or proactively as part of a larger surveillance project examining a thematic or industry-wide issue (i.e.
a project may comprise a number of surveillances).

2 In line with our new structure, this year we have changed the way we report a portion of this work, which is now undertaken in the
Enforcement and Compliance group and recorded as preliminary investigations. On a like-for-like basis, the equivalent metric for
surveillances as they were reported in last year’s annual report would be 974.

3 The overall number of surveillances completed was higher in 2022-23 due to a number of planned surveillance projects, including a
compliance program in relation to the requirement for self-managed superannuation fund (SMSF) auditors to lodge auditor annual
statements.

4 These stop orders were issued to prevent offers being made under disclosure documents containing misleading or deceptive statements,
and omissions of information required under relevant legislation. In June 2024, ASIC issued the first crowd-sourced funding regime stop
order.

5  These stop orders were issued under ASIC's design and distribution obligation powers, which came into effect in October 2021
following a transitional period. The number of stop orders in 2022-23 reflects our approach to quickly address problematic target market
determinations (TMDs) soon after the introduction of the regime. This was to uplift standards and set clear expectations for the market
under the new laws. This enabled us to shift our focus in 2023-24 to a more specific obligation under laws that require issuers to take
reasonable steps that will, or are reasonably likely to, result in distribution being consistent with the TMD. While this resulted in fewer stop
orders, it was an important initiative in line with our strategic approach.

6 ASIC's scam website takedown capability was launched in July 2023. Facilitated by a third party specialising in cybercrime detection and

disruption, it eliminates or limits exposure of Australian investors to investment scam and phishing websites.

This figure reflects the preliminary investigation work undertaken under our new structure by the Enforcement and Compliance group.

8  Investigations for these purposes meet the definition in section 13 of the ASIC Act and section 247 of the National
Credit Act.

9 The time to complete criminal investigations is measured from the date an investigation commences to the date a referral is made to the
Commonwealth Director of Public Prosecutions (CDPP). The time to reach a criminal court decision is measured from the date charges are
laid by the CDPP to the date a sentence is handed down. The time involved in achieving enforcement outcomes can vary, depending on
many factors, such as the time a matter is with the CDPP for assessment or the time a matter is before the courts.

~
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TOTAL TOTAL
OUTCOME 2023-24 2022-23
Criminal outcomes
Number of people/companies convicted' 18 35
Custodial sentences (including fully suspended) 8 21
Non-custodial sentences/fines 10 14
Total dollar value of fines' $936,000 $189,640
Total dollar value of pecuniary penalties - $28,883
Civil action
Civil litigation completed 39 52
Civil litigation completed successfully (as a percentage) 82 94
New civil litigation commenced 69 62
Average time to complete an investigation (in months) 15 15
Average time to reach a civil court decision (in months) 27 22

Average total time to complete an investigation and reach a court
decision (in months)™ 46 42

Civil outcomes

Total dollar value of civil penalties $90.8m $185.4m™
Administrative actions and outcomes™

Actions taken against auditors 52 468"
Actions taken against liquidators 2 2
People disqualified or removed from directing companies 35" 32
People/companies removed, restricted or banned from providing

financial services 64" 77
People/companies removed, restricted or banned from providing

credit services 118 28
Public warning notice - 1

Financial Services and Credit Panel outcomes

Directions issued 6 3

Reprimands issued 4 -

10
"

This includes three successful criminal actions without a conviction recorded.

The increase in fines arising from criminal actions in 2023-24 is attributed to a fine of $820,000 imposed on Members Equity Bank
Limited. The bank was convicted and penalised after pleading guilty to criminal charges of making false and misleading representations
and failing to provide required written notices regarding home loans.

The time to complete civil investigations is measured from the date an investigation commences to the date initiating proceedings are
filed by ASIC. The time to civil court decisions is measured from the date initiating proceedings are filed to the date a judgment is handed
down. There are occasions when a judgment is reserved, which affects the overall time to reach a court decision.

Civil penalties in 2022-23 were higher due to several record penalties awarded by the court.

This includes all disqualifications, suspensions, cancellations and bannings resulting from surveillance and enforcement activities.

The number of actions against auditors was unusually high in 2022-23 due to a compliance program in which ASIC communicated to more
than 1,400 SMSF auditors that they had outstanding annual statements. Most of these auditors subsequently lodged their statements.
Those SMSF auditors with outstanding annual statements were advised on 3 August 2022 that ASIC was considering cancelling their
registration. Notice of cancellation was sent to these auditors on 23 January 2023, following their continued non-compliance.

This includes four disqualifications arising from civil proceedings, where the court ordered that the defendant be disqualified from
directing companies.

This includes one instance where the court imposed permanent injunctions on an individual, restraining them from carrying on a financial
services business in Australia in contravention of the Corporations Act, and one instance where an individual was removed from providing
financial services under the terms of a court enforceable undertaking.

This includes four instances where the court made orders restraining individuals from engaging in credit activity.
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TOTAL TOTAL

OUTCOME 2023-24 2022-23

Warnings issued 1 -

Registration Prohibition Orders issued 2 -

Court enforceable undertakings

Court enforceable undertakings accepted 7 3

Infringement notices™

Total number of infringement notices issued 26 20

Total dollar value of infringement notices $7.2m $6.7m

Summary prosecutions

Summary prosecutions for strict liability offences 186 210

Total value of fines and costs $1.1m $1.6m

Guidance

Industry reports published 18 37

New or revised regulatory guides published 30 34

New or revised information sheets 34 29

Legislative instruments made, amended and repealed 88 56

Licensing and professional registration activities

Administrative decisions

Licensing and registration applications received 1,531 1,497

Licensing and registration applications approved 1,116 1,287

Licensing and registration applications refused or withdrawn 385 413

Licensing and registration applications in progress 626 612

Australian financial services (AFS) licences, including limited

AFS licences (new and variations)

Applications approved 679 841

Applications refused/withdrawn 195 215

Licences cancelled/suspended 269 329

Applications in progress 457 417

Australian credit licences (new and variations)

Applications approved 239 263

Applications refused/withdrawn 133 145

Licences cancelled/suspended 204 212

Applications in progress 113 135

19  These notices were issued for infringements related to the market integrity rules and the ASIC Act. Compliance with infringement notices
is not an admission of guilt or liability and these entities are not taken to have contravened the law. The figure includes infringement
notices issued by ASIC and infringement notices issued by the Markets Disciplinary Panel (MDP).
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TOTAL TOTAL

OUTCOME 2023-24 2022-23

Registered auditors - registered company auditors,

authorised audit company and self-managed superannuation

fund (SMSF) auditors

Applications approved 198 183

Applications refused/withdrawn 57 53

Licences cancelled/suspended 560 1,019%°

Applications in progress 56 60

Registered liquidators

Liquidators registered by ASIC 17 29

Registration committees convened during the year 24 36

Outcome of Liquidator Registration Committee convened

during the year

Applications for registration approved by committee?’ 15 28

Applications for registration refused by committee 3

Committee matters in progress — registration applications yet to be

determined 8 5

Engagement

Consultation papers published 14 7

Meetings with industry groups and other stakeholders Over 1,200 Over 1,600

Regulatory relief

Applications for relief from the Corporations Act

Relief applications received 1,085 1,154

Relief applications approved 886 887

Relief applications refused or withdrawn 135 301

Relief applications in progress 39 59

Education

Users visiting ASIC's Moneysmart website 11.8m 11.1m

Number of users who have used a Moneysmart online tool 6.2m 5.6m

20  The unusually high number of licences cancelled or suspended in 2022-23 was underpinned by the compliance program relating to 1,400

SMSF auditors who had outstanding annual statements. See Footnote 15.

21 Abreakdown of the applications approved by the Liquidator Registration Committee, with or without conditions, can be found in Table 11

on page 198.
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Core strategic projects

In 2023-24, we undertook six core strategic projects underpinned by

four strategic priorities.

Our Corporate Plan outlines our regulatory
priorities and the actions we plan to take over

the following four years.

These are based on monitoring and analysis of
our operating environment, the identification of

threats and behaviours that lead to harm, and the

prioritisation of harms that need to be addressed.

In 2023-24, our key strategic projects were:

4 scams

# sustainable finance practices

# crypto assets

¢ design and distribution obligations (DDOs)
# cyber and operational resilience

¢ digital technology and data.

As set out in Figure 2 on page 27, these projects
were underpinned by the strategic priorities for
2023-24, as outlined in our Corporate Plan:

¢ Product design and distribution: Reduce
the risk of harm to consumers of financial,
investment, credit and credit-like products,
caused by poor product design, distribution
and marketing, especially by driving
compliance with DDOs.

# Sustainable finance: Support market
integrity and efficiency through supervision
and enforcement of current governance
and disclosure standards to reduce harms
from greenwashing, while engaging closely
on climate-related financial disclosure

requirements.

¢ Retirement decision making: Protect
consumers, especially as they plan and
make decisions for retirement, with a focus
on superannuation products, managed
investments and financial advice.

# Technology risks: Focus on the impacts of
technology in financial markets and services,
drive cyber and operational resilience
practices, including within companies and
financial market infrastructure, and act to
address digitally enabled misconduct.

Scams

This year, ASIC continued to combat scams
designed to trick Australians into believing they
are making genuine investments. Our investment
scam and phishing website takedown capability
is part of the whole-of-government Fighting
Scams initiative. The initiative supports the
work of the National Anti-Scams Centre (NASC),
which commenced operations on 1 July 2023.
We remain committed to disrupting scams and
influencing our regulated population to uplift
their anti-scam practices.

See Spotlight 1 on page 35.

ASIC is an active member of the International
Organization of Securities Commissions (I0SCO),
which is working to combat scams and online
fraud at a global and regional level. IOSCO'’s Asia
Pacific Regional Committee shares information
and focuses on ways to enhance cooperation to
combat scams.
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SPOTLIGHT 1

Protecting consumers
from scams

This year, ASIC took down more than 7,300 investment scam and
phishing websites, protecting Australians from fake investment
platforms, crypto asset scams, and websites posing as legitimate

financial service businesses.

The scams taken down included fake investment
platform websites, news articles, celebrity
endorsement websites, cryptocurrency and
investment comparison websites, as well as bank
scams, crypto asset investment scam websites,
and impersonation and phishing scams.

The websites came to ASIC's attention from reports
to ASIC or to the Australian Competition and
Consumer Commission’s (ACCC's) Scamwatch,

or by proactive identification by ASIC's takedown
provider. ASIC's takedown service, provided by

a private company specialising in cybercrime
detection and disruption, removed or limited access
to investment scam and phishing websites, working
with organisations hosting the sites to achieve this.

ASIC co-led the NASC's Fusion Cell (a

taskforce that brought together expertise from
government and the private sector) to disrupt
investment scams. The Fusion Cell operated from
August 2023 to February 2024. Suspected scam
websites were referred to ASIC for takedown
evaluation, and in the six months of the Fusion
Cell's operation, these referrals resulted in 220
takedowns.

22 https://www.idcare.org
23 https://www.scamwatch.gov.au/report-a-scam

ASIC has listed some of the websites taken
down through this initiative on the Moneysmart
Investor Alert List, launched in November 2023.
Over 700 new listings have been added to this
list since its launch, receiving 150,000 page
views this year and protecting consumers from
potential harm. For instance, one consumer
avoided investing $230,000 in an entity
impersonating a legitimate business after
checking the list and finding a match.

If you think you've been scammed, take
these steps:

1. Do not send any more money.

Report it to your financial institution.

Contact IDCARE.??
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Warn your family and friends.

Visit the ASIC website for more

information.?*

24 https://asic.gov.au/about-asic/news-centre/news-items/scam-alert-scammers-are-changing-the-way-they-impersonate-financial-services-

businesses-in-sophisticated-bond-and-term-deposit-scams/
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Sustainable finance practices

Promoting sound, sustainable finance practices
continues to be a strategic priority for ASIC. Our

work this year included:

¢ close engagement on law reform relating
to the introduction of Australia’s mandatory
climate-related financial disclosure regime for
large businesses and financial institutions

¢ continued engagement with international
and domestic peers through the IOSCO
Sustainable Finance Taskforce and the
Australian Council of Financial Regulators
Climate Working Group

¢ ongoing surveillance and enforcement
activity focused on preventing harms from
greenwashing by ensuring that sustainable
finance-related products, services and

practices comply with existing laws.

In ASIC's first greenwashing civil penalty action,
following a liability and penalty hearing in
December 2023, the Federal Court in August
2024 ordered Mercer Superannuation (Australia)
Limited to pay an $11.3 million penalty after it
admitted it made misleading statements about
the sustainable nature and characteristics of
some of its superannuation investment options.?®

02 AGENCY OVERVIEW

03 PERFORMANCE STATEMENT

ASIC also succeeded in court action alleging
misleading and deceptive conduct against
Vanguard Investments Australia. The Federal
Court found Vanguard contravened the law
by making misleading claims about certain
environmental, social and governance
exclusionary screens applied to investments
in a Vanguard index fund.?

This year, ASIC issued an additional seven
infringement notices totalling $110,520 for
greenwashing conduct (to Morningstar, Northern
Trust Asset Management, Melbourne Securities
Corporation Limited and Fertoz Limited). ASIC
also obtained 34 sustainable finance-related
corrective disclosure outcomes across sectors
such as superannuation, managed investment

schemes and listed companies.

Looking ahead, we expect our work will continue
to scale up. We will have a significant role
supporting the introduction, administration

and enforcement of mandatory climate-

related financial disclosure obligations. We will
continue to engage closely on ongoing policy
development in the sustainable finance area, as
contemplated by the Australian Government'’s
sustainable finance roadmap, published on

19 June 2024.

See Spotlight 2 on page 37 for an example of our work in the sustainable

finance space.
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SPOTLIGHT 2

Acting on inadequate
disclosures relating to
sustainable finance

ASIC continues to focus on surveillance and enforcement work

targeting greenwashing.

In August 2023, ASIC commenced civil

penalty proceedings against LGSS Pty Ltd as
trustee for Local Government Super (Active
Super), alleging that Active Super exposed its
members to investments it claimed to restrict or
eliminate. The action against Active Super was
the third greenwashing matter filed by ASIC in
the Federal Court.

We were concerned about Active Super
misleading its members in some of the
representations made about its investment
approach. Between 2021 and 2023, Active Super
published statements online and in reports and
disclosure documents stating that investments
in gambling, coal mining, Russian entities and oil
tar sands entities were eliminated or restricted
through the use of environmental, social and
governance investment screens. However, from

1 February 2021 to 30 June 2023, Active Super
invested in various securities that it had claimed
were eliminated or restricted. These securities
were held by Active Super directly and indirectly

(via managed funds or exchange traded funds).
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On 5 June 2024, the Federal Court found that
certain of these representations were misleading
and deceptive. Justice O'Callaghan found

that the use of terms such as ‘not invest’, ‘No
Way’ and ‘eliminate’ were unequivocal and not
the subject of any potential qualifications by
Active Super’s Sustainable and Responsible

Investment Policy.

In relation to representations made about
gambling investments, Justice O'Callaghan
considered that no reasonable person would
construe these as mere ‘guiding principles’
because the critical language used in them was

unequivocal.

‘This is a significant outcome which
shows our commitment to taking on
misleading marketing and greenwashing
claims made by companies in the
financial services industry,’ said ASIC
Deputy Chair Sarah Court. ‘ASIC

took this case because it sends a

strong message to companies making
sustainable investment claims that they
need to reflect their true position.’

ANNUAL PERFORMANCE STATEMENT



01 YEAR IN REVIEW 02 AGENCY OVERVIEW

Crypto assets

ASIC's continued focus on crypto assets reflects
our concerns in relation to a range of emerging
asset types that are risky, inherently volatile

and complex, with the potential to give rise to
consumer harm and threaten market integrity.

Many of these assets fall within the existing
financial services regulatory regime. This year, we
continued to support industry in understanding
the regulatory considerations involved in the
use of digital assets, blockchain and distributed
ledger technology. We increased our industry
engagements, assessed licence applications,
and supported innovative firms through our
Innovation Hub and the regulatory sandbox. We
have seen a number of new crypto asset-related
managed funds, including exchange traded
funds, entering our market this year, and will
continue to closely monitor developments.

CASE STUDY 1:
BPS Financial Pty Ltd

From January 2020, BPS Financial Pty Ltd
(BPS) promoted a cryptocurrency called Qoin
tokens, traded via a Qoin Wallet, to retail
consumers and business owners (termed ‘Qoin
Merchants’) as a means of paying for goods
and services. Up to 30 September 2022,
93,000 customers had opened a Qoin Wallet,
and BPS received more than $40 million from
the sale of Qoin tokens.

In May 2024, following proceedings brought by
ASIC, the Federal Court found BPS engaged

in unlicensed conduct when offering the Qoin
Wallet, which was found to be a non-cash
payment facility.

The Court also found BPS had engaged in
misleading or deceptive conduct and had
made false or misleading representations
concerning the Qoin Wallet, including that:

¢ the Qoin Wallet was officially registered or
officially approved when it was not

03 PERFORMANCE STATEMENT

We also achieved a number of important
enforcement outcomes in relation to crypto
asset-related businesses. We took these actions
to clarify what is a regulated product and when
a provider needs a licence. Matters included
BPS Financial, Block Earner, Finder Wallet,

and Bobbob Pty Ltd. We also disrupted scams
relating to crypto assets.

We continued to assist the Australian
Government with the development of its
proposed digital asset platform framework,
announced in October 2023. We held discussions
on crypto assets with the Council of Financial
Regulators and participated in projects to set
international standards in this area, including
IOSCO projects on crypto assets, decentralised
finance and tokenisation.

¢ the Qoin Wallet could be used to purchase
goods and services from an increasing
number of Qoin merchants when, in fact,
the number was declining

¢ consumers who purchased Qoin tokens
could be confident that they would be able
to exchange tokens for other crypto assets,
or currency such as Australian dollars,
through independent exchanges.

This result sends a strong message to
organisations in the crypto industry that their
products will be scrutinised by ASIC and

that they must comply with their regulatory
obligations to ensure consumers are protected.
This action was one of several enforcement
actions ASIC took against crypto asset
businesses to clarify what is a regulated
product and when a provider needs a licence.

© ASIC | ANNUAL REPORT 2023-24
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Design and distribution obligations

During the year, ASIC focused on reducing
potential harm to retail consumers from poor
product design and distribution practices,
including by enforcing and uplifting compliance
with DDOs.

We made seven stop orders in the period
ending 30 June 2024, in relation to deficient
target market determinations (TMDs) and
contraventions of the ‘reasonable steps’
obligation. This included the first stop order to
be issued on a life insurance product. We made
one final stop order preventing Coral Coast
Distributors (Cairns) Pty Ltd (CCD) from having
customers at its Urban Rampage retail stores
enter agreements to pay for goods on credit
through Centrepay deductions.

05 ASIC'S PEOPLE

06 FINANCIAL STATEMENTS

We also accepted an enforceable undertaking

from buy now pay later provider Elepay.

We commenced two civil proceedings during
the year. One was against online investment
platform, eToro Aus Capital Limited, relating to
reasonable steps taken to distribute a contract
for difference product and the appropriateness
of the target market of the product. The other
was against Bit Trade Pty Ltd, a provider of the

Kraken crypto exchange to Australian customers.

See Spotlight 3 for details of the final stop order in relation to Urban Rampage.
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Preventing inappropriate
targeting of consumers

ASIC stops retail stores from targeting consumers with inappropriate
credit arrangements tied to Centrelink payments.

Coral Coast Distributors (Cairns) Pty Ltd (CCD),
trading as Urban Rampage, operates 10 stores
in regional and remote locations in Queensland,
the Northern Territory and Western Australia.

It sells clothing and household goods primarily
to First Nations consumers, offering credit via a
deferred debt arrangement involving Centrepay.

Centrepay is a facility that allows consumers

to pay for goods and services from registered
businesses by deducting amounts from their
Centrelink payments before the benefit is paid to

the consumer.

On 24 April 2024, ASIC issued a final stop order
on CCD, prohibiting it from signing up customers
into Centrepay credit arrangements in its stores.

ASIC investigated and took action against Urban
Rampage after concerns were raised by First
Nations advocates and financial counsellors that
consumers were experiencing financial hardship
and seeking emergency relief after entering
Centrepay deduction arrangements.

ASIC's stop order was based on breaches of
DDOs relating to CCD's published and proposed
Target Market Determination. ASIC found that
the arrangements were unsuitable for consumers

27 https://asic.gov.au/about
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in CCD's target market because they were
unlikely to be consistent with the consumers’
financial situation and placed them at risk of
financial hardship.

Urban Rampage applied to the Administrative
Appeals Tribunal for a review of ASIC's decision
and a stay of the stop order pending review. On
12 June, the tribunal dismissed Urban Rampage’s
stay application. The review is ongoing.

to Centrepay credit arrangements in Urban
Rampage stores’, 26 April 2024.

‘Addressing harm impacting First Nations
Australians is a key priority for ASIC and
we continue to work closely with financial
counsellors and advocates in regional
and remote communities to understand
the challenges those communities face.
Where ASIC sees conduct that places
First Nations consumers at risk of
financial harm, we will act to stop it.’

Alan Kirkland, ASIC Commissioner.
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Cyber and operational resilience

In 2023-24, we continued to focus on robust
cyber-risk management and operational
resilience among the entities we regulate,
working closely with other agencies, regulated
entities and the government to address these

critical issues.

We supported the whole-of-government
response to cyber incidents, including through
the National Coordination Mechanism'’s Financial

CASE STUDY 2:
Cyber Pulse Survey

A string of high-profile cyber incidents that
began in late 2022 highlighted the need for
all businesses operating in Australia’s financial
system to have robust cyber capabilities.

In 2023-24, ASIC launched the ASIC Cyber
Pulse Survey, the largest survey on corporate
Australia’s cyber resilience. The survey
measured participants’ ability to:

¢ govern and manage organisation-wide
cyber risks

¢ identify and protect information assets that
support critical services

# detect, respond to, and recover from cyber
security incidents.

06 FINANCIAL STATEMENTS

Services Working Group. We also contributed
to government policy initiatives, including the
implementation of the 2023-2030 Australian
Cyber Security Strategy, and provided input to
proposals by the Council of Financial Regulators.
We continued to actively participate in joint
initiatives and incident responses with the
Council of Financial Regulators’ Cyber and
Operational Resilience Working Group.

In addition to providing individual feedback
reports to participants, which benchmarked
them against their peers, ASIC published
insights from the cyber pulse survey 2023. The
report called on organisations to prioritise
their cyber security after the survey identified
significant gaps in cyber risk management
capabilities. It summarised important trends,
identified areas for improvement, and
highlighted better practices with practical
examples designed to support behavioural
change among entities operating in Australia’s
financial system.

The findings from the survey have also
informed a cyber awareness strategy
designed to improve entities’ cyber resilience
capabilities.

1 www.asic.gov.au/regulatory-resources/find-a-document/reports/rep-776-spotlight-on-cyber-findings-and-insights-from-the-
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Digital technology and data

In 2023-24, we made important progress in bolstering our capabilities in technology and data.

TRANSFORMATION CALLOUT

Real and tangible uplifts in digital and data capabilities

As new threats and disruptions arise in the
ever-changing financial environment, it is
critical that we continue to evolve and that our
technological tools are fit for purpose. This

enables us to act effectively where we see risks

and harms. Through our multi-year strategy

to strengthen our digital and technology
capabilities, we aim to be a leading, digitally
enabled and data-informed regulator by 2030,
supported by and dependent on the funding
and investment available to us.

In 2023-24, we were able to build significant
momentum towards this goal, with important
uplifts in our digital and technology
capabilities. This improved not only our ability
to effectively mitigate risks in our environment
but also the way we interact with our
stakeholders and support the integrity of the
financial system.

Key examples included:

¢ implementing new voice-to-text
transcription technology to support our
enforcement work, significantly reducing

the time taken to transcribe verbal evidence

and retrieve insights from external data
sources. The technology further supports
a more efficient and secure process for
transferring audio and video files

+ digitising key forms, which allows data to be

extracted in a structured way that enables
in-depth analysis and supports our risk-
based approach to surveillance
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¢ introducing a Fight Scams Network
between the ACCC, ASIC and an external
takedown service partner to enable real-
time scam alerts to be triaged and easily
shared between agencies

¢ publishing the beta version of the new
Professional Register Search function (aimed
at replacing the current Connect Online
service) with a user-centred design that
makes it easier for consumers and other
users to quickly find information

¢ modernising the look and feel of the ASIC
website homepage to improve the user
experience, with further enhancements to
follow

¢ launching further enhancements to the
ASIC Newsroom, focusing on audience
segmentation and personalisation. ASIC
news alert subscribers can now customise
the topics and frequency of the ASIC news
they wish to receive.

We also strengthened infrastructure and
operational capabilities to collect, store and
process data. For instance, under the new
internal dispute resolution (IDR) reporting
framework, we were able to receive, in early
2024, IDR data on an expanded basis, with the
coverage increasing from an initial 344 entities
to approximately 8,600 entities. Our collection
and subsequent publication of this data will
provide greater public visibility of where
consumers are having difficulties, and support
better IDR practices by the firms we regulate.
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Strategic work across our
regulated sectors

Strategic work with cross-sectoral impact

Protecting consumers facing financial hardship

In 2023-24, we worked actively to ensure banks and lenders provided adequate support for
consumers experiencing financial hardship, and that those consumers knew how to seek help.

See Spotlight 4 for more details.
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SPOTLIGHT 4

Helping Australians in
financial hardship

With cost-of-living pressures on the rise, ASIC is actively working

with lenders to ensure customers facing hardship get the support

they need.

heightened focus on financial hardship and our
expectations of lenders. We issued the letter in
response to evidence suggesting that increasing
numbers of consumers were experiencing

financial hardship due to cost-of-living pressures.

We then collected data from 30 large lenders.
We reviewed 10 of these lenders in more

detail and, in May 2024, published our findings
Findings and actions to support customers in
financial hardship. Our findings highlighted that
lenders were not doing enough to support their
customers experiencing financial hardship. For
instance, 35% of customers who submitted a
hardship notice dropped out of the process on at
least one occasion. In about 40% of cases where
payments were reduced or deferred, customers
fell into arrears right after the assistance period
ended. In the worst cases, lenders ignored
hardship notices, effectively abandoning
customers who needed their support.
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We provided individual written feedback to the
lenders we reviewed and asked them to prepare
an action plan outlining how they intended to
respond to the issues identified. We will follow
up with the lenders to monitor their progress,
and are considering further regulatory action in
relation to certain issues we identified.

Following the release of Report 782, ASIC

on Moneysmart to inform Australians of their
rights to seek financial hardship assistance.

‘ASIC has made this a priority focus
area, and where appropriate, we will not
hesitate to take enforcement action to
protect consumers.’

Joseph Longo, ASIC Chair

44 ANNUAL PERFORMANCE STATEMENT


https://asic.gov.au/about-asic/news-centre/find-a-media-release/2023-releases/23-235mr-as-cost-of-living-pressures-persist-asic-calls-on-lenders-to-support-customers-in-financial-hardship/
https://asic.gov.au/about-asic/news-centre/find-a-media-release/2023-releases/23-235mr-as-cost-of-living-pressures-persist-asic-calls-on-lenders-to-support-customers-in-financial-hardship/
https://asic.gov.au/regulatory-resources/find-a-document/reports/rep-782-hardship-hard-to-get-help-findings-and-actions-to-support-customers-in-financial-hardship/
https://asic.gov.au/regulatory-resources/find-a-document/reports/rep-782-hardship-hard-to-get-help-findings-and-actions-to-support-customers-in-financial-hardship/
https://moneysmart.gov.au/just-ask-your-lender-for-help
https://asic.gov.au/about-asic/news-centre/find-a-media-release/2023-releases/23-235mr-as-cost-of-living-pressures-persist-asic-calls-on-lenders-to-support-customers-in-financial-hardship/
https://asic.gov.au/about-asic/news-centre/find-a-media-release/2023-releases/23-235mr-as-cost-of-living-pressures-persist-asic-calls-on-lenders-to-support-customers-in-financial-hardship/
https://asic.gov.au/regulatory-resources/find-a-document/reports/rep-782-hardship-hard-to-get-help-findings-and-actions-to-support-customers-in-financial-hardship/
https://moneysmart.gov.au/just-ask-your-lender-for-help

04 ASIC'S STRUCTURE

Implementing the Financial Accountability Regime

05 ASIC'S PEOPLE

06 FINANCIAL STATEMENTS

During the year, ASIC continued to work closely with the Australian Prudential Regulation Authority

(APRA) to implement the Financial Accountability Regime (FAR), which imposes a strengthened

responsibility and accountability framework for entities in the banking, insurance and superannuation

industries and their directors and senior executives.

CASE STUDY 3:

Implementing the Financial Accountability Regime

FAR commenced for banks on 15 March
2024, with ASIC and APRA providing the
banking industry with additional time (up to
30 June 2024) to submit applications for the
registration of new accountable persons and
comply with notification obligations.

This year ASIC and APRA also released further
materials to help the financial services industry
meet the new FAR requirements. This included
a supporting legislative instrument directed at
the insurance and superannuation industries,
and guidance for all sectors.

ASIC and APRA have also engaged with
regulated entities to help them prepare for the
implementation of FAR. This engagement is
ongoing as we move toward the 15 March 2025
commencement date for the superannuation
and insurance industries.

Both agencies continue to engage closely with
each other on aligning their supervisory and
enforcement approaches.

Promoting the responsible and safe use of consumer data and artificial intelligence

We continue to be vigilant in relation to potential harms stemming from the misuse of consumer data,

algorithms and artificial intelligence (Al) in financial services, and we have led the discussion on a

sound regulatory approach.

See Spotlight 5 on our Al symposium.
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Regulation of the use of Al

ASIC convened a symposium of experts to discuss approaches to the

effective regulation of Al and ways to ensure its safe and responsible

use in Australia.

Al is evolving at a rapid pace internationally and
domestically, and ASIC is actively engaging in
the public dialogue in relation to its use. We are
working to inform our regulated entities about
existing obligations when using Al, improve
awareness of the key risks Al poses to consumers
and markets, and build understanding in how
industry is using Al.

In May 2024, ASIC partnered with the University
of Technology Sydney Human Technology
Institute to stage a symposium of experts from
academia, business, industry and government
to discuss how Al is changing regulation, and
how regulators can respond, drawing on lessons
from leading international approaches. Much of
the current narrative about Al stems from tech
businesses or major users of the technology.
The symposium was designed to include the
perspectives of those on whom Al is used.

The symposium included an Al thought leaders’
roundtable with 40 leading experts in Al
governance and regulation, with discussions

on emerging Al use cases and what can be
learnt from international regulatory approaches
to Al. ASIC Chair Joseph Longo noted that
governments and regulators must have a hand
in shaping how Al technology is designed and
deployed.
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The symposium included a keynote address by
the Hon Stephen Jones MP, Assistant Treasurer
and Minister for Financial Services, and a

panel discussion between Mr Longo, ACCC
Commissioner Liza Carver, Privacy Commissioner
Carly Kind, and eSafety Commissioner Julie
Inman Grant. The evening session, open to the
public, attracted 200 attendees.

While ASIC has been leading conversations on
this topic for some time, the symposium was
another opportunity to engage with those at
the forefront of the use and regulation of Al

in Australia. ASIC will continue working with
industry, government and others to balance
innovation with the responsible and safe use of

emerging technologies.

‘We should avoid ... the notion that Al
is too complex to be knowable. Like

all technology, Al is the product of
human ingenuity and can therefore, by
definition, be understood. Moreover, it
is the job of government and regulators
to ensure that these systems are
explainable and transparent.’

Joseph Longo, Opening remarks to the ASIC
UTS Al Regulators Symposium
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Deterring cold calling in superannuation switching business models

In 2023-24, we took action on cold-calling practices that induced inappropriate superannuation switching
that eroded superannuation balances. This included a decision against financial adviser Mr A by the
Financial Services and Credit Panel, which found that the relevant provider did not adequately consider

2 clients’ objectives, needs and financial situation or base all judgements on their relevant circumstances.
The clients had been referred to the provider by a third-party superannuation switching cold-calling
operator who made an unsolicited telemarketing call to them offering a superannuation review.

CASE STUDY 4:
Deterring cold calling in superannuation switching business models

ASIC took action to deter cold-calling practices
amid evidence of adverse consumer outcomes
arising from unsuitable financial advice that
came about as a result of an unsolicited call
from a high-pressure cold-calling operator.

Shortly after launching the campaign, we
revealed the findings of our cross-sector work to
deter cold-calling business models and issued

a warning to unscrupulous operators using
high-pressure sales tactics to lure consumers
into receiving inappropriate superannuation
switching advice. Given this type of advice had
caused considerable volumes of superannuation
fund movement into high-risk property
investments, with significant payments to cold-
calling operators, we reminded superannuation
trustees, advice licensees and advisers of

their responsibilities to members and clients.
More broadly, we called on the advice and
superannuation sectors to assist in preventing
cold calling for super switching business models,
including by reporting it to ASIC if and when
they become aware of it.

Our work included:

¢ a review of cold-calling operators who contact
consumers to encourage superannuation
switching

¢ a project in relation to superannuation
trustees’ oversight of advice fee deductions

¢ liaison with superannuation trustees to
identify cold-calling switching models

# a consumer and industry education campaign

¢ commencing investigations in relation to
certain cold-calling operators.

In late April 2024, ASIC launched a consumer
awareness campaign on Moneysmart, urging S RERRLELEL . ‘
consumers to ‘just hang up’ on cold callers superannuation trustee practices, calling on
and ‘just scroll past’ social media clickbait superannuation trustees to renew efforts to
leading to inappropriate superannuation protect members from harmful advice fee
switching advice. In just over a month, the deductions, including from advice originated by

millions of Australians, including people in the
accumulation phase of their superannuation
journey (who were most impacted by cold-

advice, outlining how financial services laws apply
to unlicensed entities referring consumers to a

calling business models). The consumer
campaign laid the groundwork for targeted
industry messaging, and ramped up public
pressure on unscrupulous operators benefiting
from cold-calling business models.

third party for the provision of financial advice.

ASIC has also begun investigations into a range of
entities identified as participating in cold calling
for superannuation switching business models.
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Acting against inadequate internal and external dispute resolution arrangements

ASIC continued to promote sound internal and external dispute resolution arrangements for consumer

complaints. This included commencing civil penalty proceedings against Telstra Super 