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Chair’s report

| am pleased to present ASIC's annual
report for 2022-23.

In a year marked by continued economic
and technological change and geo-
political uncertainty, ASIC has maintained
confidence and integrity in Australia’s
financial system.

We have done this by focusing sharply

on improving outcomes for Australian
consumers, businesses and investors, and
proactively targeting misconduct.

We have made good progress to deliver
on our strategic priorities. This includes
launching our first enforcement action

for alleged greenwashing and continuing
to disrupt predatory conduct aimed

at vulnerable small businesses and
consumers, including First Nations people.

Enforcing the law and taking
action against misconduct

Combined with our regulatory and
surveillance work, our enforcement actions
over the past year sent a strong message
of deterrence to the market.

In the 12 months to June 2023, we actively
litigated and sought significant penalties
to address misconduct. We commenced
more than 130 investigations, obtained 35
criminal convictions, and our actions have
led to almost $190 million in civil penalties
and fines imposed by the courts.

We announced our enforcement priorities
in November last year to help industry and
our stakeholders better understand where
we direct our enforcement resources and
expertise. While we cannot take every
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matter to court, we ensure our finite
resources are used to maximum effect and
take action in the public interest.

There are a significant number of ongoing
investigations and surveillance projects
that we will report on in the year ahead.

Key outcomes in 2022-23

Sustainable finance

Sustainable finance practices continue
to rapidly evolve and transform markets
worldwide, driving the biggest changes
to financial reporting and disclosure
standards in a generation.

The Australian Government is proposing
to introduce climate-related financial
disclosure requirements as part of its
broader sustainable finance agenda, and
ASIC is playing an active leading role in
supporting this change.

We are working closely with regulators
across jurisdictions to ensure our domestic
approach reflects global best practice.

At the same time, we are thinking critically
about ASIC's medium- to long-term
approach to sustainable finance, to ensure
we remain well-placed to respond to
developments efficiently and effectively.

In October 2022, we launched our first
action against alleged greenwashing
conduct and took targeted enforcement
action where entities were falsely
promoting their sustainability credentials.
To date, we have issued more than 20



infringement notices to a range of entities
in response to concerns identified in their
marketing and promotional content.

Product design and distribution

ASIC has been firmly focused on reducing
the risk of harm to consumers of financial,
investment, credit and credit-like
products, caused by poor product design
and distribution. We used our design

and distribution obligations stop order
powers for the first time in July 2022. The
obligations require clear consideration

of the objectives, financial situation and
needs of consumers throughout the life
cycle of products and are critical in urging
firms to be proactive about positive
consumer outcomes.

We issued close to 80 interim stop orders
during the year.

Our design and distribution obligations
stop order powers have evolved as a
‘go-to regulatory tool’ for ASIC to quickly
disrupt instances of poor consumer
outcomes across financial services sectors
and the market.

Directors’ duties and disclosure
obligations

Taking action against directors and CEOs
who fail to uphold their duties continues to
be another priority for ASIC. For example,
we commenced court action against 11
current and former directors and officers
of Star Casino, as well as GetSwift Limited
and its directors, for alleged breaches of
their directors’ duties.

These cases highlight the requirement for
companies and directors to operate with
the diligence and transparency the law
requires and to meet the expectations of
shareholders, regulators and the public.

Cyber resilience

Cyber-attacks can seriously impact the
integrity and efficiency of global markets.
ASIC's work to drive good cyber-risk and
operational resilience practices included
our Cyber Pulse Survey launched in June
2023. It is one of the largest conducted
into Australia’s cyber resilience. The
survey helps firms measure and compare
their current cyber security and controls,
governance arrangements, and incident
preparedness. Later this year, we will
publish a report with key findings to help
industry uplift cyber resilience.

Scam management practices

ASIC remains committed to addressing
digitally enabled misconduct, including
scams. We used a range of innovative,
data-driven approaches to intervene,
disrupt and deter fraudulent behaviour
and minimise losses for consumers.

In April 2023, we released a landmark
report examining the approaches taken
by the major banks to prevent, detect
and respond to scams. Our analysis
found that scam losses for major bank
customers exceeded $550 million in the
past year and impacted more than 31,700
customers, highlighting the need for
financial institutions to evolve their scam
management practices.

We will continue to work closely with
financial institutions to drive better
outcomes for their customers and
ensure transparent policies are in place
relating to liability, and reimbursing and
compensating customers.
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ASX and CHESS replacement

Following the ASX's announcement that
it would pause the CHESS Replacement
Project in November 2022, we worked
closely with the Reserve Bank of

Australia to ensure the ASX's program
and management framework is fit for
purpose and shows a clear understanding
of expectations that it will successfully
deliver programs of change to Australia’s
market infrastructure.

There have been many developments in
this space, including the establishment of
a new advisory group for ASX Clear and
ASX Settlement on strategic clearing and
settlement issues, following a roundtable
hosted by ASIC.

A key focus for ASIC is to ensure genuine
collaboration between ASX, the advisory
group and industry to achieve the best
outcome for the market, listed companies
and investors.

Looking ahead

One of my primary objectives as Chair is
to transform ASIC into a leading digitally
enabled and data-informed regulator and
law enforcement agency.

Investment in advanced technology
is critical for ASIC to process and
assess the significant volumes of data
we receive daily, and to drive more
efficient, proportionate and targeted
regulatory action.

In 2022-23, we planned and consulted
internally on the best structure for
ASIC to achieve its strategic and
operational objectives.

ASIC Annual Report 2022-23

Our new structure became operational
on 3 July 2023. It is focused on

efficient prioritisation of enforcement
and regulatory issues and improving
operational flexibility to respond to
emerging risks and harms in the financial
system and markets.

Commissioner appointments

In August 2023, the Treasurer announced
the appointment of three new
Commissioners — Kate O'Rourke, Alan
Kirkland and Simone Constant. Kate,
Simone and Alan each have extensive
experience in areas relevant to ASIC's
strategic priorities, and | look forward to
the contributions they will make.

On behalf of everyone at ASIC, |
would like to say a warm thank you
to former Commissioners Danielle
Press and Sean Hughes for their
outstanding contributions.

Our enduring commitments

As you read through this report, two
themes emerge: first, our dedication

to working with our stakeholders and
financial industry organisations to improve
conduct and strengthen trust in the
system; and second, our commitment to
enforcing and administering the law to
best effect.

Our enduring commitment to driving
positive outcomes for consumers and
investors and ensuring the integrity of
Australia’s financial system will continue to
motivate us in the year ahead.

T oy

Joseph Longo
Chair



1.1 ASIC's role and responsibilities

ASIC is Australia’s integrated corporate, markets, financial
services and consumer credit regulator. ASIC was established
under the Australian Securities and Investments Commission

Act 2001 (ASIC Act).

Our vision

Our vision is for a fair, strong and efficient
financial system for all Australians.

Our regulatory purpose

To realise our vision, we will use all our
regulatory tools to:

» change behaviours to drive good
consumer and investor outcomes

» act against misconduct to
maintain trust and integrity in the
financial system

» promote strong and innovative
development of the financial system

» help Australians to be in control of their
financial lives.

Our legislative
responsibilities

The ASIC Act states that ASIC has the
function of monitoring and promoting
market integrity and consumer protection
in relation to the Australian financial
system and the payments system.

It requires that ASIC must strive to:

» maintain, facilitate and improve the
performance of the financial system
and entities within it in the interests
of commercial certainty — reducing
business costs — and the efficiency and
development of the economy

» promote confident and informed
participation of investors and
consumers in the financial system

» administer the law effectively and with
minimal procedural requirements

» receive, process and store — efficiently
and quickly — the information
we receive

> make information about companies and
other bodies available to the public as
soon as practicable

» take whatever action we can, and which
is necessary, to enforce and give effect
to the law.
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We enforce the law and regulate
companies, financial markets and
financial services under the following
key legislation:

» the ASIC Act
»  Business Names Registration Act 2011

»  Corporations Act 2001
(Corporations Act)

» Insurance Contracts Act 1984

> National Consumer Credit Protection
Act 2009 (National Credit Act).

We also administer parts of the
following legislation:

»  Banking Act 1959
» Life Insurance Act 1995

»  Medical Indemnity (Prudential
Supervision and Product Standards)
Act 2003

» Retirement Savings Accounts Act 1997

»  Superannuation (Resolution of
Complaints) Act 1993

»  Superannuation Industry (Supervision)
Act 1993 (SIS Act).

Our regulatory approach

A fair, strong and efficient financial system

is fundamental for every individual and
business in Australia, and Australia’s
reputation as a safe and attractive place
to invest. ASIC performs a crucial role in
maintaining Australia’s position as having
one of the most stable and successful
financial systems in the world.

We take a targeted, risk-based and
flexible approach to our regulation and

supervision role, setting strategic priorities

that aim to change behaviours to drive

ASIC Annual Report 2022-23

good consumer and investor outcomes,
and promote strong and innovative
development of the financial system.

Our regulation and supervision functions
to detect, deter and act against
misconduct, and maintain the trust and
integrity in the financial system that is
critical for all Australians, are closely
related to the work of our enforcement
and compliance teams.

Our work as a regulator is focused on
ensuring our financial markets work
well for individuals, businesses and the
Australian economy as a whole.

ASIC Corporate Plan

Our Corporate Plan 2022-26 (Focus
2022-23) (Corporate Plan) outlines our
regulatory priorities and the actions we
plan to take over the next four years.
These are based on monitoring and
analysis of our operating environment,
identification of threats and behaviours
that lead to harm, and prioritisation of
harms that need to be addressed.

This annual report reports against our
2022-23 Corporate Plan. Our Corporate
Plan 2023-27 (Focus 2023-24) was
published on 28 August 2023.

See pages 19-20 for more details on
our Corporate Plan priorities.

Chapter 2 sets out our achievements
against the qualitative and
quantitative measures identified in our
Corporate Plan.



1.2 ASIC's structure

ASIC's organisational structure

Following an organisational review in
2022-23, ASIC implemented a new
structure. For the whole 2022-23 reporting
period, ASIC operated under the structure
illustrated in Chart 3.1 in Chapter 3.

ASIC's new structure came into effect on

3 July 2023 and is illustrated in Chart 1.2.

The new structure has been implemented
to better meet ASIC's future needs. It
enables quicker decision making and
improves operational flexibility to respond
to emerging risks and harms in the
financial system and markets.

The new structure strengthens
collaboration and coordination, and
streamlines ASIC's enforcement,
compliance, regulatory and supervisory
functions. It also combines ASIC's
intelligence and international functions
to better harness data to drive an
intelligence-led regulatory approach.

Our organisational redesign marks the
most significant changes to the agency’s
structure in more than a decade. The
redesign, as well as our investment in data
and digital, supports our commitment

to being a leading, digitally enabled,
data-informed regulator.
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Chart 1.2—Organisational structure as at 1 July 2023
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ASIC Commissioners

Joseph Longo
Chair

Joseph Longo
commenced

as ASIC Chair on
1 June 2021.

Karen Chester

Karen Chester
commenced as ASIC
Deputy Chair on

29 January 2019.

Sean Hughes

Sean Hughes ceased
his role as an ASIC
Commissioner on

3 February 2023.

He commenced as an
ASIC Commissioner on
1 December 2018.

Sarah Court

Sarah Court
commenced as ASIC
Deputy Chair on

1 June 2021.

Danielle Press

Danielle Press ceased
her role as an ASIC
Commissioner on 15
September 2023.

She commenced as an
ASIC Commissioner on
17 September 2018.
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1.3 Financial summary

Outcomes

Parliament funds ASIC to achieve the
outcome of improved confidence in
Australia’s financial markets through
promoting informed investors and
financial consumers, facilitating fair and
efficient markets, and delivering efficient
registry systems.

Revenue for the Commonwealth

In 2022-23, ASIC collected $1,835 million
for the Commonwealth in fees, charges
and supervisory cost recovery levies, an
increase of 9% from the 2021-22 year.

Revenue, appropriations
and expenditure

In 2022-23, ASIC received $426 million

in operating appropriation revenue from
the Australian Government, including

$55 million for the Enforcement Special
Account (ESA), representing a $4 million or
1% increase compared with 2021-22.

ASIC received approximately $32 million
of own-source revenue' in 2022-23,

$36 million less than the previous year. The
decrease in own-source revenue mainly
relates to:

» lower court cost recoveries from
enforcement matters — these recoveries
are unpredictable and vary from year
to year

» adecrease in revenue received from
the Australian Taxation Office (ATO) to
fund work for the Modernising Business
Registers (MBR) program — ASIC
received appropriation directly from
the Australian Government for a portion
of the MBR program in 2022-23

> lower reimbursements to cover
operating and capital expenditure
incurred by ASIC on government
programs funded directly by other
Australian Government entities, as much
of the work was completed in 2021-22.

The increase in total expenses relates to:

» anincrease in wages and salary
expenses due to projects being
delivered as operating costs and
the transfer of costs from the
work-in-progress accounts to employee
expenses relating to software
development costs that were previously
recognised as assets

» the effect of annual pay rises and
flow-on effects to employee provisions

» anincrease in separation and
redundancy costs compared to the
previous year

» an increase in amortisation expenses for
computer software because of a change
in the useful life of software assets
following an internal review of ASIC's
end-to-end processes for the accounting
and management of software assets.

The 2022-23 deficit is primarily driven by
the expense variances mentioned above.

1 Mainly includes revenue from other Australian government entities, court costs recovered and retained by ASIC,

and royalties.
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Table 1.3.1 Revenue, appropriations and expenditure

2021-22

2022-23 (Restated)> Change Percentage

($000s) ($'000s) ($'000s) change
Revenues from government
(including ESA) 426,323 422,001 4,322 1%
Own-source revenue 32,366 67,873 (35,507) (52%)
Total revenue 458,689 489,874  (31,185) (6%)
Total expenses (including depreciation
and amortisation, net of gains) 542,340 492,019 50,321 10%
Surplus/(Deficit) (83,651) (2,145)  (81,506) 3,800%

Table 1.3.2 ASIC's use of taxpayers’ money for outcomes approved by Parliament

2021-22
2022-23 (Restated)
($'000s) ($'000s)

Operating expenses (including depreciation and amortisation, net of gains)
Total expenses (net of gains) 542,340 492,019
Annual change on previous year 10% 0%

Fees and charges (including industry funding) raised for the Commonwealth

Total 1,834,550 1,675,771
Annual change on previous year 9% 1%
Restatement of previous relating to transactions from current and
year figures previous years. An adjustment was made
to restate the previous year balances
In 2022-23, ASIC initiated an internally for transactions relating to the period
led review of the processes, framework 2017-18 to 2021-22. The restatement is
and management of capital across the disclosed in the Overview section of this
organisation. This resulted in a number of year's financial statements, in line with the
transactions being reclassified from the Accounting Standards.

balance sheet to operating expenditure

2 See the Overview in the financial statements section for more information.
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Chair’s statement

|, Joseph Longo, as the Accountable Authority of ASIC, present the 2022-23 annual
performance statement of ASIC, as required under paragraph 39(1)(a) of the Public
Governance, Performance and Accountability Act 2013 (PGPA Act). In my opinion, the

annual performance statement is based on properly maintained records, accurately reflects

the performance of the entity, and complies with subsection 39(2) of the PGPA Act.

Our purpose

Our vision — a fair, strong and efficient financial system for all Australians — reflects our
purpose as Australia’s conduct regulator for corporations, markets, financial services and
consumer credit, and highlights the important role we play on behalf of all Australians.

2.1 Performance objectives

ASIC's performance reporting in 2022-23
was guided by the Corporate Plan and
our 2022-23 Portfolio Budget Statement,
which set out our objectives and targets
related to investor and consumer trust and
confidence, and fair and efficient markets.

We plan to achieve our key performance
outcome, as stated in the Portfolio Budget
Statement, of 'improved confidence in
Australia’s financial markets through
promoting informed investors and
financial consumers, facilitating fair and
efficient markets and delivering efficient
registry systems”.

ASIC Annual Report 2022-23

We aim to do this by:

>

>

>

pursuing enforcement outcomes

undertaking supervision
and surveillance

providing guidance to industry

assessing licence and
registration applications

engaging with consumers and
industry stakeholders

providing regulatory relief
where appropriate

educating consumers.

These regulatory activities are used

to achieve our vision of ensuring a fair,
strong and efficient financial system for
all Australians.



2.2 Measuring and reporting on

our performance

This year, our work aligned with the
strategic priorities and actions outlined
in the Corporate Plan published in
August 2022.

Measuring our performance

In evaluating our work, we combine
quantitative and qualitative indicators to
provide a narrative about our approach, as
detailed in our Corporate Plan.

As ASIC is a law enforcement agency, the
volume and results of our surveillance
and enforcement activities remain an
important measure of our performance.
Table 2.3.1 outlines our key results.

We have been developing an impact
assessment methodology to measure the
impact and effectiveness of our regulatory
interventions. This annual report includes
case studies based on this methodology.
These appear in Impact assessments
2.5.1,2.5.2 and 2.6.1. This is the first year
that ASIC has publicly reported on the
impact assessment methodology. We will
continue to refine it in the future.

Our work aligns with the Australian
Government's best practice principles
for regulator performance: continuous
improvement and building trust; risk
based and data driven; and collaboration
and engagement. The case studies in
this annual report illustrate how our
work demonstrates these principles in

relation to our core strategic projects,
other strategic work and ongoing
regulatory work.

Reflecting these principles, we also
measure our performance against our
Service Charter targets to continuously
improve our performance, capability and
culture (see section 2.7).

Our Corporate Plan outlines ASIC's

core strategic projects, other strategic
work, and ongoing regulatory work. In
deciding on these projects, ASIC applied
the regulator best practice principles

to identify key trends in our regulatory
environment and target our surveillance
and enforcement actions. In this chapter,
we report on the progress we have made
in each category. The core strategic
projects for 2022-23 were:

» scams

» sustainable finance

» crypto-assets

» design and distribution obligations

» reportable situations

» cyber and operational resilience

» the Financial Accountability
Regime (FAR)

» digital technology and data.
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Our other strategic work is conducted in ASIC's strategic priorities
the following industry sectors:

In 2022-23, our work was guided by
four strategic priorities identified in our
Corporate Plan:

» superannuation

» financial advisers

» investment managers
s credit and banking »  Product design and distribution:
reduce the harm to consumers caused
by poor product design, distribution
and marketing, especially by driving
compliance with new requirements.

» insurance
» market infrastructure
»  market supervision

» corporations . '
P » Sustainable finance: support market

integrity through proactive supervision
and enforcement of governance,
transparency and disclosure standards.

» financial reporting and audit

» registered liquidators.

Our ongoing regulatory work includes:
» Retirement decision making: protect

consumers, especially as they plan
and make decisions for retirement,

» enforcement

» supervision and surveillance

» guidance with a focus on superannuation

» licensing and registration products, managed investments and

» engagement financial advice.

» regulatory relief »  Technology risks: focus on the impacts
» education. of technology in financial markets

and services, drive good cyber-risk
and operational resilience practices,
and act to address digitally enabled
misconduct, including scams.

We use a combination of the regulatory
tools available to us to achieve outcomes
for consumers and investors.

This chapter sets out key results against
our priorities and in relation to the
above strategic projects and ongoing
regulatory work.
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2.3 Key results

Table 2.3.1 sets out our key results

for 2022-23 across our supervision,
surveillance, enforcement, guidance and
education work.

The number of supervisory, surveillance
and enforcement actions we undertake,
the value of fines and penalties, and the
number of convictions vary from year to
year. The variations depend on factors

such as the severity of breaches of the law

and the complexity of the investigations
we undertake.

Table 2.3.1 Key results

Outcome

Our new structure means we have
changed our approach to surveillance
and enforcement work. In the lead-up to
the new structure coming into effect, we
focused on finalising existing activities
to enable a smooth transition. As a
result, there are notable variances in
some activities and outputs compared to
last year.

Total Total
2022-23 2021-22

Surveillance

Surveillances completed'?

Over 1,300 Over 1,040

Instances of potentially misleading or deceptive

promotional material withdrawn or amended

Interim stop orders and final stop orders on disclosure

documents?®

Interim stop orders under design and distribution

obligations*

57 61
21 18
78 2

1 This includes over 30 surveillances involving an on-site presence.

2 The number of surveillances completed is a measure of surveillance activity or actitivities by entity or related
entities (such as companies, partnerships, licensed or unlicensed entities, and individuals), by disclosure
documents (prepared by entity or entities) or by transactions (by entity or entities). These surveillance activities
may arise from reports of misconduct, breach reports or as part of a larger surveillance project examining a
thematic or industry-wide issue (i.e. a project may comprise a number of surveillances).

3 These stop orders were issued to prevent offers being made under disclosure documents containing misleading
or deceptive statements, and omissions of information required under the legislation.

4 These stop orders were issued under ASIC's design and distribution obligations powers, which came into effect

in October 2021, following a transitional period.
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Total Total

Outcome 2022-23  2021-22
Enforcement

Investigations

Investigations commenced® 134 107

Criminal actions®

Criminal litigation completed 44 38
Criminal litigation completed successfully (as a percentage) 90% 89%
New criminal litigation commenced 32 52
Average time to complete an investigation (in months) 23 23
Average time to a criminal court decision (in months) 21 15

Average total time to complete an investigation and reach a

court decision (in months)’ 60 44

Criminal outcomes

Number of people/companies convicted® 35 34
Custodial sentences (including fully suspended) 21 13
Non-custodial sentences/fines 14 21
Total dollar value of fines $189,640° $2.1m™

Investigations for these purposes meet the definition in section 13 of the ASIC Act and section 247 of the
National Credit Act.

The statistics relating to criminal actions and outcomes have been revised to include results that were omitted
last year due to delays in record keeping. This was due to the timing of our public comment on the matters and
cut-off date for reporting. These changes comprised adding one completed successful criminal litigation action
(resulting in a conviction and custodial sentence) and two commenced criminal litigation actions. In line with
these additions, the average time statistics have been adjusted.

The time to complete criminal investigations is measured from the date an investigation commences to the date
a referral is made to the Commonwealth Director of Public Prosecutions (CDPP). The time to reach a criminal
court decision is measured from the date charges are laid by the CDPP to the date a sentence is handed down.
The time involved in achieving enforcement outcomes can vary, depending on many factors, such as the time a
matter is with the CDPP for assessment or the time a matter is before the courts.

This includes three successful criminal actions without a conviction recorded.

The decrease in fines and pecuniary penalties arising from criminal actions in 2022-23 is attributed to a
larger-than-usual proportion of matters resulting in custodial sentences instead of fines.

10 The increase in fines arising from criminal actions in 2021-22 is attributed to a fine of $1.71 million imposed on

Avanteos Investments. The former subsidiary of Commonwealth Bank was convicted and penalised for failing to
update defective disclosure statements, resulting in deceased consumers being charged fees after their death.
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Total Total
Outcome 2022-23 2021-22

Total dollar value of reparation orders - -
Total dollar value of pecuniary penalties $28,883 $102,175

Civil action

Civil litigation completed 52 61
Civil litigation completed successfully (as a percentage) 94% 100%
New civil litigation commenced 62" 75
Average time to complete an investigation (in months) 15 19
Average time to a civil court decision (in months) 22 17

Average total time to complete an investigation and reach a
court decision (in months)™? 42 33

Civil outcomes
Total dollar value of civil penalties $185.4m $2299m

Administrative actions and outcomes'

Action taken against auditors' 468 59
Action taken against liquidators 2 3
People disqualified or removed from directing companies™ 32 58

11 The decrease in the number of new civil litigation commenced is attributed to the cyclical nature of our
enforcement work. Following the completion of 61 civil litigation actions last year, we have commenced 132 new
investigations, which are at the beginning of the enforcement life cycle. The outcome of these investigations will
flow through in the years to come.

12 The ‘average total time to complete a civil investigations’ is measured from the date an investigation
commences to the date initiating proceedings are filed by ASIC. The ‘average total time to reach a civil court
decisions’ is measured from the date initiating proceedings are filed to the date a judgment is handed down.
There are occasions when a judgment is reserved, which affects the overall time to reach a court decision.

13 This includes all disqualifications, suspensions, cancellations and bannings resulting from surveillance and
enforcement activities.

14 As part of a 2022-23 compliance program, ASIC communicated to more than 1,400 self-managed
superannuation fund (SMSF) auditors that they had outstanding annual statements. Most of these auditors
subsequently lodged their statements. Those SMSF auditors with outstanding annual statements were advised
on 3 August 2022 that ASIC was considering cancelling their registration. Notice of cancellation was sent to
these auditors on 23 January 2023, following their continued non-compliance.

15 This includes four disqualifications arising from civil proceedings, where the court ordered that
the defendant be disqualified from directing companies.
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Total Total
Outcome 2022-23 2021-22

People/companies removed, restricted or banned from
providing financial services' 77 39

People/companies removed, restricted or banned from

providing credit services” 28 18
Public warning notice'® 1 -
Reprimands issued" 3 _
Licence conditions imposed on ASX - 3

Court enforceable undertakings
Court enforceable undertakings accepted 3 1

Compensation or remediation agreed in court enforceable
undertakings® - _

Infringement notices?

Total number of infringement notices issued 20 3
Total dollar value of infringement notices? $6.7m $136,890
Summary prosecutions

Summary prosecutions for strict liability offences 210 181

Total value of fines and costs $1.6m $1,019,106

16 This includes one instance where the court imposed permanent injunctions on an individual, restraining
them from carrying on a financial services business in Australia in contravention of the Corporations Act and
one instance where an individual was removed from providing financial services under the terms of a court
enforceable undertaking.

17 This includes four instances where the court made orders restraining individuals from engaging in credit activity.

18 On 28 June 2023, ASIC issued a public warning notice to consumers about the activities of David Zohar
regarding the promotion of investments in Lithium Lakes Limited.

19 These reprimands were issued by the Financial Services and Credit Panel to admonish financial advisers in
relation to conduct or circumstances that had already ceased.

20 Compensation or remediation programs monitored by ASIC are not reflected in this statistic. Amounts in
compensation or remediation were agreed in court enforceable undertakings accepted by ASIC.

21 These notices were issued for infringements related to the market integrity rules and the ASIC Act. Compliance
with infringement notices is not an admission of guilt or liability and these entities are not taken to have
contravened the law. The figure includes infringement notices issued by ASIC and infringement notices issued
by the Markets Disciplinary Panel (MDP).

22 This includes an infringement notice of $4.5 million issued by the MDP to Openmarkets Australia. The MDP had
reasonable grounds to believe that Openmarkets had contravened numerous market integrity rules and did not
have appropriate procedures to ensure compliance with requirements to deal with suspicious trading. This is the
largest penalty the MDP has ever imposed.
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Total Total
Outcome 2022-23 2021-22

Applications for relief from the Corporations Act

Relief applications

Relief applications received 1,154 1,361
Relief applications approved 887 1,084
Relief applications refused or withdrawn 301 374
Relief applications in progress 59 127

Licensing and professional registration activities

Administrative decisions

Licensing and registration applications received 1,497 1,655
Licensing and registration applications approved 1,287 1,596
Licensing and registration applications refused or

withdrawn 413 439
Licensing and registration applications in progress 612 819

Australian financial services (AFS) licences, including limited AFS licences
(new and variations)

Applications approved 841 1,178
Applications refused/withdrawn 215 277
Licences cancelled/suspended 329 314
Applications in progress 417 559

Australian credit licences (hew and variations)

Applications approved 263 267
Applications refused/withdrawn 145 139
Licences cancelled/suspended 212 224
Applications in progress 135 180
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Total Total
Outcome 2022-23 2021-22

Registered auditors - registered company auditors, authorised audit company and
self-managed superannuation fund (SMSF) auditors

Applications approved 183 151
Applications refused/withdrawn 53 23
Licences cancelled/suspended 1,019 607
Applications in progress 60 80

Registered liquidators

Liquidators registered by ASIC 29 21
Registration committees convened during the year 36 25
Outcome of Registration Committee convened during the year

Applications for registration approved by Committee? 28 17
Applications for registration refused by Committee 3 7

Committee matters in progress — registration application
yet to be determined 5 1

Stakeholder engagement
Meetings with industry groups and other stakeholders Over 1,600 Over 1,900

Consultation and guidance

Consultation papers published 7 20
Industry reports published 37 37
New or revised regulatory guides published 34 41
New or revised information sheets 29 59
Legislative instruments made, amended and repealed 56 58

23 A breakdown of the applications approved by the Committee, with or without conditions, can be found in
Table 6.2.3.

24 The decrease in stakeholder engagement meetings in 2022-23 is attributed to a change in focus, with teams
allocating more resources to cross-agency core strategic projects (see section 2.4).
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Total Total

Outcome 2022-23  2021-22
Education
Users visiting ASIC’s Moneysmart website? 1M.1m 11.0m

Average number of users to the Moneysmart website

per month 1.0m 1.0m
Number of users who have used a Moneysmart online tool 5.6m 5.3m
Average number of users using a Moneysmart tool per month 530,000 495,000

25 The number of people visiting the Moneysmart website includes users from around the world. Of the 11.1 million
users, 9.7 million (88%) were from Australia, using an Australian IP address.
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2.4 Core strategic projects

Our Corporate Plan outlines our regulatory priorities
and the actions we plan to take over the next four years.
These are based on monitoring and analysis of our
operating environment, the identification of threats and
behaviours that lead to harm, and the prioritisation of
harms that need to be addressed.

In 2022-23, our work was guided by ASIC's anti-scam work in
four strategic priorities identified in 2022-23 included:

our Corporate Plan — product design

and distribution; sustainable finance;
retirement decision making; and
technology risks. Our eight core strategic
projects, discussed below, contribute to
achieving our four strategic priorities.

» areview of the scam prevention,
detection and response strategies of
Australia’s four major banks, resulting in
the publication of a report

» a highly successful trial of an investment
scam website takedown service, which
contributed to ASIC obtaining funding
to continue to engage this service from

Scams July 2023

» enforcement action with significant
outcomes, including one scammer
being sentenced to more than five years
in prison.

ASIC's scam strategy for 2022-23
focused on maximising the disruption of
investment scams, influencing financial
institutions to do more to prevent and
detect financial scams, and ensuring their
response to customers who had fallen
victim to a scam was appropriate.
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Case study 2.4.1 Successful website takedown trial

In 2022, ASIC engaged a third-party website takedown service provider to carry out
a three-week trial to test the provider's capacity to take down investment scam and
phishing websites. The websites taken down included:

» fake firms claiming to be regulated by ASIC

» fake firms impersonating Australian financial services (AFS) licence holders
» crypto-asset investment scams

» unregulated firms offering financial services or products

» fake comparison sites promoting these investment scams

» suspected fraudulent websites identified by ASIC (including from reports of
misconduct lodged with ASIC).

The trial was highly successful and outcomes included:

» almost 900 scam groups (mainly websites but also compromised mail servers)
relating to over 3,000 individual attacks (webpages and emails) were detected
and taken down

y  62% of attacks were removed in 24 hours or less.

Following the trial, and as part of the FY24 Budget, the Government committed a
total of $17.6 million over four years (and $4.4 million ongoing) for ASIC to engage a
third party to take down investment scam and phishing websites from July 2023.

For more examples of our
work on scams, see case studies
2.6.4 and 2.6.10.
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Sustainable finance
practices

Environmental, social and governance
(ESG) issues are driving the biggest
changes to financial reporting and
disclosure standards in a generation.
Sustainable finance is an important
strategic priority for ASIC. Itis a
transformational issue for global markets,
and ASIC is committed to keeping pace
with changes as we develop.

In the last year, ASIC's focus in relation

to sustainable finance has shifted from
educating our regulated population about
the need to develop good practices in this
area to taking enforcement action. Our
strategy is to enforce existing laws, work
closely with domestic and international
bodies to actively contribute to proposed
domestic law reform and guidance, and
further strengthen our own capabilities in
this space.

In June 2022, we published Information
Sheet 271% How to avoid greenwashing
when offering or promoting
sustainability-related products to help
product issuers avoid greenwashing. Since
then, we have conducted surveillances

of sustainability-related disclosure and
governance practices of listed companies,
managed funds and superannuation
funds. Where misconduct was identified,
ASIC took the appropriate regulatory and
enforcement action to protect investors
and deter further misconduct.

We conducted a targeted review of
sustainability-related statements and
products to ensure firms maintain high
standards of governance and disclosure.
A summary of our outcomes in relation

to greenwashing misconduct is set out in
Report 763% ASIC’s recent greenwashing
interventions. The report provides
transparency about why and when ASIC
intervened to correct disclosures.

ASIC contributed to the ongoing
improvement of climate and sustainability
disclosure and governance practices

and standards through our continued
work with domestic and international
peers. These included the Council of
Financial Regulators Climate Working
Group and the International Organization
of Securities Commissions (IOSCO)
Sustainable Finance Task Force. ASIC's
work on greenwashing also aligns with
the Australian Government'’s broader
sustainable finance agenda.

See case studies 2.5.4 and 2.5.12
for more examples of our sustainable
finance work.

26 https://asic.gov.au/regulatory-resources/financial-services/how-to-avoid-greenwashing-when-offering-or-

promoting-sustainability-related-products/

27 https://asic.gov.au/regulatory-resources/find-a-document/reports/rep-763-asic-s-recent-greenwashing-

interventions/
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Crypto-assets

Emerging technologies and products,
including the expansion of crypto-assets,
present new terrain for legislators and
regulators to navigate.

ASIC supports the Australian
Government’s commitment to establishing
a framework for licensing and regulating
crypto-asset service providers. We will
continue to look at enforcement actions
we can take under our existing remit

to safeguard investors, consumers and

the market.

In response to the risks posed by
crypto-assets, we undertook a wide
range of activities to protect investors
and maintain market integrity. We have
supported Treasury with its continuing
consideration of law reform to regulate
crypto-asset service providers and
payment stablecoins. Additionally, we
have highlighted the risks of crypto-asset
investing to consumers through a
range of communication activities and
updates to Moneysmart webpages on
cryptocurrencies and crypto scams.

We also used our regulatory enforcement
tools, where appropriate, by:

» commencing civil penalty proceedings
against three entities — BPS Financial
Pty Ltd, Web3 Ventures Pty Ltd
(trading as Block Earner) and Finder
Wallet Pty Ltd — for alleged unlicensed
conduct and other breaches

» making four interim stop orders where
ASIC found that the target market
determinations (TMDs) for financial
products providing exposure to
crypto-assets were non-compliant with
design and distribution obligations

» undertaking targeted surveillance
of issuers of derivatives providing
exposure to crypto-assets, including
Oztures Trading Pty Ltd (trading as
Binance Australia Derivatives).

We also continued to engage in
bilateral and multilateral discussions on
crypto-assets with our domestic and
overseas peers, including the Council of
Financial Regulators in Australia and the
IOSCO Fintech Task Force.

Design and distribution
obligations

ASIC is focused on reducing the potential
for harm to retail consumers from

poor product design and distribution
practices, including by enforcing and
uplifting compliance with design and
distribution obligations.

ASIC pursued targeted, risk-based
surveillance focused on sectors and
products that pose the greatest risks

of consumer harm. We have completed
surveillances in the superannuation, small
amount credit and investment product
sectors, and published public reports on
our findings to influence behaviours across
the industry, encouraging firms to improve
their compliance.

We made 78 stop orders in the period
ending 30 June 2023, predominantly in
relation to deficient TMDs.
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In December 2022, ASIC commenced
civil penalty proceedings in the Federal
Court of Australia against American
Express Australia Limited (Amex) and
Firstmac Limited (Firstmac) for alleged
breaches of the design and distribution
obligations. The proceedings brought
against Amex concern two credit cards
it issued that were co-branded with
retailer David Jones. The proceedings
brought against Firstmac concern its
distribution of interests in a registered
managed investment scheme to its term
deposit holders.

See case studies 2.5.11 and 2.5.13
for more examples of how ASIC
is implementing the design and
distribution obligations.

Reportable situations

We worked throughout 2022-23 to
support the implementation and
ongoing improvement of the reportable
situations regime to ensure we meet our
own objectives and those of industry
and consumers.

We released our first publication of
information lodged under the regime
on 27 October 2022. ASIC's approach
to reporting will evolve over time as the
regime matures and allows for greater
granularity in reporting.

On 27 April 2023, ASIC released updates
to Regulatory Guide 78% Breach
reporting by AFS licensees and credit
licensees. The updates are intended to
support the use of breach reporting data
for ASIC's regulatory purposes and public
reporting, and to reduce the regulatory
burden on industry. ASIC also made
minor changes to the prescribed form

for lodging reportable situations. These
form changes clarify how some questions
should be answered, and direct licensees
to the guidance available in Regulatory
Guide 78.

ASIC has developed an application
programming interface (API) to facilitate
machine-to-machine submission of
reportable situations data. This API
improves efficiency for higher-volume
users submitting reports under the
reportable situations regime by removing
the need to manually input information
into the prescribed form.

We have developed enhanced data
analytics capabilities to better support
us in using the information received
under the reportable situations regime.
This includes self-service data analytics
tools for interacting with the data, as well
as a machine learning (ML) model for
triaging reports.

28 https://asic.gov.au/regulatory-resources/find-a-document/regulatory-guides/rg-78-breach-reporting-by-afs-

licensees-and-credit-licensees/
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Cyber and operational
resilience

One of ASIC's strategic priorities

across the financial services sector

is to encourage good cyber-risk and
operational resilience practices. Recently,
we have seen cyber-attacks affect the
integrity and efficiency of global markets,
and in turn, trust and confidence in service
and product providers. ASIC will continue
to work closely with the Australian
Prudential Regulation Authority (APRA)
and other regulators, regulated firms and
government on these important issues.

This year, we conducted our Cyber

Pulse Survey, following consultation with
industry and government, to understand
cyber preparedness and to uplift
standards in our regulated cohort. The
survey opened on 7 June 2023, and public
companies and other entities holding

an ASIC licence or authorisation were
encouraged to participate. We asked
respondents to assess their cyber security
and controls, governance arrangements
and incident preparedness. Observations
from the survey results will be shared in a
public report in the 2023-24 financial year.

We supported whole-of-Australian-
Government responses, leading the
National Coordination Mechanism'’s
Financial Services Working Group
following the cyber-attack on Latitude
Financial Services. ASIC has also engaged
with government on policy initiatives, and
on proposals with the broader Council

of Financial Regulators. We continue

to actively participate in joint initiatives
and incident response with the Council
of Financial Regulators’ Cyber and
Operational Resilience Working Group.

Financial Accountability
Regime

ASIC continues to work with APRA

to prepare for the implementation of
FAR. During 2022-23, ASIC and APRA
developed a package of materials

to assist industry to meet the new

FAR requirements for authorised
deposit-taking institutions (ADls),
including drafting supporting legislative
instruments for consultation.

ASIC and APRA are also engaging with
ADls and banking industry bodies to
help regulated entities prepare for the
implementation of FAR. We are working
with APRA to assess pre-commencement
material, particularly regarding the new
requirement for accountable entities to
nominate their significant related entities.

Both agencies continue to engage
closely with regulated entities and with
each other on aligning supervisory and
enforcement approaches.
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Digital technology and data

Technology and data are critical to every
business we regulate. We are dealing

with operating environments, customer
engagement and misconduct that all
centre on technology and data. We have
been investing in new technologies and
systems to enhance our capabilities for
some years, and are committed to looking
at ways we can enhance our capabilities
even further.

During 2022-23, ASIC reviewed all external
digital interactions and worked with
external stakeholders to identify areas for
improvement. We began redeveloping our
licensing systems using human-centred
design techniques.

We have continued to enhance our

data lake platform to allow us to store

and process data at the scale required,
and provide our analysts with the latest
analytics tools. We successfully launched
our first recurrent data collection on
internal dispute resolution (IDR), with

the first real data collected in January—
February 2023 from around 100 industry
entities. We also developed ways to
effectively collect, store, combine and
leverage recurrent data sets to inform our
regulatory work. This includes data on
external dispute resolution (EDR) from the
Australian Financial Complaints Authority
(AFCA) and IDR data provided by financial
entities from January 2023 onwards.
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We delivered pilots of ML solutions

for teams across ASIC and rolled

out the latest business intelligence
visualisation tools organisation-wide.
This has improved self-service reporting
and our analytics capability. We also
developed a data literacy program that
is being progressively rolled out to all
relevant staff.

We formed a partnership with APRA
to collect data for FAR and for
superannuation, with both projects in
different stages of development.

We also created and embedded a data
ethics framework and developed an ASIC
Avrtificial Intelligence (Al) Policy to ensure
that we responsibly take advantage of
the opportunities offered by emerging
generative Al.

For more information on this work, see
case study 2.5.8.



2.5 Other strategic work

Superannuation

ASIC is responsible for regulating conduct
in relation to superannuation, including
the conduct and disclosure obligations

of superannuation trustees of registrable
superannuation entities. We are issues
driven and focus on trustee conduct that
affects superannuation fund members.

This financial year, we focused on
increasing trustees’ compliance with IDR
obligations and continuing to improve the
insurance arrangements trustees provide
to members.

Identifying and consolidating
multiple accounts

Unintentional duplicate accounts in the
same superannuation fund can result in
members paying multiple sets of fees,
including insurance premiums, which can
significantly erode their superannuation
balance over time. Trustees are required
to annually identify and automatically
consolidate duplicate member accounts
in a superannuation fund to minimise
members paying unnecessary fees. After
considering data that raised questions
about whether trustees are consistently
complying with this important obligation,
ASIC reviewed a sample of nine trustees,
covering industry and retail funds, to
examine their compliance.

Our review highlighted that some trustees
were not doing enough to reduce the
proliferation of accounts. Some trustees
were failing to meet their legal obligations,
while others were identified as needing

to improve their practices. For instance,
three of the nine trustees in ASIC's review
did not have documented business rules
for identifying and consolidating multiple
accounts on an annual basis across some
or all of their funds.

Following engagement with ASIC, all

the trustees with poor practices are
implementing improvements that will
result in fewer members having duplicate
accounts and will help ensure they

are not paying additional fees. Three
trustees are undertaking remediation for
members affected by the trustees’ failure
to comply with the law. To highlight the
importance of this issue and encourage
better practices across the industry,
ASIC publicised its review and areas

for improvement (see Media Release
23-175% 'ASIC warns super trustees to
boost efforts to consolidate duplicate
member accounts’, 29 June 2023).

29 https://asic.gov.au/about-asic/news-centre/find-a-media-release/2023-releases/23-175mr-asic-warns-super-
trustees-to-boost-efforts-to-consolidate-duplicate-member-accounts/
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Case study 2.5.1 Internal dispute resolution in superannuation

ASIC reviewed trustees’ compliance with their obligations in Regulatory Guide 271"
Internal dispute resolution. We conducted an initial review of 35 trustees before
undertaking a more detailed examination of 10 trustees.

ASIC identified several areas of concern directly affecting consumers including that:

» several trustees failed to respond to a significant port