030982073
VARIATION OF ENFORCEABLE UNDERTAKING

Australian Securities and Investments Commission Act 2001

Section 93AA

The commitments in this undertaking are offered to the Australian Securities and Investments
Commission (ASIC) by:

1.1

Z.1.

2l

2.3,

2.4,

2.5.

Commonwealth Bank of Australia (CBA)
ACN 123 123 124
Ground Floor Tower 1, 201 Sussex Street, Sydney NSW 2000

DEFINITIONS

Defined terms used in this variation of the Enforceable Undertaking given by CBA to
ASIC on 21 December 2016 (Enforceable Undertaking) have the same meaning as
in the Enforceable Undertaking. A copy of the Enforceable Undertaking is attached as
an Annexure to this document.

BACKGROUND

On 21 December 2016, ASIC accepted the Enforceable Undertaking, which had been
offered to it by CBA.

Under paragraphs 3.6 to 3.11 of the Enforceable Undertaking, CBA undertook to
develop and implement an FX Program. Under paragraph 3.13 of the Enforcement
Undertaking, CBA undertook to provide an attestation signed by a senior executive of
CBA upon full implementation of the FX Program, and annually thereafter for a
period of three years.

In accordance with its undertaking in paragraph 3.6 of the Enforceable Undertaking,
CBA provided its FX Program to ASIC and the Independent Expert on 12 September
2017.

In accordance with the requirements and timeframe specified in paragraph 3.7.2 of the
Enforceable Undertaking, the Independent Expert delivered its Expert Report to ASIC
and CBA on 6 December 2017.

In accordance with its undertaking in paragraph 3.8 of the Enforceable Undertaking,
CBA initially provided its Final FX Program to ASIC and the Independent Expert on
23 January 2018. Following feedback from the Independent Expert that it required
additional details in the Final FX Program from CBA, ASIC granted CBA an
extension to 15 March 2018 to provide a revised Final FX Program for the
Independent Expert to review and conduct its assessment.
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2.6.

2.7.

2.8.

2.4

2.10.

2.11.

2.12.

2,13,

2.14.

The Independent Expert delivered its Further Expert Report under paragraph 3.9 of the
Enforceable Undertaking (with agreement from ASIC and CBA on an extended
timeframe to do so) on 18 April 2018.

On 29 October 2018, ASIC and CBA agreed on the terms of the Final FX Program in
accordance with paragraph 3.10 of the Enforceable Undertaking.

Under paragraph 3.11.2 of the Enforceable Undertaking, CBA was to implement the
Final FX Program in full and within the timeframes specified in the Final FX
Program, or such varied timeframes as agreed by ASIC.

On 28 February 2019, CBA provided to ASIC and the Independent Expert a
‘consolidated’ FX Program which included changes to certain terms of the Final FX
Program relating to physical segregation of traders executing fix orders and
implementation of automated trade surveillance, without highlighting those changes to
ASIC or the Independent Expert.

On 11 March 2019, CBA confirmed that the provision of the ‘consolidated’” FX
Program on 28 February 2019 should be taken as notification to ASIC and the
Independent Expert that the Final FX Program had been fully implemented, in
accordance with paragraph 3.11.4 of the Enforceable Undertaking.

Following CBA’s notification that it had fully implemented the Final FX Program, the
Independent Expert conducted an assessment of CBA’s implementation in accordance
with paragraph 3.12 of the Enforcement Undertaking. It submitted the Final Expert
Report on 31 May 2019. The report confirmed that the Final FX Program had
significantly reduced the likelihood of the type of conduct identified in the
Enforceable Undertaking from happening again. However, importantly the expert
assessed four aspects of the consolidated Final FX Program provided by CBA to ASIC
and the Independent Expert on 28 February 2019 to be ‘unsatisfactory’ (including in
relation to physical segregation of traders executing fix orders) and three were “unable
to be assessed’ (including in relation to implementation of automated trade
surveillance).

On 19 June 2019 CBA provided a detailed response to the issues identified in the Final
Expert Report and set out the actions it proposed to take. On 25 September 2019 CBA
confirmed to ASIC completion of those actions.

Although CBA provided notification on 11 March 2019 that it had fully implemented
the Final FX Program on 28 February 2019, it did not provide the attestation required

to be given under paragraph 3.13 of the Enforceable Undertaking until 30 September
2019.

CBA has offered this variation of the Enforceable Undertaking to allow the

Independent Expert to undertake a further assessment of CBA’s Final FX Program and
report whether the issues identified as ‘unsatisfactory’ or ‘unable to be assessed’ in the
Final Expert Report have been addressed. This variation will also allow for the annual
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2,15

3.1

review by CBA and the Independent Expert as to the ongoing operation of the Final
FX Program for a further three year period.

ASIC has agreed to accept this variation of the Enforceable Undertaking to ensure that
CBA’s response to issues identified as ‘unsatisfactory’ or ‘unable to be assessed’ in
the Final Expert Report can be assessed by the Independent Expert and on the basis
that neither the intent nor realisation of the objective of the Enforceable Undertaking
has been altered.

Variation of Undertakings

Under s93AA of the ASIC Act, CBA and ASIC agree to the following variations to the
Enforceable Undertaking:

3.1.1 After paragraph 3.12 insert the following paragraphs:

“3.124 Without derogating from paragraph 3.11, CBA undertakes that within
15 business days of acceptance of the Variation of Enforceable
Undertaking which introduced this paragraph (or such later date as
may be agreed by ASIC and CBA), it will:

(a) notify ASIC and the Independent Expert in writing that it has
addressed the deficiencies identified in the Final Expert Report as
‘Unsatisfactory’, ‘Satisfactory, subject to further actions being
actioned’ or ‘Cannot be properly assessed at this time’ (Outstanding
Deficiencies); and

(b) provide to ASIC and the Independent Expert a written summary of
the steps it has taken to address the Outstanding Deficiencies and
supporting information to permit ASIC and the Independent Expert to
assess those steps.

3.12B Within 30 business days of receiving the notification provided by CBA
pursuant to paragraph 3.124 (or such later date as may be agreed by
CBA and ASIC), the Independent Expert is to conduct an assessment of
whether CBA has adequately addressed the Outstanding Deficiencies
and to provide a written report (Addendum to the Final Expert
Report) on the outcome of such assessment to CBA and ASIC as soon
as practicable after that assessment.

3.12C CBA undertakes that, every year for a period of three years from the
provision of the notification under paragraph 3.124 of the Enforceable
Undertaking , commencing on the anniversary of that notification and
within 30 days (or such later date as may be agreed by ASIC and CBA)
of that anniversary date, it will:

(a) conduct an internal review of the current operation of the Final FX
Program (including any material changes) and document the
results of that review (Internal Review Report),
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(b) provide a copy of the Internal Review Report to the senior executive
who is an ‘accountable person’ under Part IIAA — The Banking
Executive Accountability Regime of the Banking Act 1959 with
responsibility for the global FX Business and a senior executive of
CBA responsible for its markets risk function or, in the event of
these positions being discontinued, to two'members of senior
management of CBA as agreed with ASIC; and

(c) provide a copy of the Internal Review Report to ASIC and the
Independent Expert.

3.12D The Independent Expert is to, within 60 days of receipt of each of the
Internal Review Reports (or such later date as may be agreed by CBA
and ASIC), conduct an assessment of the effectiveness of the Final FX
Program, as then in operation (and including any material changes) to
prevent, detect and respond to conduct of the type identified in
paragraph 2.10 and provide a written report (Annual Expert Report)
on the outcome of such assessments to CBA and ASIC as soon as
practicable after the assessment.

3.12E In the event that at any time after acceptance of the Variation of
Enforceable Undertaking which introduced this paragraph:

(a) CBA fails:

(i)  to notify and provide material to ASIC and the Independent
Expert within the timeframe set out at paragraph 3.124;

(ii)  to do any of the things required by (and within the timeframe
set out in) paragraph 3.12C; or

(iii)  to provide an attestation required under paragraph 3.13, or

(b) the Independent Expert acting reasonably considers that CBA
has not taken all or any of the steps as stated in its written
summary under paragraph 3.12A(b) and notifies CBA in writing
of that view, specifying the deficiency,

CBA undertakes to suspend as soon as possible (and in any case no
later than 7 days after the occurrence of the relevant failure under
paragraph 3.12E(a)(i), 3.12E(a)(ii) or 3.12E(a)(iii) or CBA’s receipt of
the notification from the Independent Expert provided under 3.12E(b))
engaging in fix orders with Clients (as described in paragraph 2.11)
until such time as ASIC has confirmed in writing to CBA that it is
satisfied the relevant failure has been remedied, such confirmation not
to be unreasonably withheld.

3.1.2 In each of paragraphs 3.3.4, 3.3.5 and 4.2 of the Enforceable Undertaking,
insert “3.12B and 3.12D,” after “3.12,”.
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3.3

4.1

4.2

3.1.3 Inparagraph 3.13 of the Enforceable Undertaking,:

(a) replace the words “a senior executive of CBA responsible for its
global FX Business” with:

“the senior executive who is an ‘accountable person’ under Part
ITAA — The Banking Executive Accountability Regime of the
Banking Act 1959 with responsibility for the global FX
Business”

(b) replace the words "annually for a period of three years" with:

"within 20 business days of receipt of each of the three Annual
Expert Reports under paragraph 3.12D (or such later date as
may be agreed by CBA and ASIC)"

3.1.4 Before paragraph 4.3, insert the following paragraph:

“4.24 In relation to an attestation provided to ASIC under paragraph 3.13,
CBA acknowledges that ASIC may issue a media release referring to the
content of an attestation, may from time to time publicly refer to the content of
an attestation and will make available for public inspection a summary of the
content of an attestation.”

No other aspects of the Enforceable Undertaking are changed in any way.
For avoidance of doubt, paragraph 3.16 of the Enforceable Undertaking applies with

respect to the costs of the Independent Expert for further work required pursuant to
this variation of the Enforceable Undertaking.

Acknowledgments
CBA acknowledges that ASIC:

(a) may issue a media release on execution of this variation referring to its terms and
to the reasons for its execution;

(b) may from time to time publicly refer to this variation and to CBA’s compliance or
non-compliance with the Enforceable Undertaking as varied; and

(c) will make this variation available for public inspection.
CBA further acknowledges that:
(a) this variation in no way derogates from the rights and remedies available to ASIC

or any other person or entity arising from any conduct described in this variation
or the Enforceable Undertaking;
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(b) entry into this variation modifies the Enforceable Undertaking but does not affect
the validity of the Enforceable Undertaking and does not prejudice ASIC’s ability
to take any action in relation to the Enforceable Undertaking; and

(c) this variation has no operative force until accepted by ASIC.

Signed by
Commonwealth Bank of Australia
by its attorney

Attorney - <

A peew Himere BF

print name

in the presence of

sign here » %%’V"\/

Witness

e A YN PADHAAMN

Accepted by the Australian Securities and Investments Commission under the ASIC Act section
93AA by its duly authorised delegate:

.........................................................................

Sharon Concisom

Delegate of the Australian Securities and Investments Commission

Dated 16 October 2020
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Annexure

Copy of the Enforceable Undertaking offered by Commonwealth Bank of Australia to
ASIC and dated 21 December 2016
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Ausiralian Securities and Investments Commission Act 2001

Section 93AA

ENFORCEABLE UNDERTAKING

The commitments in this undertaking are offered to the Australian Securities and
Investments Commission (ASIC) by:

Commonwealth Bank of Australia (CBA)
ACN 123 123 124
Ground Floot Tower 1, 201 Sussex Street, Sydney NSW 2000

1. Definitions

In addition to texms defined elsewhere in this undertaking, the following
definitions are nsed:

Acceptance Date means the date this undertaking is accepted by ASIC.

AFSL means Australian financial services licence as that term is defined in
section 761A of the Corporations Act.

ASIC Act means the Australign Securities and Investments Commission Act
2001 (Cth).

CBA means Commonwealth Bank of Australia ACN 123 {23 124.
Curporations Aet mcans the Corporations Act 2001 (Cth).
FX meaus foreign exchange.

Independent Expert means the person, firm or company appainled under
paragraph 3.2.

Relevant Period means 1 January 2008 to 30 June 2013,

Spot FX refers fo foreign exchange contracts involving the exchange of two
currencies at a price (exchange rate) agreed on a date (the trade date), and
which are usually settled two business days from the trade date.

WM/ London 4pm fix rate refers to a benchmark rate for Spot FX
published by Thomson Reuters which, during the Relevant Period, was
determined over a one-minute window from 30 seconds before 4:00 pm in
London to 30 seconds after 4:00 pm (that is, from 3:5%:30pm to 4:00:30pm).



2. Background

ASIC’s role

2.1

Under section | of the ASIC Act, ASIC is charged with a statutory
responsibility to perform its functions and to exercise its powers so as {o
promofe the confident and informed participation of investors and
consurpers in the financial system.

Details of Conduct

2.2

23

24

2.5

2.6

27

CBA operates a financial services business within the meaning of
Chapter 7 of the Corporations Act.

During the Relevant Period, CBA held an AFSL (no. 234945) which
authorised CBA, among other things, to:

2.3.1 provide financial product advice in respect of foreign exchange
contracts;

2,32 deal in foreign exchange contracts; and
2.3.3 make a matket in foreign exchange contracts,

Foreign exchange contracts involving the exchange of two currencies ata
price (exchange rate) agreed on a date (the trade date), and which are
vsually settled two business days from the irade date, are commonly
referred to as ‘spot forsign exchange’ (Spot FX).

CBA’s Spot X business

CBA’s Institutional Banking and Markets (IB&M) division represents the
wholesale business unit of the bank, within which sits its Global Foreign
Exchange business division (Globual IX),

Since the beginning of the Relevant Period:

2.6.1 Global FX has been split into two core businesses, FX Sales and
FX Trading;

2.6,2 FX Trading has in turn comprised the FX Spot and FX Options
desks; and -

2.6.3 CBA's Global FX business has comprised nine sales locations
(Sydney, Melboume, Adelaide, Brisbane, Perth, Hong Kong,
Singapore, London and New York) and three trading locations
(Sydney, London and New Yotl), and has been headquartered in
Sydney. i

The FX Spot desk is responsible for pricing, managing and owning ail
market risk and open positions relating to Spot FX, with some minor
exceptions, The role of FX Sales is to execute client orders based on
prices obtained from the FX Trading desks.



2.8

2.9

2.10

2.11

2.12

2.13

2.14

CBA’s Global EX business predominantly entered into transactions with
institutional counterparties such as other banks (including central banks),
sovereign wealth funds, fund managers and large corporate entities
(Clients).

ASIC?s investigatlon and analysis

In December 2014, ASIC commenced an investigation pursuant to
section 13(1) of the ASIC Ael into suspected contraventions of section
912A of the Corporations Act in relation to trading by CBA in Spot FX
during the Relevant Period (FX Investigation).

ASIC’s investigation identified the following conduct:

2.10.1 On two occasions in 2011 and 2013, two former CBA traders in
New York acquired proprietary positions in a currency, after
coming into possession of knowledge of large CBA fix orders in
that currency.

2.10.2 On at least two occasions during the Relevant Period, when the
market approached the trigger price of a stop loss order, the CBA
trader in Sydney responsible for managing the order (a different
trader on each occasion) traded in 2 manner that may have been
intended to cause the trigger price to trade when it might not have
traded at that time.

2.10.3 On s number of occasions during the Relevant Period, three CBA
employees in London disclosed confidential details of pending
client orders to extornal third parties including identification of a
Client through use of a code name,

Management of fix orders

As part of its Spot FX business, CBA entered into FX agrecments that
were referenced to the WM/R London 4pm fix rate, known as “fix orders’,
with its Clients.

Tt was the practice of CBA that a particular trader in London and/or New
York would be responsible for managing particular fix orders in a
particular currency on a particular day.

On two occasions, in 2011 and 2013, two CBA traders in New York (who
are no longer employed by CBA) who were not responsible for managing
CBA’s fix position ou those days acquired proprietary positions in a
currency, after coming into possession of knowledge of large CBA fix
ordets in that currency.

Manugement of stop loss orders

As part of its Spot FX business, CBA entered into I'X agreements known
as ‘stop loss orders’ with its Clients.



2.15

2.18

219

It was the nonmal and accepled practice of CBA fo enter into stop loss
orders which indivated he dicestion, volume, price. currency and
instructions for the fill of the order. The order weuld nominate a price at
which, if the market traded at that price (the trigger price), CBA would
then be required to Il the order at that or some other specified price level,

1t was the practice of CBA that one CBA trader would be responsible for
managing a particular stop loss order,

On at least two occasions, when the market appronched the trigger prics
of the stop loss order, the CBA. trader responsible for managing the order
traded it & manner that may have been intended to cause the trigger price
10 trade when it might not have traded gt that time. For example, on one of
those occasions, the CBA trader madc the follawing statements in a chat
communication to an external party in relation (o the stop loss order:

‘got a tricky stop at 60°

‘not big’

‘but triciky’

Yyep I got it done’

‘Wi 60 one touch’

‘but boy wd sity hard’

‘was 59 offered quite a few’

Seent long from 44

‘and kept buying smalls as is going up’
‘avgrage in long at 52°

3/ 60 one fouch’

haprry days’

‘e fo iy 20 extra at 60 to gret it done and sold thsee at 61°
‘coz hud to clear all teh 5937

‘sowent 60 bid 25"

when 39 nfferd’

Disclosure of confidential information

Ag part of its Spot FX business, CBA enteced into ditferent types of Spot
FX agreements (orders) with its Clients. The orders generally included
detadls such as the identity of the client, the relevant currency pair, and
instructions for the fill of the order such as (he direction, volume and price
{level) to be traded.

During the Relevant Period, it was normal and aceepted practice for X

traders 1o provide ‘markel colour’, which could involve a disclosure of

positions and interests at a gencral level, for purposes which included

purposes of:

2.19.1 ascertuining whether other purtios had any interest in a tradc to
offsct the firsl truder’s position; or



2.2]

222

223

2.24

2.19.2 exchanging general information and yiews repurding the general
state of the market,

On a nurober of occasions, a CBA satesperson localed in Tondon (whe is
no longer employed by CBA) disclosed details of pending orders to
external third parties other than in the ordinary course of murket-maling
activities or in the provision of ‘market coluur’, These disclosures
included identification of the elient, for exumple by use of a code name,
On a limited number of oceasions, the former CBA salesperson also
disclosed to external third parties the ditection, volume or level, or all
three of these aspects of elient ordexs,

For example, o one occasion, the former CBA salesperson disclosed
1Code name] 55 STOP FOR 40 AUD indicating a stop loss order for that
Client to buy AUD/USD at the rate of 1,0253.

On another occasion, in relation to a large TBA client fix order, the
former CBA salesperson confirmed to an external third party the currency,
direction and client identity for the particular fix-order and algo disclosed
the general magnitude of the fix order (in contravention of CBA’s
policies).

CBA’s systems, training, monitoring and supervision

During the Relevant Period, CBA's policics and training provided a
goneral overview of the legal abligations applying to market participants
in global finuncial transaction based markets. At least some CBA traders
considered that the conduct training provided by CHA in relation to
macket practices was not tailored {0 the Spot FX trading context.

During fhe Relevant Period, CBA did not have in place an adequate
monitoring and supervisory process which would bave enabled it fo
identify conduct that might be of concern. As a result, on the occasions

, referred to above, inuppropriate behaviour by CBA's traders weni

undetected by CBA’s front office or compliance (unctions,

ASIC?s views concerniog the conduct

2.25

As it result of matters referced to in paragraphs 2,10 to 2.24, ASIC is
concemed that duting the Relevant Period, CBA failed to comply with its
obligations under section 912A(1)(a) of the Corporations Act v do all
things necessary to ensure that financial services in connection with its FX
business were provided efficiently, honestly and fairy, in that CBA. fuiled
to ensure that it systems, coutrols, training, guidance and supervision of
employees in its FX business were effective in relation to:

2.25.1 management of fix erders;
2.25.2 munagement of stap loss orders; and

2.25.3 external communications containing specitic confidential
information.



2.26 ABSIC is also concerned that, by reason of the above, during the Releyant
Periad, CBA did not comply with Condition 2 of its AFSL, by which 1t
was required {0 establish and maintsin compliance measures that ensure,
os far ag is reasonably practicable, that it complics with its obligation to
ehsure that its financial services were supplied efficiently, honestly and
fairly.

2.27 ASIC 15 concorned that:

2.27.1 (he conduct of two CBA traders referred to in paragraph 2.13in
relation to fix orders was engaged in other than in the ordinary
course of undertaking hedging or market-making activitics on
behalf of CBA;

2,272 the conduct of the CBA traders referred 10 in puragraph 2,17 in
relation to stop loss orders was not consistent with the accepted
and appropriate risk managemcnt strategy to exeente hedging
transactions close to a trigger prive (conduct which may impact the
reference price and result in a stop loss order being triggered); and

2.27.3 in addition to the conduct of the CBA salesperson referred to in
paragraphs 2.20 to 2,22, there were some other instances of two
tormer CBA teaders divclosing confidential details of pending
Client orders to external third parlies including identification of a
Client through use of a cade name.

2.28 ASIC is concerned that the conduel referved to in puragraphs 2.13, 2.17
and 2.20, {aken separately or together, had (he polential to undermine
confidence in the proper functioning of the market.

Ackmowledpements

2.29 CBA acknowledges thal the concerns expressed by ASIC in relation to the
alleped facts are reasonably held and has offeted an enforceable
undertaking in the terms of paragraphs 3.1 to 3.18 below,

2.30 ASIC acknowledges that:

2.30.1 CBA reported its concerns about the disclosure of confidential
information by the CBA salesperson to ASIC, and teomimated the
employment of that individual; and

2.30.2 CBA has cooperated with ASIC in the course of ASIC’s
investigation including by voluaiarily providing details of its own
enquirics and working constructively with ASIC on tasks which
have involved significan! regources,



3. Undertakings

i1

Under section 93AA of the ASIC Act, CBA has offered, and ASIC bas
agreed to secept ay an slternative to ASIC commencing eivil proceedings
or pursuing administrative action against CBA in respest of the FX
Investigation, the following nndertakings,

Remediation assessed by an Independent Expert

32

3.3

Engagement of Independent Expert

CBA agrees to the appointment by ASIC of an Independent Expert who,
inn ASIC’s opinion:

3.2.1 has the nccessary expertise, expetience and operational capacity to
perform the rols contemplated by this enforceable undertaking;
and

3,22 is independent of CBA, its related bodies corporate and its officers
at the time of the appointment, and who will at all material tmes
be capable of exercising objective and impartial judgement.

CBA agrees that the terms of engagement of the Independent Fxpert
appointed by ASIC will include at leust the lollowing:

3.3.1  astatement to the effect thut the work of the [ndependent Exper ts
being cacried oul for CBA and ASIC, and ackmowledging that
ASIC i5 relying on the work of the Independent Expert;

332  astaternent that upon request ASIC is to be copied into all or some
communications between CBA and the Independent Expert;

3,33 require the Independent Expert to notify ASIC where a confliet of
interest arises duting the engagement or when the Independent
Expert bevomes aware of information that adversely affects its
ability to exercise objective and impartial judgement;

3,34  require the Independent Bxpert to perform the work, and provide
the written reports to ASIC and CBA, ns set out at paragraphs 3.7,
19and 3.12;

1.3.5 acknowledgement that in relntion to the written reports to be
provided to ASIC and CBA as desoribed in paragraphs 3.7, 3.9 and
3,12, ASIC may froto fime fo time publicly refer to the content of
the report(s), and may make a swnmary of the content of the
report(s) or a statement that refers 1o the content of the report{s)
public (subject to paragraph 4.4); and

3.3.6 require Lhe teports of the Independent Expert to:

()  set out scparately cach of the factual findings or
agsumptions on which the Independent Dxpert’s apinion is
based;



34

3.5

3.6

(ii)  set out separately from the facmal findings or assumplions
cach of the Independent Expert's opinions;

{ii)  set out the reasons for each of the Independent Expeit's
opinions; and

(ivy  wheie the Independent Expert believes that its report may
be incomplele or inaceurate without some gualification, that
gualification,

CRA undertakos to?

4.1 pernut the Independent Expert, to the extent that i is reasonable
having regard to the requirements of thix enforceable undertuking,
1o have access to its books and to interview current employees;

34.2 give the Independent Expedt any information or explanation
reasonably requested by the Indepeadent Expert of any matter in
uny way connecled with the reports tequired to be prepared by the
Independent Expert under this enforecable undertuaking; and

3.43  otherwise reasonably assist the Independent Experl in cerrying out
the terms of its engapement and prodicing the reports required to
be prepared by the Independent Expert under this enforceable
undertaking.

For the avoidance of doubt, CBA is not reguired to provide the
Independent Expert with any document or informantion that is reasonably
the subject of a claim by CBA of legal professional privilege,

Proposed FX Progran

CBA has undertaken a review of its Global FX business (including by
way of a review of policies and condusting training) to seek (o identily
und rectify weaknesses in its management of fix orders, management of
stop loss orders and handling of confidential information, with a focus on:

35.1 streagthening CBA's mandatory training requitements for all FX
employees, in particular conveming appropriate communications
and trading hehaviour;

Tt
o
b

implemanting new procedures around the use of chat rooms; and

L%
Sa
1wl

strengthening supervirion and surveillance of FX trading desks,
including the ongoing introduction of speific trade surveillanve
systems and enhancements to electronic communication
monitoring.

CBA has [rom time to time reported on the progress of its review o
ASIC,

CBA undertakes to, within 60 days (or such later date us agreed between
ASIC and CBA) of the appointment of the Independent Expert, provide 1o
ASIC and the Independent Expert a program (FX Program):



3.7

3.8

3.6.1 of changes which CBA has implemented, and which it proposes to
implement, to its systems, controls, training, guidance and
framework for moniloring and supervision of employees in its FX
business in relation to:

(i) management of fix orders;
(i) management of stop loss arders; and

(i)  external communications containing specific confidential
information,

o ensure complianoce with CBA's obligation to ensure that
relevant finaneial services are provided efficiently, honestly and
fairly; and

3,62 which specifies the date by which each praposed action will be
taken.

Assessment by Independent Expert

The Independunt Expert is to, within three months of receiving CBA's FX
Program undet paragraph 3.6 (or such other date as may be agreed by
CBA and ABIC):

3,7.1  conduct an agsesstent of the offcctiveness of CBA’s FX Program
to prevent, detect and respond to conduet of the type identitied in
paragraph 2.10; and

3.7.2 provide a report (Expert Report) to CBA and ASIC oo the
assesgrnent referred to m paragraph 3,71, including:

iy  identification of any deficiencies in the FX Program; snd

(i)  recommendations for actions thal, in the opinion of the
Indspendent Expert, would be necessary for CBA to
implement to rectify deficiencies identified in the Fxpert
Report.

Provision of Final FX Program

CBA undertakes to, within 30 days (or such later date as agreed between
ABSIC and CBA) of receipt of the Expert Report, provide to ASIC and the
Independent Expert a revised FX Program (Final FX Program) which:

3.8.1 incorporatey the actions CBA proposes to take to implement
recommendations identified in the Expert Report;

3.8.2  inrespect of any recommendation identified in the Bxpert Report
which CBA, acting teasonably, is not willing to implement,
provides reasons and an alternative action (if any) that CBA
proposes to lake to rectify the deficiency identified in the Fxpert
Repott to which the recomumendation was directed;

3.8.3 specities the date by which each action will be taken; and
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3.1

3.2

3.8.4  provides for all proposed changes (o he impiemented in a
reasonable timefinme having regard to the operationsl
requirements for implementation,

Within 10 days of receiving the Final FX Program, the Independent
Expert is to provide a report (Kurther Expert Repor(), with reasons, (o
ASIC and CBA, reporting on whether, in the opinion of the Independent
Expert and having regard 1o gny reasons and proposed aliernative actions
provided by CBA under paragraph 3.8.2, the Final FX Program rectifics
deficiencies o the FX Propram that were identified in the Expert Report,

CBA and ASIC shail scck to agree the terms of the Final FX Program,
each acting reasonably, ITCBA and ASIC ate unable to roach agreement
onany of the terus of the Final FX Progrm, then the provisions of
patagtaph 3.11.3 apply to the implememtation of such tenms as are sgreed,

Tmplementation of Final X Progrum

CBA undertakes to:

3.11.1 ensure that sufficiently gualificd and skilled staff are employed to
implement the Final FX Program;

3.01.2 implement the Final FX Progeam in full, and within the timefrmes
specified in the Final FX Program, or such varied timeframes ag
are apreed by ASIC;

3.11.3 aliernatively to parageaph 3.11.2, in the avent that not all terms of
the Final FX Progrum are agreed by CBA and ASIC, iraplemunt
those lerms vl the Final X Program which are agreed, within the
timeframes specified in the Final FX Program, or such varied
timeframes as e agreed by ASIC; and

3.11.4 notify ASIC and the [ndependent Expert:

(i)  within 10 days of implementation of the Final FX Program
that the Final FX Program has been [ufly implemented; or

(i)  alternatively (if all terms of the Final FX Program have noi
been agreed) within 10 days of impleeentation of those
tertng of the Final FX Program that have been agreed, that
those terms have been fully implemented,

Assensment of FX Program implementation by the Independent
Expert

The Independent Expert is to, within three months after the receipt of
CBA's notification under purapraph 3.1 1,4 (or such olher date as may be
apreod between CBA and ASIC), conduct an aszessment of CBA’s
implementation of the Final FX Program and to provide a teport (Final
Fxpert Report) on the outcome of such assessment to CBA and ASIC as
soon as practicable after thut assessment,

10



Atfestation

3,13 CBA undertakes to, upon full implementation of the Final FX Program,
and thereafter annually for a period of three years, provide ASIC with an
attestation signed by a senior executive of CBA responsible forits
Global FX business and who has personal knowledge of the CBA's
compliance with paragraph 3.11, that he or she bas taken reasonable
steps to satisfy himsclf or Lerself that CBA's systems and controls in its
Spot FX business are appropriate and adequate o effectively manage
conduct risks relating w;

3.13.1 management of fix vedets;
3.13.2 management of stop loss_orders; and

3.13.3 external communications containing specific confidential
information.

Community benefit payment

3.14 CBA undertakes to, within 14 days of the Acceptance Date, make a
community henefit payment in the amount of $2.5 million to Financial
Litcracy Australia fo support the further development of finanelal literacy
gcducation relating to changes to delivery of vuce in the aged care sector.

Other undertakings

3,15 CBA undertakes to pay the costs of its comphiange with this enforceable
undertuking.

3,16 CBA undertakes (o pay the costs of the Independent Expert appointed by
ASIC,

3.17 CBA undertakes to provide all documents and information requested by
ASIC from time to time for the purpose of assessing CBA’s cowpliance
with the terma of this enforcenble undertaking (except for material over
which there is reasonnbly a claim by CBA of legal professional privilepe).

3.18 CBA undertakes to notify ASIC as sovn as reasonably practicable and in
any cvent within five business days of becoming aware of any failure by
CBA to comply with o term of this enforceable undurtaking.
4. Acknowledgements
4.1 CBA acknowledges that ASIC:

41,1 may issuc a media release on execution of this undertaking
" referring to its tenns and to the concerns of ASIC which led o its
execution

4.1.2  may from time ta time publicly rofer to this undertaking;

4,1.3  will, subject to puragraph 4.4, from time to time publicly report
about compliance with this undertaking; and

11



414 will make this undertaking uyailuble for public inspeetion.

4.2 [nrelation to the writlen reports (o be provided to ASIC and CBA under
paragraphs 3.7, 3.9 and 3,12, CBA acknowledges that ASIC:

4.2.1 may issuc 2 media release 1efetring to the content of the reports;

4.2.2  may, subjeet to paragraph 4.4, from time to time publicly refer to
the contenl of the reports; and

4.23  will make available for public inspection a summary of the content
of the xeports, or a slatement that refers (o the content of those
reports,

4.3 CBA acknowledges that ASIC may, subject to paragraph 4.4, from time to
time publicly refer to the terms of the Final FX Program.

44  ASIC acknowledges that it will not refer to any information from an
expert report or the Final FX Program that:

44.1  consists of personal information of an identificd satural person
whose acts or omissions are not the subiect of, or a concern
mentioned in, the enforceable undertaking;

442 ASIC is satistied would be unreasonable to release because the
release of the information would unreasonably affect the business,
conunercial or financial affairs of CBA or a third parly otherwise
than in a way tha! atises from the execution, implementation and
reporting of the outcornes of the enloreeable undertaking;

44,3  ASIC is satisfied should not be released because it would be
against the public interest Lo do so; or

444 CBA has requested not to be released it ASIC is satisfied:

(i) il would be unreasonable to release because the release of
the information would nareasonably affect the business,
commercial or financial affairs of CBA otherwise than in a
way that nrises from the exceution, inplementation and
repotting of the outcomes of the enforceable undertaking;
or

(ii) it should not be released because it would be agatust the
public inferest to do so.

4.5  Purther CBA acknowledges that:

4.5.1  ASIC’s aceeptance of this undertaking does not affect ASIC’s
power to investigate, conduct surveillance ot pursue a criminal
proseeution or its power 1o lay charges or seek & pecuniary civil
order in relation to any contravention not the subject of the FX
Investigation or acising from future conduct; and

4.5.2  this undertaking in no way derogates from the rights and remedies
available to any other person or entily nrising from any conduct
deseribed in this undertaking or arising from future conduct,

12



4.6 CBA ackopwledges that this un

dertaking has no operative foree until

accepted by ASIC, and CBA and ASIC acknowledge that the date of the
enforceable undertaking is the date on which it is accepted by ASIC.

‘Commonwealth Bank of Australia by
Andrew John MceDonald Hinehhiff

its attorney under power of attorney dated
24 June 2013 who dectaves that he is
Executive General Manager, Markets,
Institiutional Banking and Markets

of Commonwealth Bank of Australia in the
presunce of:

L3
( V?!{ ‘ie’t“ﬂ;{?_ﬂ s
PO, o s b, SNt v i e R TN

Witness sign here

(X)

Witness ptint name here

...............................................................

— Attorney sign here

QHC%W

ViR #Lse

wafiahasanin

Tusaie

Accepted by the Australian Sceurities and Investments Commission under s93AA
of the ASIC Act by its duly authurised delegate;

Christopher Savundra

Delegate of Australian Securities and Investments Commission

Date: 2V DEcEmMBER 2016
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